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en: | Barbara Jensen

Babs Jensen

sn: | Jensen
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mail: | babs@example.com
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dn:dc=example, dc=com
o: example.com

dn:ou=FPeople, dc=example, dn: ou=Devices, dc=example,
de=com de=com

ou: Feaple ou: Devices

dn: uid=bjensen, ouspeople, dn: ensLaser Printer, ousDevices,
de=example, dc=com dec=example, dc=com

cn: Barbara Jensen cnilaser Printer

cn: Babs Jensen resolution: 600

sn: Jensen description: In room 931
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(root)

ERIZR UNIX SO RS 450, aniREE LR grep 5 Ul , fmda R
{user/bin/grep

dn:dc=example, dc=com
o: example.com

dn:ou=People, dc=example, dn: ou=Devices, dc=example,
de=com de=com

ou: People ou: Devices

dn: uid=bjensen, ou=speople, dn:cn=Laser Printer, ou=Devices,
de=example, dc=com dec=example, dc=com

cn: Barbara Jensen cn:Laser Printer

cn: Babs Jensen resolution: GOO

sn: Jensen description: In room 931
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de=example,
do=com

de=widgets,
do=com
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2. Interrogation Operation JH T4 1 25 i)
3. ANEFI$ES] (bind unbind abandon)
Interrogation Operation
1. The LDAP Search Operation
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a. base object
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H:# DN =”ou=People,dc=example,dc=com”
Base MZRIEHERGE M WTHE

dc=example, dc=com

ou=People

H:# DN =”ou=People,dc=example,dc=com”

Onelevel HAWRVWHIRE DN s sl T EE T M. WTHE

dc=example, dc=com

ou=People

H:# DN =”ou=People,dc=example,dc=com”

alias

size limit
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time limit
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T EYE AT LRSI R A R . Wi SQL B AR SRR

Filter 7338

1. (sn=smith) VLEC/EM: sn FIMEELE smith B Entry

2 (sn=smith*) ULECJEME sn BMEPL smith FFEEHIFTA Entry U1 smithers,
smithsonain &, HH “*” FoRBEAT, REERTFF.

3 (sn~=jensen) ULEC/EME sn FMEWTHERIZ jensen B Entry. AFTHFRS
&, ARSI TT %,

4 (age>21) B (! (age<=21)) ILELEYE age M{E KT 21 B Entry
R FFRFHE, W (sn<=Smi th) M4% 7 #5717 EL A

5 (telephoneNumber=*) JLELFTH B telephoneNumber MI{H AN
Entry

6 (&(sn=smith) (age>21))LE @M sn MEEE smith 1 HJEM age MIME K
T 21 W) Entry

(| (sn=smith) (age>21))LECJEM: sn FMEE S smith BiE B age HIMEK
T+ 21 B Entry
(& (mail=*) (! (telephoneNumber=*))) ILAL/EM mail FMEANZ, 1 H)E
4 telephoneNumber NZF M) Entry
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Wi: (cn=A*Star) WAIHECN (cn=A\2AStar)

Character Sequence Decimal Value Hex Value Escape Sequence
= (asterisk) 42 0Ox2A \Z2A
( (left parenthesis) 40 0x28 \28
) (right parenthesis) 41 0x29 \29
\ (backslash) 92 0x5c \5C
NUL (the null byte) 0 0x00 \00

h. return attributes
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Attribute List Attributes Returned

cn, sn, givenName cn, sn, and givenName only

* All user attributes

1.1 No attributes

modifiersName modifiersName only (an operational attribute)

*, modifiersName All user attributes plus modifisrsName
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dr: uid=bjensen, ou=speople, do=example, do=com
objectclass: top

objectclass: person

objectclass: organizationalPerson
objectclass: inetorgPerson

cn: Barbara Jensen

cn: Babs Jensen

givenName: Barbara

sn: Jensen

uid: kbjensen

mail: bjensenfexample.com
telephoneNumber: +1 408 555 1212

description: Manager, Switching Products Division
PAL_E#) LDIF 32k R 408 7 —A Directory Entry. AJ BLZE—AN LDIF L4424 Entry

R, BEENEA). F1TEAEE DN. B ATREHRAY, FileEEHTEE R
. R LU SRESINET I Entry .
WRAE: IN—% Entry(JF =5 47 changetype: add)



dn: uid=bjensen, ocu=peoplse, do=example,

changetype: add
objectclass: top
objectolass: person
objectolass: organizationalPerson
objectclass: inetCrgPerson
cn: Barbara Jensen

cn: Babs Jensen

givenMName: Barbara

sz Jensen

uid: bjensen

mail: bjensenfexample .com

telephoneMumber: +1 408 555 1212

Bl MER—2% Entry

dn: uid=bjensen, ou=people, do=example,

changetype: delete

wrE: Bek—% Entry

LT

dn: dn of entry to be modified
changetype: modify

modifytype: attribute type
[attribute type: attribute value]

AN s

dn: uid=bjensen, ou=peocple, do=example,

changetyvpe: modify
add: mail

mail: bijensenfexample.com

b0 Je A s )

do=com

do=com

do=com



dn: uid=bjensen, ou=people, do=example,
changetype: modify
delete: telephoneNumber

telephonelNumber: +1 216 555 121=2
%

dn: uid=bjensen, ou=people, dc=example,
changetvpe: modify

delete: telephoneNumnber

B U T
dn: uid=bjensen, ou=people, dc=example,

changetype: modify
replace: telephoneNumber
telephoneNumber: +1 21& 555 1212

telephoneNumber: +1 405 555 121z
T B % 2 ST B AU RCE— SO, B Z R <o 4h5F

do=com

do=com

do=com



dn: uid=bjensen, ou=people, do=example, do=com
changetvpe: modify
add: mail

mail: bjensenfexample.com

delete: telephonelNumber

telephoneNumber: +1 Z1& 555 1212

delete: description

replace: givenName

givenName: Barbara

HEFifn 4 Entry BiF235) Entry

dn: Ent ry " DNZH

changetype: moddn //changetypeZAMZiymo d d n
[newsuperior: WIRERF—KE n t r y MIZIERR— AT DN
[deleteoldrdn: ( 0 | 1 ) ZIERRAGEMEBMEXLIFAHRDN 0 AHER]
[newrdn: Ent r yHJH RDN]

HT—2%k Entry 1) DN s Hi% Entry (1) RDN I #5275 £¥) DN 4L .

— % Entry [¥] RDN &% Entry ) — @M. BEOCREIEFE, F8E T Dk —X
X oy —2kidsk—FE, LER—M1AUFRFTA Entry H1) RDN 2420 ME—FRiHi% Entry
JE M R

FrULE B dn 44 Entry, 502 EH 47 44 1% Entry ] RDN.

ZN LI

dn: uid=kbjensen, ou=Feople, do=example, dco=com
changetvpe: moddn
newrdn: uid=babs]

deletecldrdn: 0O
PATPLEEA)GZEn t ¢y W FPs:

dn: uid=babsj, ou=People, dc=example, dc=com
uid: babsj

uid: bjensen
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AN

BE)—%En t ryElanT:

dn: uid=bjensen, ou=People, dco=example, do=com
changetype: moddn
newsuperior: ocu=Terminated Ermployvees, do=example, do=com
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Sp 3 AT DAAR D BRATTR B 2 1A B A7 T 1) R
LDAP #Ex 1 LA~ — 28 o R AH R
1: Attribute types JEPEZRAY, Wt EEMEAIR. AITEN
—FE MR . RN ZEME T UAEAE AT A RS B
2: Attribute syntaxes JEVETEE, %It R BB B ML FRITAAE 15
3: VLECHI, f—ANErAA TE s, T EdE .

Zid, BRI mAERE

SR EE A

4: object classes, Xf%2E. L &N Hid, B4 Entry #0120 )8 T — object class. #E

T % Entry 7] DAfEfil S LE JR 4 o

AN LDAP PhsCrhE S — 289 e e L& SC CRARE BB RFC 2252 S0

J& 1 H AR Eiiipa

c Il 2% 44 T APALE A
. HE: CN
%M. US

cn it 44 R

dc 144 A1 I: sohu.com
dc=sohu,dc=com

co F A F 44

gn gavenName

homephone FhEHIE 55

mail HIFESEihily

mobile F& Bl HLTE S R

0 4\%*

ou ENE W HLSH TR
—ANBITECE — K
R SRR B — Ak
A&

postalCode IS IS 2

sn o, %

st PN B A 1 44 FR

street i L

userPassword FH 50

uid P 1D

departmentNumber | & 19w 5




display Name NTAVAN 4 ¢
description iR
employeeNumber AR TR
manager Z2y il

A28 LDAP il s X object class ( BA&{5 B H RFC 2252 kY

Object class W23 A% JE M

account userid description $  seeAlso
$ localityName
$ organizationName
$ organizationalUnitName
$ host

country c searchGuide $ description

dcObject dc

device cn serialNumber $ seeAlso

$ owner $ ou $ o $ |

$ description

inetOrgPerson->person
4k 7K person

audio $ businessCategory
carLicense
departmentNumber
displayName
employeeNumber

employeeType

$
$
$
$
$
$ givenName $ homePhone
$ homePostalAddress
$ initials $ jpegPhoto
$ labeledURI $ mail
$ manager $ mobile $ o
$ pager $ photo
$ roomNumber $ secretary
$ uid $ userCertificate
$ x500uniqueldentifier
$ preferredLanguage
$ userSMIMECertificate

$ userPKCS12

organizationalPerson
k7K Person

title $ x121Address
$ registeredAddress
$ destinationIndicator
$ preferredDeliveryMethod
$ telexNumber
$ teletexTerminalldentifier
$ telephoneNumber
$ internationaliSDNNumber
$ facsimileTelephoneNumb
er $ street $ postOfficeBox
$ postalCode
$ postalAddress




$ physicalDeliveryOfficeNa
me $ou$stsl

organization

userPassword

$ searchGuide $ seeAlso
$ businessCategory
$ x121Address
$ registeredAddress
$ destinationIndicator
$ preferredDeliveryMethod
$ telexNumber
$ teletexTerminalldentifier
$ telephoneNumber
$ internationaliSDNNumber
$ facsimileTelephoneNumb
er $ street $ postOfficeBox
$ postalCode
$ postalAddress
$ physicalDeliveryOfficeNa
me $ st $ | $ description

organizationalRole

cn

x121Address

$ registeredAddress
$ destinationIndicator
$ preferredDeliveryMethod
$ telexNumber
$ teletexTerminalldentifier
$ telephoneNumber
$ internationaliSDNNumber
$ facsimileTelephoneNumb
er $ seeAlso $ roleOccupant
$ preferredDeliveryMethod
$ street $ postOfficeBox
$ postalCode
$ postalAddress
$ physicalDeliveryOfficeNa
me $ ou $ st $ |

$ description

organizationalUnit

ou

userPassword

$ searchGuide $ seeAlso
$ businessCategory
$ x121Address
$ registeredAddress
$ destinationIndicator
$ preferredDeliveryMethod
$ telexNumber
$ teletexTerminalldentifier
$ telephoneNumber
$ internationaliSDNNumber
$ facsimileTelephoneNumb

er $ street $ postOfficeBox




$ postalCode
$ postalAddress
$ physicalDeliveryOfficeNa
me $ st $ | $ description

person cn sn userPassword
$ telephoneNumber

$ seeAlso $ description
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1:Apache directory server
2:Sun directory server
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4: Netscape Directory Server
5: Window AD
J\~ Apache directory server %35 51# H
1.~ %% ApacheDS Hhuhk>4y: http://directory.apache.org/apacheds/1.5/
2:ApacheDS HJ 3 LU 5, WA ARk E . 78 ApacheDS %3% 5¢ il J5 2L J5 3l ApacheDS
M5 BN EHIHR---> &8 T R---> ik45--> Apache Directory server
ApacheDS 11 Uit s IFTER A 9 10389
3% %% Apache directory studio. AL F. %8 PF 2 ApacheDS f—/N& i TH . Tk
ApacheDS, 73, 8, MIER, WINEHE. M AR E, HIRINEE 3zt
4fF ] Apache directory studio %% ApacheDS FIRUIT:
- fERRAATILESE LDAP S5 R I New Connection 1% 15
ﬁ LDAF — doec—exrample, doc—com —

File Edit Havizate LIAF Window Help

E Hew Conmection. . .

IE Hew Entrs. . .
=" Hew Attribute. . .

= T

<5

B |
Hng LIAF Brows=ex
| | l=

S50 AT T ARG TEAE P e R S AL
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” New LDAP Connection

Network Parameter
Pleaze enter conmection name and networlk parameters.
LDAP

Conmection mame: |newr_'on

Hetworls Farametor

Hostname |localhost yl
Fort: [103a8a ~
]

Encrzption method: |Ho encryption

[Check Hetworle Farameter ]

5
S

-
s

=20 fE— FXEHE R AN ELEREIAR DN A%, 7 ApacheDS Z3E5E )G, C4BIE T
JUA DIT CHEERBRD, 55— k&5 ApacheDS KIS — L ER I P NI 554 DN 2565
N secreto 4SRETLATE S — N IEHEHi%$E No Authentication. IX&AN 75 E 4 N\ R KL IFS
Ho XMEFEARIBE LS. BURSZIREH.

=13

” New LDAF Connection

Authentication
Fleaze select an authentification method and input authentification data.
LDAP

|

futhentication Method

Simple Muthentication R |

fuithentication Farameter

St |

[ Checlk Aunthentication ]

EBind DN or user: |uid=admin_, ou==3=tem

Eind password: |*****

Save pas=sword

P SASL Settings
b Eerberos Settings

.
|
l

[ < Baclk [ Hext > | [ Finish ] [ Cancel |

fa
fa
%

L. ERSERUA, WK BT HBLT apahceDS ZAERINEIE A =4 H A5 B



" LDAFP — NHo entry =elected — Apache Daire
File Edit Haxizate LTIAF Window H=1lp

= |

-] - S T

Hng IDAFT EBrowsex [—] {;:'D- = = B

= Ts DIT
= Foot DSE (4]

o ou==chema
em ou—=swsthtem

o ]

o Searche=
E]:l] Eoolmarlic=

1. Qg Partition. ApacheDS H i) H %5 B2 fRAFLE Partition H11¥7. Fir DAZEGIEHT I H %
W HTE B 26 2 Partition. €% Partition 1)— N7k R B 2L server.xml FL & SO 1SR
W~ : C:AProgram Files\Apache Directory Server\instances\default\conf\

FEZ 30 R 3k 3 Partitions JGZ . ¥ iN<jdbmPartition> 7T % .

<partitions>
<jdbmPartition id="skynet" cache3ize="100" suffix="de=skynet,dc=comn" optimizerEnabled="true"
gyncOnlirite="true"/>

</partition=>

g BldsE G, S Apache direcory server fIR%5. 7E Apache directory studio #§ & HH &
BISERWT, EAMAPIRATT LG BIFRATNINIZ IR Partition. {EHAZTELMAEF, FAIFFE
BAERNZH XD A E. BN, DBiEAIE#— Context Entry.

Eng IDAF Browser @ Qé‘h = <'.|='4> =0 |E| Root DSE (3
| v |- | vl -
= E DIT Attribute Description Value
= Root DSE (4] ehrfectflass extenssblelbrect
ebfectilass top (abstract)

@ de=example, de=com (3]
&% oumschema
& oussystem

:-Qn Searches

EII] Boolmarks

¥-tP: @l Context Entry
=-Tg IIT

= () ERRNENTE

& ou=se

& oussy
;-Qn Searches
El:[l Boolmarks

Open Entry
Open With

i Go to DN, ..
1 [ 1

naprngtontexts

namrngtontexis

naprngtontexts
namrngtontexis
subsehemaSubentry
suppertedontrod
sugpertedtontred
suppertedtentred

supportedtontrod

[EPNNEE . | S

| | Attribute Lescriptlon
ebrecttlass

@ domex IR (- e

Entry. ..

de=evanple, de=ron

de=shomet, de=con
ru=srfiema

PH=siEben

rn=zefema

12 840 13558 1. 4.
P36 54 1 Jees 8
P36 1414503 7.
A R A B

7 a AT AT T

¥alue

exien:

B Hew Context Entry. ..

g {,‘u‘{? Hew Search. ..
ﬁ> Hew Boolmark. ..

Ctrl+H

F@ Hew Batch Operation. ..



” New Context Entry

- S 1
Entry Creation Method —
Fleaze select the entry creation method.
@?:reate entry from seratchi
C}Use existing entry as template
Erowse. ..

” New Context Entry

Object Classes —
Flease select object classes of the entry. Select at least one

structural object class.

Available object classes Selected object classes
/ | G deDbject
@nrganizatinn
G\EapacheFactnr}Cnnfigurati * G}."top
G\E apacheServiceConfigurati
G?;; apacheSubschema
& applicationEntity
&applicatinnfrncess
G?;;certifi-:atinnhuthnrity
G?;;certifi-:atinn.huthnritr‘a’!
G-\E changelogEvent
G;; collectivehttributeSuben =
G\'Ec-:-untry
G\EcElDistributinnP-:-int
(5% deltalEL
&device
(3t dmd

(5: ANSDemain

[ %

@ <Back || Hext > DD




ﬂ': NHew Context Entrvw
Distinguished Name —

Fleaze enter the IDH of the context entrz.

on=system
de=example, dec=com
cu=schema

i
()]
M,

H" New Context Entry
T —1

Attributes i
Pleaze enter the attributes for the entry. Enter at least the MUST
attributes.
IH: de=slgmet, de=com = = 4 :%:D =
Attribute Description Yalue
ehrectlf Iass defbject {amxrsisrary)}
ehrectf Iass ergansxatren (stroctaral}
ebhrectfTass top (abstract)}
de skynet
':'E‘:' Hext > Finish ] [ Cancel




=Tz DIT
= Eoot DSE (5]
= ':a de=ezxample, de=com [5]
= ou==chema
B3 ';a de=skynet, dc=com =7
ch oun==sw=tem
= Searches
E:u] Eoolmaric=

Tl LDAP | F3% 5%
f8 ] INDI 4 H s IR 55
1. HREBRAFRESBIOMHNEE X (BL ApacheDS A#)
apacheds.properties
java.naming.factory.initial=com.sun.jndi.ldap.LdapCtxFactory
java.naming.provider.url=1ldap://localhost:10389/dc=example, dc=com
java.naming.security.authentication=simple
java.naming.security.principal=uid=liujz, dc=example,dc=com
java.naming.security.credentials=123456
2. AIEHRR
public class LDAPTest {
private static DirContext ctx =null
private Properties IdapProps ;
public LDAPTest(Properties IdapProp){
This. IdapProp = IdapProp;
}
public DirContext getDirContext(){
If (ctx=null) {
ctx = new InitialDirContext (ldapProps):;
}
return ctx ;
}
I\ LDAP fle55as th & 145 & 26 1H ) Entry
public void queryEntry () {
SearchControls sc = new SearchControls{();
T E A E
I =FhEif e
SUBTREE_SCOPE : Zgvit LIFEEXT R AR T 11 E#e, B LUK [EZ 170 35
ONLEVEL_SCOPE : & 75X R PRI ET #2671
OBJECT_SCOPE: # 18 [Al15 X0 &
sc.setSearchScope(SearchControls. SUBTREE_SCOPE);
IZTTEA BAZH, £—NSH02 DN 2 —MAx i, BOSRIERCE S, A2
ZEREF|H DN N de=example, dc=com fJ H M L, Frbl—F 51L& #I# Entry )
DN &y ou=Account, dc=example, dc=com. % ~NSHELIERE, 24T SQL iy
where F-H). 5 =ASHONE T

String dn = “ou=Account”;

String filter = “ou=Account”;

NamingEnumeration result = getDirContext () .search(dn,filter,sc);
While (result.hasMore ()) {

SearchResult entry = (SearchResult)result.next();



Attributes attrs = entry.getAttributes();
Attribute attr = attrs.get (“ou”);
System.out.println (You="+attr.get ());

}
/117 LDAP JIl 55 %% s Entry
Public void addEntry () {
// 1t ou=account, dc=example, dc=com WA F&IM—NFF A. H RDN A
cn=liujianzhong
Attributes attrs = new BasicAttributes();
attrs.put (“cn”,”liujianzhong”) ;
attrs.put (“sn”,”1liu”);
attrs.put (“userpassword”,”123456") ;
BasicAttribute objectClassSet = new BasicAtrribute (“objectclass”);
objectClassSet.add (“top”) :

AN

(

objectClassSet.add (“person”);

objectClassSet.add (YorganizationalPerson”) ;
objectClassSet.add (“inetOrgPerson”) ;
attrs.put (objectClassSet) ;
ctx.createSubContext (“cn=liujianzhong, ou=Account”,attrs);

}

IIMER LDAP H R 45 & 46 € 1 Entry, 1SR SONMT75 U0 BRI, 5 0 5%
BENZ R T PTAM T 5L ARG R Z M 70 s R, BB B A
AL

Public void delEntry () {

/ /IR 575 550

String DN = “cn=liujianzhong,ou=Account” ;
getDirContext () .destroySubcontext (DN) ;

// IBRARH7-15 5

String DN = “ou=Account,dc=example,dc=com” ;

}

I R AR 77 R

Public void delDN (String dn,DirContext ctx) {

String root ="dc=example,dc=com";
SearchControls sc = new SearchControls();
String filter = " (objectclass=*)";
sc.setSearchScope (SearchControls.ONELEVEL SCOPE) ;
NamingEnumeration results = ctx.search(dn, filter, sc);
while (results.hasMore ()) {
SearchResult entry = (SearchResult)results.nextElement/();
String name = entry.getNamelInNamespace () ;
int rin = name.length()-root.length()-1;
String rdn = name.substring (0, rin);
delDn (rdn, ctx);
}
ctx.destroySubcontext (dn) ;

}
IMEES LDAP x5 4% Entry )&%

public void modifyEntry(String dn,DirContext ctx) throws NamingException



BasicAttribute attr = new BasicAttribute("sn"):;

attr.add("jianzhong") ;

VAT 4

ModificationItem[] mods = new ModificationItem[1l];

mods [0] = new
ModificationItem(LdapContext.REPLACE ATTRIBUTE,attr);

ctx.modifyAttributes (dn, mods);

/ /e E

BasicAttribute psw = new BasicAttribute (“userPassword”);

Psw.add (“123456") ;

ModificationItem[] add=new ModificationItem[1l];

Add[0] = new ModificationItem(LdapContext.ADD ATTRIBUTE,psw) ;

ctx.modifyAttributes (dn, add);

/ /IR e

BasicAttribute pswl= new BasicAttribute (“userPassword”);

ModificationItem[] rem=new ModificationItem[1l];

Rem[0] = new ModificationItem(LdapContext.ADD ATTRIBUTE,pswl);

ctx.modifyAttributes (dn, rem);
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