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TR HEAE AT AR R (pointers) BB IEBNIFFEE MR E SHMMAHIES N MRE. BHEIE
T RATEMFFAZ SR RN H O B R R A AU SR E S 2E PRIESI SR E A
HERERMN. EHLEEREEVERTPATESR.

6.1 MFER

PKI # PMI B FEAE RS R B E R E R IE BRI ELAERLS. &
PKI S, AHIEH EAA CAWBFESILHAAMED LIKMMLE. € PMI B, B AA BERTF
ZEREHBEGFROMERFEEZANSE. FRERTHFELNEEME. ABIWEFM
EZREITTR T PKI R PMI P RFES LA A.

ARFAITEARFEENE —FE AN HEREE PKILPMI KB RIATEZS BN
.

W EEmMENEEEENMAGE oM EERLAMNZFEEELE. FEANHENA -3
o] B SRR TN R AL ENRIARNTHLE . Hik.

X{Info} = Info,Xs[h,(info}]

..........................................

REEY aFEE
(Xs) l (Xp) ;
E Xs{h{info) ] D _r_._
He %
[ ;
h h
Info
TesEx TakE
Bl BEES

T 1 O FTRA G AT 00 OF DURAE 2 4 R B DM . 180 AR i BB A DU R AR Sy T 049 4 1A A O 25 B (O
& £ E RGBT RR T REEN.

EELKERNERTTELUT FERBIEES .

® S 5 R R BRI R R A 5

o HZHGRGELFHERENOHX B2 HITHE NG RELE.
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AW I ARG A A I — AR R SR . T 7 VL T E R B 85 R (T £ L) R B,
B HEDER MR AR T ERAOFOERHHRYTEORT. HESELNAE
J3R SRR AT AR BB AR BB BT . U AR A LT R -
PR LU S 4 K P e AT R4 A B RUB 5 TR

HEANFERAFER AT ERFEEMHIBE L ANER L,

T E T AT E ASN. 1Rk,

ENCRYPTED {ToBeEnciphered } .. = BIT STRING ¢ CONSTRAINED BY {
AT AL FE I o B FE B BER SR8 G/\ fr i 48 (5 B9 45 30 ——
——1# % — ToBeEnciphered })
+ {7 BB AD{E i 9 i}, ToBeEnciphered 25 B EH WS B H B (E H 1SO/IEC 8825-1:1998 ) ASN. 1 &
G B5 LI B N i 2 B R e AR OR A
Ee, MEMBRERAZHFAVER AFEENENSR. EMEFHEH HRE UEERERS. NELEM
ERFERREERBREZONRE TR AP TREEBRENES.

B3 At AKMHSH EERTNERR 5L T HFOALMEEERRER,

HE4: XTEENEEENEREERANMERZRR SR Z LB ENNHBE T RS0,

3 I 0 9 G A AT A e R R AU BRI M & 4 3 LT LKA T %) ASN. 1 3R Ffif

HASH {ToBeHashed } .:= SEQUENCE {

algorithmldentifier Algorithmldentifier,

hashValue BIT STRING ( CONSTRAINED BY {

IR} ToBeHashed #E A9 DER S13./\ i (i A 1T RPVBRIEEE. )

ENCRYPTED— HASH {ToBeSigned } ::= BIT STRING ( CONSTRAINED BY {
—— AR BT B A E DER S5 a5 /(i fL R —
—— ToBeSigned #y1F - KEEMEL B REALTH— D

SIGNATURE {ToBeSigned } .: = SEQUENCE {
algorithmIdentifier  AlgorithmlIdentifier,
encrypted ENCRYPTED-HASH {ToBeSigned }}

WS NE B LR AT 2 P A0 E R LA R B AL AL R T N A9 P2 R LR LA A ASN. 1
27 45 5 5L U0 — 20 4 B0 /i . SRS IR B8 S 0 B0
ERARRELLHHAF - MBI BB T T ASN. 1l 3R S 3 45 58 5 KB
ik T e ook S0 1 € p it

SIGNED {ToBeSigned } :.= SEQUENCE |

toBeSigned ToBeSigned,
COMPONENTS OF SIGNATURE {ToBeSigned }}

R T8 i X B 5 A0 i SIGNED # SIGNATURE 3 8 4 20, R R el WA AR,
SIGNED ) SIGNATURE %32 {85 A9 ) $E 5] 45 58 0/ 3 1 8 B 1SO/IEC 8825-1:1998 i XM E S HLM
LA B R Y PR R 318

2y HZEKBARY, FEREGKADLOH R

by X TFHREM, ARSI RD,

¢ WR-AEKAPERARAE, NEEA

d)  Set FEIRY LS A HARID G112 T W

10
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e)  Set-of &Y i AR A3 LA /AL 137 20 {8 33 3 U S 1 5

£y R A IR (Boolean) 2RI K {6 A H, W H N F R & N “FF”;

g) R - # (Bit String) HARM KB E —~ AN SR P AR AN MEAAHER 0

h) SRS A B0 AR R R F s R R S R R F R 0

) UTC K 8] B9 4955 57 1% [SO/IEC 8825-1,1998 #5E :

i) Generalized B [) & 4 0% [ B {F 1SO/TEC 8825-1:1998 #3E .

AETTHHN BEFERS IR ERTEEEOMREL. TUERREHFEHRERERABIT R

ERMBEREFENEEHFTSAREEXEHENES. FEFHEB TN,

¢ YHRALMEMBEREENMBEIHFBUBNEITEAN, MAEXEFRNEN.

@ NI EEZEWEIEMITEAN 2L BN TIRL T B M55 kORISR H TR HE T E
%M FHAAMRENREARRKENROETEEFNNLHFEZARDHTEY;

@ LRI IEI BRI S AT, B SRR X R 8 S ERHOGE 98 2 #EAT R I, TR 2 AR YR B A HUR
5% 10 B 5T B B AR

BH RBIEHER

KEE X AYHESERB M RE B 5 2B MBS AT RN R R F .

—MAAES - EERRSERET S M EEINRTFE LN BESE R R B SEWR R
AYHLH . FEAELT AHIEROEL. AF - REVH T - AR EMEST B, REFA
B, MREENMEE T - MO RALFIES, AP S RERNE M REC 2%, X, i3t E
LB RER — N ATEBAIES. A80EXTRBATIROERX, AF— T BN — L/
FIRY . BT RIEA RIS H S04t ] LASE SCHE g™ f& , LU T3 Al T R B s BBt

ENBHEFERAFIERHREEN ABRFERIE B FERIEBE SRR B, Ao wE
XTEBIENTRALR AFRIEIERAF ST B RSB REU AN ERENSE
o,

FRREHAAAE SRR L 2ME .

® PR EA HoR A AR E Z B #R & 5

® RIBEAER EBEMILEY,

o PIEME EEIEMEN.

7 AHMAHIESR

HfE—N PR EE R AP aH, S TEHE B P A0, B — 0 58 IRER
HAHA, B#MBEFSESAEIHE(CA, BERESEA AL HRIER ML AMTEEZLH
EBHAASHENMLANSEEESN ~E. CA AR LHEFELTHAHEERE T EANNRE
UBRAFIEREGHRHEARECHE TARIWER. EHAEAREREMEMEAREGUTRY
ek

© L {u BE 95 HAG FAE F 5 DA ENL 4 B9 23 84 59 B P 38 0 LU & 3R UE H A SR L4 AR I M A 1 80 4

1

® B TEHIAESL , BA F ML REGE 48 SR 15 T A~ 9 K 0 3 3R (UE B B AR AT DA )

B FEHRAFER, AU T B HEEBRPREA, MATREURHREERIELN.

E REEDIT PR - ERERARE L CABRARERE CAHER DIT ZRHEARE.

EHAEN @S R EANELUL 6. DRERHES FAEAEETHRMGATE 4
P R ~— 1T A& R BB0E B M — M kR R AF (unique identifier) . Mk —VERIRAT P 2 B9 98 U1 4%
X BOR AT E W B AL HIAENH (CAYEE L. MR AR i LU i3 #4517 IE 4.

11
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HHMRERIETHIH S WA REMEBHHEMER. Al R HPESMATHIE N
A ME—HERR RN VA FEBIEB BB A% CA MME— AR R UCA MiE MBI # 4 B4 .
RPESEHETANER.
CA<<CA>>=CA {V.,SN,AL,CA,UCA,A,UA,Ap,T*}
KBV RESRRA SN B FFS; AL RREFIEHHEER R UCA 2 CA (7] 25 1 i
— YRR UA PP A BT 8 90— AR AT T R IE B As A B0 . w1 B AL AR, W Z W)
e 1] B RAE 5 A A AR o A 5 RO R — I TR X ], 755 ] XL, CA MR 48 3P B 5 B4
REGR UREBR. EMAXBENELELE. AT 2R. T SERNT 24 P AMAEL,
P AR R 48 DA AR BRI I (8] S it (8] . (ETALE CAp R A TTRES LN ELARBUE S HE
B, FHIRA ASN. 1 po%ys R 7 A R DR RIE

Certificate 1= SIGNED {SEQUENCE { -

version o]l Version DEFAULT v1,

serialNumber CertificateSerialNumber,

signature AlgorithmIdentifier,

issuer Name,

validity Validity,

subject Name,

subjectPublicKeyInfo SubjectPublicKeyinfo,

issnerUniqueldentifier (1] IMPLICIT Uniqueldentifier OPTIONAL,
———RRIFTE R BRI Ky v2 B v3

subjectUniqueldentifier (2] IMPLICIT Uniqueldentifier OPTIONAL,
~—WREFTE SRRy v2 B v3

extensions 3] Extensions OPTIONAL

——HIRIFE SRR v3 1)

Version = INTEGER {v1(0),v2(1),v3(2) }
CertificateSerialNumber = - INTEGER

AlgorithmlIdentifier = SEQUENCE {

Algorithm ALGORITHM, &id ({SupportedAlgorithms }),

parameters ALGORITHM, & Type ( {SupportedAlgorithms } { @algorithm } ) OPTIONAL }
—— F 5 BX REHGE R TR

—— W THRAITH— B, FEFEEEH

——Algorithmldentifier # i #7 parameters §9 % ¥ 295,

——SupportedAlgorithms ALGORITHM 1= {ooo )

Validity = SEQUENCE {
12
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notBefore Time,

notAfter Time }

SubjectPublicKeyInfo 1= SEQUENCE {
algorithm Algorithmldentifier,
subjectPublicKey BIT STRING }

Time ::= CHOICE {
utcTime UTCTime,
generalizedTime . GeneralizedTime }

Extensions ;:= SEQUENCE OF Extension

Extension ::= SEQUENCE {
extnld EXTENSION. &id ({ExtensionSet } ),
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING

— @ F KN &ExtnType #{H 47 DER 445
—fHFHi extnld FFiRiREE B8
ExtensionSet EXTENSION s = fo..}

TEH Time F{E A T BB Z AT, (AN R P, time £ 24 UT &AW ) — 3 4> B Time £7
H % T2 A UTCTime 358U, 95 (750 4F 380 0 (6 0 1% T 71007 26 TR 6 40 i — N DU £ S S ma 8, 4
—— MR R 00 B 40, WEE LA WX AME M B 2000,
—WMRF AR ER 50 B 909, BFELA . WE-MEM £ 1900,
¥ 2 EAHME time H %53 UTCTime &£ 2 Generalized Time 258 i , {8 F} Generalized Time T LB (-8 8 #7004
ERLR . TE R A AR B RARAE T E RO E B A 4 S Y S £ T 45 B T B BT LU A Generalized-
Time. H UTCTime RTR H ¥ 0E A B 2045,
version B HFHE BRI R A S, W0 RIE 3 FFFE extensions HF, A K v3, WRFH issuerUni-
queldentifier 5 subjectUniqueldentifier 21 {4, R A 544 K% v2 2 v3,
WREYT RPHARMWITER, FEHET REABRIC HREEMN, W E ISO/IEC 9594-5. F
7.5. 2. 2 iR I T AR AL I, B XK AR .
serialNumber 2 if CA B —MEHH — BB, 4T CARERWE ~MEHEBA
SerialNumber i {5 £ 25 B Y — % (WAL 1, R A7 & Y8 FFF 515 BE R B — o — L) .
signature U35 CA & & iF 503 B ff 5 A0 B ik #4518 FF AL SR8 (B 4 . MD5 With RSA Enceryp-
tion, SHA-1 With RSA Encryption,id-DSA-with-SHA1 %),
issuer FRIREE & H R AT RAE B9 L ik,
validity J& — -~ 6] X [|] , 76 1% 87 (5] (X (6] B, CA AR IE S IE R RERFR .
subject 5 iR AL HIH B 5 AT RHILE,
subjectPublicKeyInfo Fi & {% 1% a] tAiE 1924 81, IR AR IR A 91 52 B B ¥ B RO B 3% () 40 RSAEncryp-

tion, DHpublicnumber,id-DSA %),
13
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issuerUniqueldentifier IR £ R FHE MM — MITIR AR E.

subjectUniqueldentifier F 3 7E & F 8 it v — b5 18 4%,

T3 HAAEROME - B S SRS ARRIMHAE L CCATHAE--RIAFLBEES. BT, %54 CA

HE PR EIE AT, B CA o — AR IR N T B RE R R RN —3 4,

extensions 5 f1.9F 75 il 5 25 #3 P ST 0 8L R LB ASNL 1 R RHIEBEE A E L, ¥R S
VB IRA RBEMRICH N SRR IR R A i ASN, L RAHBANRLAR. ST BER
7E SEQUENCE ) HEFEH & 0 BEOREN ZOREE BT AN, 55— 48k e HaT
TERAREIR BT BELE . i R XM ARIC O FALSE. ) Z 8% 0L 17 B, Wiin SR e 8 E4710 % TRUE, Y
FERMOT BEEEREBSER T R EEB . — MR IAN M SN B T RS
FHMEAERRERZ LM, Y — Tk BRI TT R H N A — A~ R A WA B
FRCE A A& By B, RO E RN R AR EY BEME B RS
SAREHAT B IE B RRZE G RFT A G H AN B,

MREFRMWTERRET BEF, 55 HY R R IR0 B, %] 1SO/IECI594-5 1
7.5, 2. 2P DR R R BN A X R R K

AR, CA T LAE =R # .

a) B AR RE B 0 R

by B RAEEIERAT R, B ERC R IR,

o EWHEEIERAT B, S ERICE N RBIED.

—NERNTES 0T R R BRI 1T .

8) TAREY BEIMHERREB U2 L) ;

by EEEAEY RS RELAEAREDY BN ENEREREFSEL N IE (L, B

EAL AR B M A .

Foop R H ek AR ic o REMEN . B, — R R BN A S LI B A Ey B, 3
BET REMNE(E LR EREEZ/IEAZIEN, MAGEST REN AR EHSELREZ
iE4 .

Rsurt R RBEAR D M IR R . e, — T REMF T BREME RN TS a0 BB R,
FREST BEOANE(ELTW R RREERZ /LTI, AR B E 4GB G R
FERIEET BEAHMARNE ST EHIER

By R AT AR IC O R AR S B E Y . B, — N EEERM Y B E A A XA GRS L BZY
B, ARETBRAARESES R EEZ /B ZES. MAT L XBERICE 4. 8
BT R AR AR N RE Y BB A RS R AR B (BRIR IR B EM LB R R B e
#), S8 R AR N SRRt e ) 4 i A

Y CAFEAES PRIV B, EREEMNAZY BBAEMELN FTHERINLER. HR
¥ RSB AEHET BT MEEE R e, I CA ity BE S XEEN. FREELH
SO Sl AT A R AL B G R IT () AU B R BRI BERR & T BESRIE IR B AN FHEFEE) . CA ALY
FRig My MU AR LA IE AL BY RN AN ABRFBRBNEREAE. SAELH
BN R A S A PE A B R M L CA BT o R 38 o B o B S A, JU) K i 0 T 1k A Sc B
FRME A CEER. MEIEHMIE BN AR A RI AR RS W CA TR
AL SCR Y R R RFE G

WA AR R LITE ITU-T 3/ E bR P R e My Rl ] fr Hfl 2l 4ok g . dRiRe
FR2 3 X B A R IO A 3 1SO/IECS834-1 B L. iE B WM BEREEBIMBENEFHERTT
X

PAT ot & 26 MR LR E M R

14
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EXTENSION . .= CLASS {
&id OBJECTIDENTIFIERUNIQUE,
& ExtnType }
WITH SYNTAX {
SYNTAX & ExtnType
IDENTIFIED BY &id }

AWREEMAHIEBER, RIRL KL CAES,
PR TARIER RS CA B - FAEMIER MR FEAREMEBAHIEFTWRAE.
CAEHEH CAEZGA M EERRMIER, M A EEAEGHE CA B, EE®ATUEGAHIE
F. CAIEBAEFOLLT R LT AR,
® HARIERE——TEENEGENIARER —1 CA, — 4 CARLIEHAB EMAWIES, #lin.7F
A E S S RES R NEANREHR TR ANE Y.

® HERIFH—XEAEMIERN—FERHEE, i CA SRR RIERH#HITEE , TTH
AHEEERFIANE., Ao CATUEHAEEMIESR, WAL HHAALE XBEMNHA
fFE.

& AR —— T HWERERMTERARA CA, TXNIFLEWRTFXRAHER, CAZHIE

BHEHAM CAGXFULR AT RIURRIAT Bk CA WEEEM, BB 28R K E
AR 4k CA R (i, —Fh A RAE D

BMAPHEZRN A CEESBEN . BEF AN —THEMES. XTSRS A WiE
BUIEMH (CA =R AESINENLA R DIT P — LK, A BB AEAHGER—EKE—), 8]
MERR CAA) IR+ TH A TR ENFEFRE CA, FTLMEM—ME CA AHMEP IR
Bl A AW, ERBAAHNMSRERRKN.

WMRAPARBESHEP BRAH WEAEREBAF BRI CARNAHMRTTYUT ., HTH A BHS
By CARY, B—MEBAEVMHEHFRA X, BUFFEER. SLEHTHAWEBE-RXH—
WRTFHES X PR HMAY CA™AEM, $2K, 2 X 5 54 B AR W E-B, i 204E 1 8 2k A
HAL AN A, B 7 XEES AP REWERN S35 - SAE P .

ATHER-FENAPRESRXRIES -APBLAFE-FRAWES(EFIEBFANF . X —-iF
BARERITEPHRE. IRTHE-—TFHRET - CARNIESH. MAFBHERBRRERY A~
B).

® H—TREH AW CAPEN—MES, I H CABMAEARF L& X1 BEEH CAAKXL);

® FHEIEH R XikXi+-1);

® RIF TR BRIE.

UEBEREEZB LERTRAFEHERIEWA A EHRFEE/MDIT) PR FEHRE“FER
®”. AP AMBAKRBUEEERE A~BHM B-AWHEKFLEEMEZR. BHP-ITREFEREE
B— CARBKEW, MNRNKEHT LS DIT WERKEWZSHEE, wel oM R, X MK
RBAXE CARREHHAFZRAIREFNAERATLAR L —MEHBEE. AT EEF ARG
B HRERX. B CATURE N EREBM—NRFAES. RIS EERNEH L% CA,

—PRPAATUMA—~TERED CA KB - TREMNES, B IEH LEEEZT EIEBAENH
(CAMEF. TH ASN. 1 SIEK B RE R R For ik 3 ik B B4 . ’

Certificates 1= SEQUENCE {
nserCertificate Certificate,
certificationPath Certpath OPTIONAL }

CertificationPath rr = SEQUENCE {
15
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userCertificate Certificate,
theCACertificates SEQUENCE OF CertificatePair OPTIONAL }

FHEhTF5 ASN, I LMW RAERRANANIEREE. A GaSEEEERGEE VLS
Btz

CertPath P = SEQUENCE OF CrossCertificates

CrossCertificates - SET OF Certificate

EIEEBEPEMERNIZEEASE — M, BH L B0 LI CertificationPath B theCACertificates
H 4% B B H B 8 FE CertPath 1 CrossCertificates 3 8 Certificate B ¥ % ¥,

7.1 EEMNWER
—ABEE 2 E R AT E R T CEE G A X e T AR M. R,
TEEELRR REENERAHAGE I MERAMIE.
FHIBEIN AP RERA T8, B AR A — oy 188 B @ e Bk g X s .
—~MHEAFUATERRAERF. BFRPREFARPERERAHCTE HP RS UEES
WEPLH AP~ 0. ERXMFLAER M Z L. Ao, E4REH— 1 PINC AfR
W) EHABERA P AT HE M X RREMARL 2. HEMXMEENEHFIERE
FE Ay B BN .
HEmrPE P S M5
) MFACAREIHNM. XMTENESERNFRHRASSRE S M EMEE, Bk
BERBPA—ERBINEET .,

by EHRMEEZTER. BZTNREU MY REL e FAERARBS AN AR EES
MERSERFEANHERNIAGR UEHEABGEAS., SACRAEA YN YHE L ST B
PRAUESE = J7 LA B B4R B R g B

o) FHHEXE CAER. & OB -FEEERL.

F EBAEYME AR ERNEHEEMI R FEEFRBEYEEZ 2NEE. FHAIRFEN -1
FAMBABNERTN CAEEERKE.
FI A FY #0285 B 2R 490 I R4 6 ) A 0 SR B BE b SRR R (R AR PR
7.2 RPIEHmE
—MARIERABEELPMEFERM AP THMNE . B,
a)  UEBAEHLAG A A — D B A B 5 2200 - A R P Y S b IR AR R AR DG AR
by IEHAGEHLH R (R UEAR & LR [ 598 F i m - A W B R lURE B .
EIEGAEISEEFEEMARFHELLHEREEN AN REE SHPHRE S T,
a) WIS CA ml—AH PR T H A S0 C B Uiy 45 . 3R 0 2 2 1) S E R
by MRRRE 7.1 bR 7.1 O ETEIR M S R T 5 M P R A AR A R 2R
BEERP;

o) WRRAE .17, 1 bR ETIA N EHN A M ik A AT L A A a7 AR R
BEOW L AHURM L er T EG RS CAL FER TSN LIR #E— He i hn iy 278 P LG 7E
AP # CA Z AT m 8.

AHAEBRWAFRENEL  AFTERRA 4R LT REHEAESEARE, ATREBES
BARMIESMENHAER A L. AP 8N RIERN M ENG@ER . ZHHP ARHLEERF
AHBREH,UESFHRZER. B—MAFEE CATUHRAPEEI MER EXHHERLT .
IR AR B BT — 8 A U7 R A RYAR)

7.3 EBFHE

B CAHBE M WIE S IAMESE R A TR IR E R R G- BRy A, B, EHME

i6
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A T RE M S AR . WU RS B WT L LR B R A E 5 9 1E 3 DA UE LA SR SE e . 1l K B AT R AR E
B R AUE AU A2 FoA G BAMEN B . TS A RR LR TSN, K
R A S, R BAHN TR EREAICHSHBENMAER.ET.

® IEHARRB A HE

© IF B[ BA p ok ] A TE A3 2 A UE A TESL M E R s

® i B & i IEFHAE LR BB — I BIAIE N BT TAE.

TE A5 PAGE B 5 3T 33 04 [RY B 06 200 75 B, T LA o —— o 28 L 9 WL ok 58 S B 5 0 e () Ll T
131 45 T P S 3 BROUE FH A ME AL 2 AT 0 IE B AR F R . A& B F1 3 (CRL#L
H AR HEBE Ho A T e WL A EE A . BT (S & O X B 8 BB M I B AR B R B E R W
10 BRI RAES 16 EREANBLESAEIR, REIERER.

I, AEAHEBURBRHIES NEE MRS ZMXEEK, GRS - FMaH.
H T RBLIRA B SR UE BN UE AL R (R B AU IE 1S AT AT 3R AG P L XM AR AV ot AR B A
PR3, #EEM H B EIFBE-—K%E CRL LW BB/, AT ER— 2/ CRLEE—
AW E CRL, f CRL . ##E M H HREURTE thisUpdate P 1 —1H. B8 CABSZITESEH
EThEHB/E. T SIEEE CRL P —KHUAMEAATEARR. & CRL P, #% H ¥R revoca-
tionDate 84 FET @ & A51{H .

F TR AR

® AR RHHIE B AR, S MESE L — MRS A E RO e 4 3, SUE AT

MLEESE, SETLME CARDEFZESFTHHENELENTZERXBERIES.
o HHMIEBEFTSMNEFRPRERE. BTELRBENER, RABUREHITHEBERS,
MAf dy CA K HEHE A (R 8B — W E[E).

EBTUAERAHBEMZaHY. A WEARERAPARHCHME LA AT HIERIAE
HLHIAE » BE AR 8 I FKIENUMIE B 2R %2, 300 LUBEE 5 . F P E 3 8 B IA TR SLME 35 i 3
HHIER LB AR/, MR EE BRI ERMINES . EENENU T L o BB R
BEMEBRAERTEBCHS.

RA I G B IR AL .

a) M FIEHMENMTE AR EIENSE, EAEE XEMASFEFNTFIHOR WL HRR

I S A A0 FL AR SE 5 DGE R B A8 IE AT RAEIE ) ¢ .
by mfEM CRL &7 RARERESER B AL IE R A S My kROt #
HREFEM A

o) IR CRL, IM{EHEIEBARES N  WBEEP ML A CRL,

SWB A UERAEMHLHEERIETAENMARENRAERERZR. D EBRE56— 118
KB EER S REENEEGCENCE. MWRRPE MR REE T EE R — TR E
PRAME. WKE AT E—TEEGI— B3 NERESE R, S0l o F5 4 B A Hf v X 7
REHESFWAmAE,

HERAENMAREEY RERE B RO, B REMNEP BB RMEAPYRET. FEARITHES
TERBME—F. SE.BFATRA—-AFRNIESAEHERRBHR TR, 5% FHE
FRINEE FHFMEF .

WMRBHPEERARP LA EHRIARGFE TR

® if BHBIIE;

® LA IEHL 5 3

& MR E;

& FHIFHHETIE;
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® BB B AR,

CertificateList S SIGNED {SEQUENCE {

version VersionOPTIONAL,
—URFIR] AR 2

signature AlgorithmIdentifier,
issner Name,
thisUpdate Time,
nextUpdate TimeOPTIONAL,
revokedCertificates SEQUENE OF SEQUENCE {
serialNumber CertificateSerialNumber,
revocationDate Time,

crlEntryExtensions Extensions OPTIONAL } OPTIONAL,
cirExtensions [o] Extensions OPTIONAL }}

version B ERIBINMHEARNES . MREREARPHABERENLEBRYT BIHAE, WHES
NE vZ, MRERHFIRPRAEAER A XEOY R, WA AT 0] L EE d ] DURR v,
signature & i FAEHLA R R & B0 7 Z T AT B R IR .

issuer FRIRC BB MR MMM N R LI,

thisUpdate &> H # /8% (6] . 76 B0 B ) R A W ) % .

nextUpdate i1 R BB M RH - B #/6F 0] B 2 R AR PFEIHRMT -MRSEHNE. F
— KBTI RN ER AR . H—- EHENR AR BEER.

revokedCertificates AR IR T B M AOIE H . WTLUGEM HF 75 R BB IEH. wRXD CRL B
BEMIEPHEAAERY, RAUMKE CRL [ Z B2 revokedCertificates Z 8, M AR EHE W
SEQUENCE{ & revokedCertificates,

criExtensions #TR BB, M E S EE— CRLYE.

¥ 1.

2.

& 3.

6.

MEMEHPRBTETR DA, RIERZAFIE SRV S S 82 0TS0 (B . E FAE
FIAEH AR ) PR EEREHENKE.

BRSO B R0 R R AR A B A B AE UL B 88 00 2 4 . T otk R 45 R TR R B T ML AR A BT R 4 O
FHEH R AN R BN PR T & AU SAERUAE.

MHAE CertificateList &1 fi i & M {EMH BHRHE LA KB, Certificatelist MM B AR AS T30, WP
HEEFAAROT R, TSRS EAS TR, NF version B2E , WHEH CRL §) revokedCertificates FF 5
BaEd, fiF M EHEA ICRL REMH CRL, EERSERT R, IFEE 2 FRES M) CRL #1T,
HERER MBEELHETEFREFERBNT ERE CRL 415 A, AR/ H 402 -

: AU FEH IR ARIT ARSI crlEntryExtensions P RCRT BT G BEER K E N TAES

EHCHH FAREAR FHRITAEAFARGEHAEINOTHNEBOBMT A, YSRiTIBFRNE
crlExtensions R CHEY R HEERAENEFCHRH. HERBRR. ANES —HHFR P . HHF
EAERRE. FRECHMEFRERWIES . X H 0L At R 18R PR . EEME
BT A A A T LA AR A ER A LA A SR AT R .

s MR- REEAIRGLE D, LAEHEER CRL RERE M SERNR 8- MERAE—-EHE

HIEF) . B0 & BETE crlExtensions RS XBM, MAH By REAE CRLPRES A E. £ 1%
{543 crlEntryExtensions S M E WY B EHBEAZLES I EH RBWZEEFENIES.

CRLARHEY RRAEA #2038 8 B E X

8 AYHERM CRLF R
Bk BARE A REHE LT RATAWIES. £% 15 TR LT BEIESFEANT -,

18
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AEFHPTEXE CRL B AT CRL M1 CARL, WiE R T4 17 Z 9 E X1 ACRL # AARLs,

REHE LT SR AR

a) WHMEEGEE XEFEFHA CRLYBEEEAXMBANEHNHEMNFERE S FEPE
PFPRIRFF AR R & &5 B 005 2R 00 4H A RO 15 7R 28 FRAE B RE AT AR R A .

by FHERMEMMEERE XSIERHM CRL TV BIFFES & GEHMAFL CRL ML FHNE
MEFEXWNERET. XEFRBROUAMEEXTESEENENBEEGSE  UHFIEHA
FHEIES EER— R Ak,

¢} AUEBREMS X EIEHY R AWE CAIES PR H IR, Hn Y aEE 4R,
H—PTCASRGEA T CARB, UEFIIEABIISRE. Y TE-FEHHAHE
R AIT EORRE ARl B, B YR A AN R e, N 2 PR R T, X B R
ATLARRHH CA FHEFTHR MU 538, s FH A IEER A2 LR ZErT LU BEA0UE B850,

d) HEAM CRL I RB.XE CRL I B AV CRL @ #E R E 38R, #4t— A E 1 et 8 2
s CRL A F IS . MZFH S RIFIEBH A EX X 4 CRL MR H 1Y 57 DA
BlZE%& ¥ CRL, _

e) CRL 44 fifl A-CRL: X EE{EHBM CRLY B AFEREE T CANEBAMEGEREES
SEBFET MM CRLIFARFERAZA CABSEEAIHE 1 CRL, XL E
AXFHRAN CRL 9% LR RTINS CRL AMERA.

FEUEB K CRL LMY B R R 2L B CRL MIE FHIAE L ¥ A5,

FEIEH® CRL . ¢ REIRE @ B8N, MRV RBERTZ I XEN FATEHERE
HAR M H R B EEE RERRITET BAIE S MBS RGER A IZIES A, MR B
FRiR ok e A, WA BB BN ST BR A4 R S BU A E 45 6 FE AR 45 0T DA R i b e of A BB 5 A0
REG. EEHEREPHT BEAME LBEHEZY BETERXHN AT EREXRHN KHEETH
WE BB CRL il F g HCEE. ERELY BLREXBENEEEN T AFIERRITHATE
fERX AR, LA Ef] LR/, MASERTE IR AEYLME L RIEMNRES.

F O ERMARKETURREUEXRBYT BHACERF UEZESHASRTES M. QFEXFTROTR

HUBIESHP AR ARNEY R TURESOEEBRET BOAT B SN R BN RS E
TR #1195 0 P R R BT LH A CA SRR LI

MFAR S E LA LEHY B .CRL Y B CRL B Y &, HALHIEFH .CRL 8 CRL i &, {£4q
— M RBERANFEE—T U EEH.

8.1 W&
8.1.1 iEBEHK

HWAEZRE & =R R A A SR GE B R A EFAENANE B EE (BT . B3 REE R
Xt LT H A MR A XS BE, R R WEZ TN EEMERNA, 7EIEBRB S E L TXEX
FRAF, ERHEBRE—CHGEEACEET) ., Bl MR E 5| B P45 3R Rk B
P EER LRI E E s PR RS EIE BIMEN A E AL B RGBT By, —KIERA
5—AHENRBEEHESRA. GRS E SCRM A ECAR A . SR MR P 00 ST SRR e
. REWIEEHEEREEMERELAY, MER R R AT AT ICR. BEEELESEPI .
ARE AR ETE B REIE R RAE.

W )AL 2308 AR — N fE B R AR A 8 50 SR An UURF ROAE 5 E B R R AR
BREETAEHEXS., BdRGTAMERBIRAFMIER VIHEEREB TAER LS. @i
FHEZEAMXRBRAANIERHEAMEMAR AREEEZRBTACH LS. WRRME
FREBAEmg 4 18, i il o o 7 LR T BRI E .

TSR -HERAEN BRI ER T EMA R ER, ERE-LHEhEERM
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BEFT— AT SR SRR SN AT . R, R A B T R M L DA P AT AR SRR A3 DA E A A Y PRI —
I K R R SR R T IR AE W HR AR ORIESCR — Al BE35 3R WE A5 — Jr 1 A i
TR

— N A DA UE L T R o 45 00 B R A8 0 B A BT AR AR . A, T BARR
WA NEE AP ERIESRER, UREENRUREE. IE5R0E P RE X SR,

W tn 5 B AT HE B S PR A SR (R R AR RS, T LA PR B R B R S iE R B .
8.1.2 TIIAIE

— M EHAGEHL G AT LR A MIE AL R A E S A, XM BN IE-BHRR LS,
A D B AE 5 E AR B TE 45 DA OLH . B8 O AR IE S DA ERLH , JF B, %R 58 SRS A IE AT A LAY B R
— MR EHAEYLAOLE 2), ZERFLRTEESRE T MEBRBT R,

R UE A A EALA | P A E B A BEDLHY FIIE A5 P AT LA B BCRI A L4 4 o 32 SUUE 5 P BTRR IR E
R E S KBRS EAGE B RNV T IR Y AR RS E k. el IE & EEIES
AEALAG AT A AR F5 DA E DU A 2547 BRI 0 S0 55, oy 48 0 S (A 0E 5 o B A LB E 45 3R Mg JE L. K ¥R
R, A IE BIAERL B AT L R M R - HEB .

wrmmm} EXUE WAL

£
Ltk
EH

pURcHigS L3

B2 BXIAE

ERIEFBEANREIESHEAERESE, MIASZIEBRECERBE THN.

Rig R —N A 45 A TEAL 44 4 7T DA R AR IE 45 A E AL & A (0 5 0k, XA T LB R M o
AMEBRENESRRE. A TYHERBEERA FEEERE. ALEEERERRIESAFEE
HHHEASH MERGE TN ERMLEIES. X—FaRiEHRELEIBEYTIEE.

BT LB BN B RS ER A

a)  EBINESLE AR FIEE e B m ik 4 B o 5B A Jek R 5

by EBAFEPAE BRI AR RN TERRARERPHNT —MEBATIHA,

ERE-AFRP EBAEEIERERY R, HERE A THREAEUWHRERSSH. HE,
R, BRERN. B PSR T T E R KBRS B P A IE T A GE AL R e
—¥. .

EEMERF AR B P B A IE B IAEVLE R A initial policy-set FEBERX XAEHHEHE
BRI E any-policy, IR B R FHBRME anypolicy , A R & HAE B RKBEIR IR, HFIRK
any-policy HRBM TR BEMER,

EBA P ERERE initialexplicit-policy ARERERE G TREN LS., XF RAH
AR MR B SRS b B A 52 AR &4 B0IE B IAIEVLER , A KE BRI b B & B, A BHIE 5 8 /2 84 M
% . ERYSERENSE LA R MERH P, B WEE & EITERENE K L FEdE
RXUEHH IR E requireExplicitPolicy 7 L& X HATH & T HER L5
8.1.3 WEERLE

F S0 UE R Y LB R P SR, A8 SUIE A3 4 B X SE AR RN L 55 & A, T X S AR I L5 FE AR
B b SHE RS E TN EA RS AR LS, EEES AN E A3 4
S S i, B AR FERRAE B UGEMU T s B-ME 3 A E VLA (R T R A Aol — IR TR S R i
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e, EXFAERD, PMEIMENME T EZRXEBTET - RS E S, ERBuHT R’
Ha, P S TE A5 A TE AL R E 5 B P R GE, BRBE 7R AEBR 12 H RS M SRR R AR s R 3 b 8 1Y L E B
AP USSR AT A E N AEBITRIR M LS., PMEBLAEN AT LR
FENAE—TRE TS FERXERET , PAUE S A ENLE & 32 XAEH, T T HARR P ME
FAES A& . MRER—IREMEBREIE  EHRIEHSINENE O IRES P AEHR
TAUE ALY B B P 22 ) A A (R B R R P R R ME — AR R ) BB A X B IR RE R AN L % 7 SRR B S
RZzH, BESEIEBRBYT B,

SR B B S AT DOKEE 3 P B B R R B A W B AR R AR M R IF B R P B A A B A SR R
RIRAT.

HEE A B B, WA MFr B AH any policy BLST.

EHAFATRIRE BT B S RIERS, HER SR ERNIE B EEE, BEAFEN A
EBAMEN R E R XM S LA S SR, B initial policy-mapping-inhibit 1% B ¥ B2 H
IWRFP A — R, F5, P ER AT RERRETR BN RE. A THREIES
AP EHwBIBRATENER, B DR LRY B4 it ® inhibitPolicyMapping.

8.1.4 AERBLE

TE 35 P T il o M I

a) BERNEREEM HTHRMEPEDLHT -FRBHAPTE K

b) BEEREBEWHAESRREREE ——IEHREEFHN.

AEBHPHERATHRERENRBENEL T, F—MHEBTEENSE, FN. L MR
BB R EE.

EH—MERT GEBBRRANBRARBREENS, RE K initial-policy-set F18E H— 1,
ZAEE, EAREVA . RFEREN initiakpolicy-set MFH. EF ZFHHRT NERREHHIAD
BRI initiat policy-set THREIEMW . BEF-MFAHENES
policy-set PRAMBIREEBHALIREKERHBEFERARETESIENERNE—TRE KR
—BLEXERBTRERGRMN. BAW initialpolicy-set BB E| any policy B, MRBEELE
(EAREOMEBE THREERYEBRAFATUSIE—1TBEEREE —-MERER.

8.1.5 BEWIEH

—PMEBREHE T LG A RAHAIES, E=MEE.

) —AHEHFEREAHEBEEEATEBHP FaRERB I ME;

by  EEERIES I CRL 84 M8 %60 H 5 (o B [ ED »

o BHHEIHMIES.

ERERMIEBHFANBRMIES  BESPHIIANZAENEEZZMAEM. HTHIARE %
B RHEBHEALCITEESFHAARBIE MR ENIERESF LB, B ZBEN]. 28K
BRAIEBNEFERERPHRBESHA, FEEDRBIESRLAHE. 68 o E XA IS
(BERBEARAIEDEITUPMEREREST SR, EFREBBEY, —MRIFNTHY
BEZNEREEAFSMEREFLELAH, MIERAEN S ER R A X EHFHZLER. K
T UREBBRHREHAEERER ETEEAFMEB AR, LI FHRERA: 5 T 4 basicCo-
nstraints §# JERY pathLenConstraint 11 .5 policy-mapping-inhibit-pending %8 3B skip-certi ficates
B explicit-policy pending FriRfF, BT A MERELE.

8.2 THHNERERTR
8.2.1 EX
THIEREHEHARRFEEX:
a) CAEHMMEFHFTULEAMMNEAREEREERT AL, REF - MEHFERE
21
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BATFRIEESESALUOFAR . IEBERRETLIEERIEMS CA IES I IAES
B %A B0 B B (O X AT LT

by EEVGEBEREARMLSH HM . RAMHEEASFRMIES. fla. Hrsgnnsgs
A, FEG—MEHEEFEES A NEE BB S E R IEF ERMIES, AR
CARERIAMEMWERRTHTHENHE.

o EEREAMBEFH LAY EHBRESKEBLTEL., FEF - EHFREIEE
K AR — £ T ARG EAMRRAHOR RS . B0 R RS L7 % E s AE e
& AL BT IR,

d BAEMLSANBE-BRATANFRENAFMEY. GRS 2TFAN. S LR HNE
R — R EE A MEEE ., IEBARRETUERAANR ., kAL RAE
AR, ERAERER T - MREEERIEEMERHNEEERAN, W REEREYN,
R ER S A B PR AR ERN.

e) HMTFIEBATUMATEIE BRSO, B FEFLEIEFPORERRBEENRE.

B FE—PTHEN G- PMHAZTGAEN AN TFEREA ARG ML T IANEFHH.
CAUBFEEPHMEERRELITBRBZ -5 & CAAN S —MEFREE SR, XK
Z R RIS .

g FRAEFREEXHIEBMNESRFERREWRAPBHEHERS - MRAAFXES
Bk,

8.2.2 2FIEHH CRL ¥ R

EXT T R

a) HLHEEIRRIHA

by FHEHEIRA

o) FHEH

d) FEHEHL

&) HHBE;

0 EmBg.,

BR ML E SRR AR T AR CRL § R LASH X R Brp Rt MiIEH Y REA. BRIES AR
W, e R T CA IE-B MR EES.

8.2.2.1

VLB AR AT

W BB FAEIE B RIRATAIFE CRL ¥ R, WWFEFIRARBIEEIEH 5 CRL F& A ML
. EREBIFA— CAFANAREAR D EEHAERZEMN) ., WFEEXIT.
authorityKeyIdentifier EXTENSION . .= {
SYNTAX AutherityKeyldentifier
IDENTIFIED BY  id-ce-authorityKeyldentifier }

AuthorityKeyIdentifier : : = SEQUENCE {
keyIdentifier L 0] Keyldentifier OPTIONAL,
authorityCertIssuer T'17] GeneralNames OPTIONAL,
authorityCertSerial Number (2] CertificateSerial Number OPTIONAL }
{ WITH COMPONENTS {.,., authorityCertlssuer PRESENT,

autherityCertSerialNumber PRESENT } |

WITH COMPONENTS {.... authorityCertIssuer ABSENT,

authorityCertSerialNumber ABSENT ;)
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Keyldentifier .. = OCTET STRING

I 99 7T LU 5T keyldentifier 5B B 25 ST 4R IR FF R AR IR, 0 87 DU 13 b B S 9 B AR IR (45 i
authorityCertIssur 4> b 85 iF B8 & #F B & authorityCertSerialNumber 5§43t W iE  F 5 5) 45
WL E T LA B A FEHR RS R ARIE R IRRRR, WREAMMIFRER A4 B
CRL MR HERRIEETE -8, WHECTY RAIEHE CRL HHLHME T EHEFATT S,
R T EF RN EE—R, FERIREY ROLHBBLE authorityCertlssuer AT HHE
FEFEERX. (5T CeneralName BRI R 12.3.2. 1)

ﬁﬁﬂﬁﬁ*@ﬁﬁ#ﬁﬁﬁ%?ﬂ%vﬁﬁﬁﬁ(ﬁﬁ%’Eﬁﬁﬁﬂ%)ﬁﬁuﬁ—“ﬁﬁﬁiﬂﬁﬁﬁﬂ .

Y R R X,
8.2.2.2 FHREHHRARTR

HFBEFRTHIMEN A . EREXAE - FhERANARES (WM. YEPREFELEM.
BT B LF

subjectKeyIdentifier EXTENSION . .= {
SYNTAX SubjectKeyldentifier
IDENTIFIED BY id-ce-subjectKeyldentifier }

SubjectKeyldentifier : . = Keyldentifier

MHERFEHR R ERHBF T EARRANS - FHR AR EE—. KT REE
FERp.,
8.2.2.3 BHREVTR

BRI R NEN AT AR, ZFEREXWT

keyUsage EXTENSION ;= {
SYNTAX KeyUsage
IDENTIFIEDBY id-ce-keyUsage }

KeyUsage . : = BITSTRING {

digitalSignature 07,
nonRepudiation (1,
keyEncipherment 2),
dataEncipherment 3,
keyAgreement 4y,
keyCertSign 5,
c¢RLSign 6,
encipherOnly (7,
decipherOnly (8) }
KeyUsage 58It 5 FHIEW T .

a) digitalSignature; BIETH b . DE O IFRHBARZ AR TFESL;
b) nonRepudiation: BIEADER I IR M F WRF S5, SRR 5 B 1F 5 2 SR IE 4 5
FMECAEHED O OFMIEHR CRLER).
¢) keyEucipherment: MEFHFHE KM EZ2FL AMATEAEGH.
d} dataEncipherment, &R EE  HAQHLE O EHREME2EFER.
e) keyAgreement: Fi{E A ES .
) keyCertSign. Bifif B CAEE.,
23
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g) cRLSign.%F CRLE CAE S,
h)  encipherOnly: M & R 58 1% B 1Y keyAgreement L 5¢ — &2 (8 FH U, 23 $H U 1 95 3 (0BT F
FREGUFHEREMHMAEARAL LS -BERAN S URE .,
1) decipherOnly: Y& HC R EM keyAgreement I —RERNE A HEHNA TSR
FREELFSEREENEMAFARE LS -EBHERANS LRSS0,
keyCertSign H T CAEH. WK KeyUsage #i B K keyCertSign MEARRKH T BEL TR —IE
fBz, B4, 00 B CARAHENEE N TRUE, CAEH#EH keyUsag HE XM EHEBER
RO, REEHAERTRESTREEN digitalSignature,
B RA L ECEMNSRIECEY, IR A H LR,
MBRY BARICH B BR, BIFE BN R THEEHAHE R 1" AR,
WREY BRI AIE RN A, ERAREANTHNEASR AR, FTHTERERS
FH/AEPHEERNERFFES. ERA-ITEHAFR. FARBHEHNERTHENHE. BX
O R TE L A R WA X AR RGN, ERHKFEATSEA TR S
ZHMERM AR,
3.2.2.4 ¥ REVHARTE
HFRIEACIEAAHTUAT R EMAR B TEHRERT REREAKEARRZI
M BEREAERNFE, KFREXNT.

extKeyUsage EXTENSION ;= {
SYNTAX SEQUENCE SIZE (1, . MAX) OF KeyPurposeld
IDENTIFIED BY id-ce-extKeyUsage }

KeyPurposeld ;. = OBJECT IDENTIFIER

FHNARTHE B ENEMARE L. HFEE ISO/EC 9834-1 HE ARG IREHHENE
EARRA

MW R LR XN, AR HIE B A E %S .

WRKY BIFRCHERN.RA MR RHATFHERBHZEZ—,

ME Y BiRc RN, B4, EXHETYHNTRARE — AR FTHTEREFH/AE
PBHEENTERTE/EE. ER-MEFRFE, FAREBIESAEI A SEHNHER TIERNY
Rl . (AR08 FAAS R P T LUK BRI 9 ) R, DAMB i B g iy A3

MBEREECBNFHHAFENERNT BREHFE BBA BT FRA M 232, I HE
FWAHTERAFRE-RMAR., UVRBRASHIT B -RWHR. B4, WEBRERTHEM
Al
8.2.2.5 M{AERBY R

WFEEHEERENAFMMI N MBHNERAD. CREATRFEEEY. FBTEX
WF.

privateKeyUsagePeriod EXTENSION .. = {
SYNTAX. PrivateKeyUsagePeriod
IDENTIFIEDBY id-ce-privateKeyUsagePeriod }

PrivateKeyUsagePeriod ; : = SEQUENCE {
notBefore roj GeneralizedTime OPTIONAL,
notAfter 1 GeneralizedTime OPTIONAL }
( WITHCOMPONENTS {... notBefore PRESENT } |
24
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WITHCOMPONENTS {....notAfter PRESENT })
notBefore BAMERMAT R TSRS H Bt ., WIFEEA notBefore B4 A 2 F R4
A X R 4E A M TR T 38 B0 (5 B . notAlter ARG LA TE L NWEB BBMATE. FE
B A notAfter R4 I 4 REHVE XFAHH B AU S RMIEE
YR AR RE.
EL AAEREFASTUSERERERANBRANCRIENAHBEREAR. RUFELFANF . EH/HR
AR A B A A .
B2 ¥FSEMNRITEARERELHIRIEMNZNEARTREMSE . B FHEARR . B2 . FRIEN.HL
HESHHERIEF N NFE. EAHMERPRZE 24 RiEE AR CRL FHERM L.
8.2.2.6 EPWEMIE
WFBFE T AR R CA BT AT BE 4 HEeE , X 2 R IE A FHE 4 LA B X T X 46 iF R g Y 2
EMREFER . IEAREERARIE - RIMERBAERE. ME 12.4.3 PHERNY . EpRER
BHAELABRARMAERETHAR L HEAEHERMEXRER, A FTEASENE L E—%F
BHERTESHEESFLE, —B ARMESRBESHERACNENEHNRRMAA X, £4
MmEEIESF . BROFERTARIESRIESKE., FETH—1 CAHF -1 CA RHMIERH
RO RE FE A TR ERIEHAE BRI SR LUEARM. RFRELNT .
certificatePolicies EXTENSION .= {
SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }

CertificatePoliciesSyntax ;; = SEQUENCE SIZE (1., MAX) OF PolicyInformation
PolicyInformation ;. = SEQUENCE /{

policyIdentifier CertPolicyld,

policyQualifiers SEQUENCE SIZE (1,, MAX) OF

PolicyQualifierlafoOPTIONAL }
CertPolicyld ;. = OBJECT IDENTIFIER

PolicyQualifierInfo . : = SEQUENCE |

policyQualifierld CERT-POLICY-QUALIFIER, &id
({SupportiedPolicyQualifiers } ),
qualifier CERT-POLICY-QUALIFIER, & Qualifier
({SupportedPolicyQualifiers } { @ policyQualifierld })
OPTIONAL }
SuppertedPolicyQualifiers CERT-POLICY-QUALIFIER ;.= {,.. }

PolicyInformation 28 % W IAR R (£ — ME B ReF R ERK1EE . M4 Policyldentifier 2 & iE
AR B PRIRRR, A PolicyQualifiers ® %X — LR A RS FR E FFA01E.

W RAT AR R B e SR LR, il B A B,

MR BIRIC AR ERNEBN BHTRAR FRFEHHEHMNEDRER 2 — a5
W, RE SR LR R ABRIE T ) R G R A0 o A B B e O

IR MY BT IC VAR B, MY B EARSEIERNERARTHANGKRE. R, EHHP
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FTERTE R BRI E AR (L 10 &), AT LI W Bs R BRI S, i B
.

TEF5 e ms FE B RS IR E R LR A T ENEMALE L. W CCITT Rec. x. 660\1SO/
IEC 9834-1 43 Bt F SR A7 AIE 45 SR B A B SR i PR 2R WM B AR IRAF, — CA BT LUE /] anyPoli-
cy PR iR AF S BRAE T S mg AR A AT RE M RS 5T — IKiEH . BAR B RENARTLRRE . HE
Bt A AT UGE, BT LU SR IR A AT T TR, 820, T R
FATHEMES R, KRR E GEB R L AR,

anyPolicy OBJECT IDENTIFIER ..= (2523320}

PRIAFF anyPolicy ¥ F 11 0] 5K R 1 HE G BRSE 34,

T ASN. 1 XF % 26 AT 8 SCUE 5 35 B PR B 1) 26 Y

CERT-POLICY-QUALIFIER ; ;= CLASS {

&id OBJECT IDENTIFIER UNIQUE,
& Qualifier OPTIONAL }

WITH SYNTAX {

POLICY-QUALIFIER-ID &id
[QUALIFIER-TYPE  &Qualifier] }

BRI E AR FE LR

— B[ B A5 S E AT, A

——HBAREFNIFRFRERT URA LMEET S HAEBRET B P URNREEXH GE€F
A B X,

W ALK MRER S R A ASN. ] B8 BR B MR A B R ASN. 1 AR ES T Bl B A (% TR
¥ E H A OCTET STRING, Hilt.ASN. | OCTET STRING {A f 6 % 5 8w 70 % 7 L 4T 2 4
BIEM BT RRTE.

8.2.2.7 WEEMHEY R
HFEN AT CAESR, (EAFIEHMEAE AEEX —EBHIMERBRMA MR LD

C RBZ—THIAAS AT EE CA REARBIE BRSSO FERE XN

policyMappings EXTENSION ;= {
SYNTAX PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings }

PolicyMappingsSyntax :; = SEQUENCE SIZE (1,. MAX) OF SEQUENCE {
issperDomainPolicy CertPolicyld,
subjectDomainPelicy CertPolicyld }
issuerDomainPolicy 7 F8 8 FEM K 19 CA B4 5898 A T [ iE 1 %R " 3 H 7] # 1A 4 5 subjectDo-
mainPolicy B 4rt f 48 B 978 F 4k CA BLAB G A vT SE B R F 140,
FORE A 2RI BiE0R B KR #Y{H anyPolicy .
ERRFETLERY RESIXEREXE, ntEFEIXE SN MEBHP R ARIER
MR RAH) CAWMME. '
L EREHN - FUNT . REENTE -T2 ANERHENER MEXBFTE - RZhEEH
BHEE. SRR TH ISR REEE L FIRERZFTA M E Rk R, ER T E
TR AWM 2 A, AT A S R L 5.
E2 HEEHEREEL T XA SHEREENEREA UM IAYANESIMNETCAR, — RS . B8

M EREER N AR ET HEREALER, ELRATH XA MEXMBTAFRE- T
26
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AHBE A THREALTHE R BFH.
E3 BB RE L RERTBORE AR AR R R®E,
8.3 FUMPWEEBBTR
8.3.1 EXR
FTHERGIEH EARAESHZERERRX.
a) AR AR R A 8, X 40 R R A %70 2 FRIE U, 45 Internet B THE % 3R, Inter-
net 3, X. 400 R H/HEE AL f1 EDI — M E ., Bl LAESERMAREAR
T AHSIER EAFEBM AL E X CRL FiRE LR ARk,
by EHHAPAEREESBANEAS X EERAFEERANREE, 6 E £ 0052 UM A
H. G, ARG WEEE EA R PR A RRIRENER. XM EETY
s RA g E R, B XERERARTHINE FORNL RIS, B, AiEissdalH#
Az FHERBENHINEREEMTELSFE.
8.3.2 iEBMCRLYEFE
E XTI R B
a)  ERT AR
by AR E TR AR
¢} EHEBFEBE.
REEF B (GRS AE AT FHRAHRIMDO N RAEIEHY R MRS /&R 4 FETHE CRL I E.
FERIEBY R, EMTFET CAFEHSUREHRIESZP.
8.3.2.1 XHWEBRBRHT R
WFBAET—IHENTHERAFEROEREHERRANE D, UEEET CA 5INERAH
B B SEHRE . P BRE LANF -
subjectAltName EXTENSION : .= {
SYNTAX GeneralNames
IDENTIFIEDBY id-ce-subjectAltName }

GeneralNames ; : = SEQUENCE SIZE (1..MAX) OF GenecralName
GeneralName : . = CHOICE {
otherName Lo] INSTANCE OF OTHER-NAME,
rfc822ZName [1] 1A5String,
dNSName [2] TAbString,
x400Address [3] ORAddress,
directoryName (4] Name,
ediPartyName [5] ED1PartyName,
uniformResourceldentifier (6] IA5String,
iPAddress (7] OCTET STRING,
registered1D [8] OBJECT IDENTIFIER )

OTHER-NAME ;.= TYPE-IDENTIFIER

EDIPartyName :: = SEQUENCE {
nameAssigner roj DirectoryString {ub-name } OPTIONAL,

)
-1
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partyName 1] DirectoryString {ub-name }}
GeneralName 22 ] % # 8 B T 51 & F B A9 B 7K .
otherName %8 OTHER-NAME {5 8 % {26 2] 30 ] % X B9 4T — S IB 269 2
rfc822Namme 2 ¥ Internet RFC822 5 X I Internet BT B4 Mok ;
——dNSName £# B RFC 1035 £ X Internet 14 ;
— x400Address #2&#% 8& ISO/IEC 10021-4 5 X & O/R #uht;
directoryName 2% ISO/IEC 95942 sF X W B FE;
ediPartyName J&38 {7 89 88 F S0 22 80007 2 6] 7 € 89 JF X 48 #% s name Assigner B 43 #7185
AL partyName H M — & FR{H A HLH) 5
——uniformResourceldentifier B#H Internet RFC1630 ﬁ-_’)‘{.ﬁﬁﬁ!ﬂ: WWW § UniformR*esour-
celdentifier;
——iPAddress 2 # 8 Tnternet RFC791 F X689 H —## B =77 89 Internet Protocol #3ii;
registeredID £ M ISO/IEC 9834-1 4 Bt B9 4T Aa] A7 B0 & 1R AR R AT .
%t GenersalName BB HERIME T FHRER NE N EHRBICAS, LUERIER & AT AR
BE 1] UE 5 40 A2 & FUE 3508 F & X = U AR iR — 4 4R
T BTURXEMMIEXEN BIEBHAEESE., FERIBEYBOTRELHEFTTLER
B, mBREY BIFICHEENBRA.ZLNERNMGEFENERELZ—, &0, 5 RIES
R BRARTRIIR S LS, RVFE B R R AR R A AR i SN 8 R R 2 R E A A &
R, MEVEBHNIEFREEXE . WHiEFEGEREF. G RTBRRICHIEXERY.
# 1. TYPE-IDENTIFIER 25| g5 {f F7E 1SO/1EC 8824-2 f9ftf ¢ A FIM 7 C ik,
2 MRAEMY BIARIT A RBEN, IE TR subject FEA DD & 25 H 87 (B0, S RE AT B B — RFU0™),
AHBET,. B4 RBHALY B arR— S R HERIA.
8.3.2.2 MEETVBBRERTER
HEBREE - PMRENTHELEHRFEHEHEHRERME ) UEIES S CRL M EFR.

I BE LT

issuerAlfNameEXTENSION ;= {

SYNTAX GeneralNames
IDENTIFIED BY id-ce-issuerAltName }

R LR AR IR B, BiE R CRL A H s, AERIHET RO EHELET
BARKRER. MELT BIFCHREN . BAZPNBRMNNLRFANBERERZ— BN, AN
WAE B TR . BRAATHRS LS, AV EBERAREABREAREASNNER X/FWAHFEA KT
fif 8k, &, FER CRLAMAEEFZBRES T Ll g ML B 280, 55k FERIC
IR .

B WRFERY B, FIRICNREY AR HR CRL 8 issver F O] LG & 254 Bk (5 4, 48 15 7T 8 51 &5 FR i — B2

FI“0™)  ZE AR T AR R AR R R P A & FREL - & 8 FREAR IR,
8.3.2.3 XxBFREMIR
WFERERFRESRIEBEERSFENTMERBEHE. KFBEEXNOT.

subjectDirectoryAttributes EXTENSION ;.= {
SYNTAX AttributesSyntax

IDENTIFIED BY id~ce-subjectDirectoryAtiributes }

AttributesSyntax ; ;= SEQUENCE SIZE (1., MAX) OF Attribute
Y RARIERRG.

28
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MREY BREET—MAFHES U E 15 EHRENE -8 R,
8.4 ANIMBRHY R

8.4.1 Ek

STAE B R Ab 3

Q) HMEEERES CAEBMEI, LB LRTATER TS G CER CA. CAEFTHER
A ABER R CA =4 MESENKE L . BH RE2—MEB . REBMES.

b) CA ZEEEBAT LR . ZERHAFESH S EIREUESATRSEN SRS AH EEK
REEANEBRBRHETARZFEN CATREFTTEENMNGEE. B, X CANRAFIE
EHRABHAYIN CAMNEBREH - S THOMTFTXERHABTELRIERAFAAS
BE.

o IFBEAEFTEEAANN.GESHRREI. £I1FREE KGR BRITIME
BEL B BERLES.

d) FELRFBRESAMN LR ZEAER T LA BB R BER .

o) EXFREHAZGENSBEBERHRESEEFENBR T, SR NEREAALIR R TR,
(FERLZFELNEBER - ZELRMBELH - HTINEREAR, AR X HE LB %
REWA.)

D AFBRATEAATHESIEREBRHTEPERE. CATERERECFEH BRI L
CA,UBRAFMFMAE. TEXRATERBEEMTEE.

g EREFLHEEFEFRZ2HBRENE. EXRSESE 00 EEWTER, MR SHE
ME—R MR RGHEMREREN, TRAANCEBRTE -1 Z2FEMN CANERAR
e IR ERMNERBEAHMP RENABEZ2BABHRTEN.

h MAFEEHIERPMEHERGEGEEN. M. X ENEREREWERAT L4848
B — S X B R T B A T I B UE B A E AR B R

D FE ISO/IEC 9594-8 IR A ME, IL BT RFEFES AR ANEREHXARSEGHE
Wz,

P CA FEREMEES | {F FH RS DR A B SR AR AE RS 22 o S5 Sk iF 45 9 77 7 B 3 B SR AR R 4T

W EAEMIEBERRR Y AERBRNEBERSENRTFRN. ZARGHEEX T THTERBTHERIE
PR L0 B4, 40 4R TR I U O A G B AR A T 0 A B - B OR R R AL EE (L SR M T IR 4
M. FERDIN SEERRER. Hn
— AT RAKBRESHBRAH TERESENHNSERAMLHE, E 2,

W RERTEFEES, BRI BT SEN.
B ANE B R I SR E A TRE A EBERAE B4R EER LR,
k) CA F AR M Ik 76 1A TE RS2 o A4S TR AT — A EUR B BA N S RS
8.4.2 IR RER

SEXTHT RFE.

a) HEEIHE .

by HHLHHE .

c) %%fgﬁ'

d) HFEFHER .

R RFENERFERY R, AR ARERA N RAT CAMES: EAREETRT
SRR, ERR Lhgy B sy RAE R BB

8.4.2.1

AR R

FELMERAHARERIESE AN, L TFERIEFH EREE T LLE CAER. WMRR . TR E

24
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INEBERERE . HFEREXWT:
basicConstraints EXTENSION ;.= {
SYNTAX BasicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints }

BasicConstraintsSyntax : : = SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL }
cAFEGREAHIESESAARRRIERSS.
pathLenConslraint FERMVE CA BARM . EHHMIEBZRINERET&EEZH CAES
¥H . OfERMHYIF AT LA m 4805 S ASi R iE 43, i A oT A& TR CAEH. WRAAERE
HAE ] ik 5 o R HH B pathLenConstraint 7 B, W) % A UE BE £ 89 AR iF R EE B A R .
Y R I 00 R G R B aE B AT I, SR AU M TS T AR T M M0 I, R BB
CA #y3E W] LASK & Ut 15 , 18] B iif 58 F R A2 E AR HRT W B BT i X R iE 5 .
MRMY RBAE IFIRICALITN 4
R CA FEMEE FE(FALSE) , BAKL YN ARAXRRBIEIERE S IR CAFENERN
H(TRUE)YJf H pathLen Constraint {77, 884 , iF 15 {3 F§ 5 4t i R 75 4 40 28 A9 A LE B 42 B 5 5 path-
LenConstraint B8 — 2 .
Bl MERFBRAFESFOCATEINMFERWERFEAZENT RIEBHARHMNKRAER FHER
SRR ES. '
2 RRE - EBEERRE P REEAL.RAE CAFAETLEY BP RE&— 12 SEQUENCE HWT &
FE.
8.4.2.2 ZWIREI R
WFENEBT CAIER ERR T EREH AEERN R EIES TR NE £SO MV T
Hasle]. pFBEXWT -

nameConstraints EXTENSION ;.= {

SYNTAX NameConstraintsSyntax

IDENTIFIED BY id-ce-nameConstraints }
NameConstraintsSyntax . : = SEQUENCE {

permittedSubtrees [0] GeneralSubtrees OPTIONAL,

excludedSubtrees [1] GeneralSubtrees OPTIONAL }
GeneralSubtrees : . = SEQUENCE SIZE (1.. MAX) OF GeneralSubtree
GeneralSubtree ; ; = SEQUENCE ¢

base GeneralName,

minimum (0] BaseDistance DEFAULT 0,

maximum 1] BaseDistance OPTIONAL )}
BaseDistance ;: ;. = INTEGER {0..MAX)

B TEAE permittedSubtrees #l excludedSubtrees Z B, M {1& - M#ME — TR 08 TH,
HIHEFHORGEFSULATETRANEETSAHREEL. FRERE—1HLELRM/RT

30
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FHIREMIEK B, R permittedSubtrees fE7E, B E (& CA MIERBEF TR CA A NHAHIEHRP, R
I T P R 5 permittedSubtrees FERME FIRZFME FIE B A BT HZHN. W0R exclud-
edSubtrees f£75, l £ & CA siMERRZE S48 CA % 8 B4, B excludedSubtrees L 5E F
1R AR F A EATIE B EAR AT EZ A, M8 PermittedSutrees 1 excluded Subtrees # £ 3F H & #
75 [B] B & , W41 3% R F HEFR 75 B (exclusion statement),

il GeneralName FBRE XMW A BN FEBLEARTFELNTRBEHN S HERA Tk
FB,Directory Name ZHEXNHELEFHER  FTHX LM ARAGRMFRXN T DIT T#, R
APATERAEMHINFTETEAGEHER. WRILY BiIRich0®m, i BiEBERPAERNA
T base FE A A&, bl BB B R R B A D ETY BRI RAAFEMIES. WRET RiRIC AT E
mHEERERDARERGET base FERMME BRIP4, T AFERNE FHHME, MIEHEEKR
B —ZHIER 2 & FA] (7 directoryName BHBEAFA T . AHTES EEFEPRHAF. WRE
O A EEZHREANWBRBH —BETN RN RFTAXEER.

o 235 E A 2R B A — B R E B R R FRe, B R o bR R AT R T b T DA AR EE.

Minimum ZE#ME T FRHARX—~RBENLHR. BENGEERAERENENZ LHFELR
FEFHELEKEA. %FF°0" (BRI K minimum FXF R T M EAR (base) , B, FRIA T 53, Hln, w0
£ minimum BXH“1” 4. S TR AR T AMRRE TR S,

Maximum FEMET FRHAX KRN THR. BENGTE2ERNERENEINZTHEEHRA
BEEREIEAN. BXREO M FIHER (base) , B, FRK T, AEE maximum B HERFAMETF
F{EME B TR AR R E. P, 0R maximum BH“1", B4 . FETHALTBRTHETAR
HEBETHAIMHAEN A,

L R RIE B R B S LR Al T . SRV UOHE TARiC %30, 25 W . ik 33 F P S BE R
BAEBRTHERIEBREAT CABRNTBEN FE .

MR BT F AR ST KA IEFAF REMER ML AMERZ ST RYHE
B2EHE .
8.4.2.3 WEEMEIT R

W B AL AT LB SR B X 0 GF 45 3 MR AR AR s BE O F X DA IE B R B O S e B AT A IR A . B
EXT .

policyConstraints EXTENSION . ;= {

SYNTAX PolicyConstraintsSyntax

IDENTIFIED BY id-ce-policyConstraints )
PolicyConstraintsSyntax : : = SEQUENCE {

requireExplicitPolicy [0] SkipCerts OPTIONAL,

inhibitPelicyMapping (1] SkipCerts OPTIONAL }
SkipCerts . : = INTEGER (0. . MAX)

4L requireExplicitPolicy FBAFLE, JF LIEHB 2G0T - BfE CASRNIES, THALK
BHMERE L EAERY BRSAE EHRBIRAN . SENRRG ARG R IR R
HE LR RRAR R, SR A R Y S RSN RN, BER CA BRI Y BRELNIE
FIMEYLH (IR requireExplicitpolicy #125°0™) B INE M AR )5 SEIE B INIENLHY CACHRIF0"H
RHYD .

2% inhibitploicyMapping FBRFTE, ERVIENIERE S W E N CA FHEIIERZER
RIERIBTAIES P ARV RB S, #ERN CA REF T BE L AIE B I (AR inhibitPoli-
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cyMapping ({8 “0") 3 B IAER B G S IE B MEYL N CA(HIE“O"HEE R

SkipCerts 285 §9 {8 % 7~ 78 3= — PR B0 38 302 §i B AE DA E B 42+ 75 2 Bk 5 W 45 A - 4

W BHIERHREEFERSETNE R EM, WPIBNEHRIC 0%, | NIEH AP TiEA
BB I B8 b AR B IE H A EHL S CA BUE B,
8.4.2.4 RHEFARMT R

BY RIGET — T RE S TR, T AEE CA FFRHIAEBZ P BT I B 8 IEH
g, B ARBALHE. BEWN CAELZRBEFXM BRIIE-HBM EMAE CACIAE inhitanyPolicy {H
X0V EARAERER(HIRE o EHEE) P EBIESAENS CA,

inhibitAnyPolicy EXTENSION .= {

SYNTAX SkipCerts

IDENTIFIED BY id-ce-inhibitAnyPolicy }

W R BiE BH AR S ETUE RIS, BRI T, & N IE S P T AR A BB IE
MR B AESLHE CA g R AR,
8.5 BFXCRLYE
8.5.1 ER

FTHERS CRL HX%:

a) WEPHAFAERBEREH CRLAMAZ R CRL 447 S5 & M ETH CRLUR 8. 6) 32 A8 48 £ I+
il E%p CRL, FEER CRLEAMKFS.

b) —4& CRL Fi F u] BEAR 4 51 4 4 1 TR EX R ) o 25 S8 %0 o MBS R AT S IR M Rz . TR itk CRIL 30
EREHAMMEENER.

o) M CAEMBENPLHEREEENER MEEARMMEEAREWIES. XMEENTE
T R AL 4

—HBHNERRFEMNURREERTHRNGEEA R A6 A E R F R BB FLL,

—RCFHTHE PO F T2 2 P A A R — A SRR iR

d)  XFEARE AR, CRL 4 CA S ZaE B H 8. 515 2 B 2 A 5 1 /0 2 48 0 B
FREZLp M- SERUEMEFAP 2EFEMEN. B EPAE UM EESRY,
FANEIERERBEM LN REELOFHE AN BB RERER . AW UEEES
AUEMNREZA LR CHFEHBEME  SE2H EHAITROTHFARETEEREEN. ¥
T U Eh g P SRR 6] 8, CRL I 8] LIS mE MR S A B it 95 B .

e) EPHWHEMENZEEN CRLASHEMNMNER QEENEEEMIE-BEE, B 8Em
WM » — - CRL P71 $E — 77 TR CRL i,

D WHEFENSBCE CRL o8, R EAF 4 HIB0ER 8 FIEB B A BI#H %0 CRL ## L
BEWMEN.

g EFH-—-THEMNET CRL Y DeltaCRL ATREREHM. EHRMEHEFEN—THEHN
CRL 3 i 5E — 4 DeltaCRL E & AT EMERE, AR EZA F— 4 DeltaCRL A9 5 1
B 9]

8.5.2 CRL# CRL ¥ BFH

EX T R,

a) CRL jFEE;

b) BHEE

c) REHSHE;

& EHEH .

e} CRL #EH;
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b RENH;
g) CRL JHRIRAT
kY MiF#
iy HEEFE.
CRL ¥, CRL [, REN B, CRL WARIRFF P R delta f5 EUH T CRL ¥ B3, Ky
BAUAE CRL £y BRI
8.5.2.1 CRLE¥RE
M CRLY RFER LEm CRLEZEENL A2 CA BRBHER CRL 44 5 &E# CRL
RSB EMIET S, £F8 CRLAFERNSEELHEY CRL ZHIAN —%& CRL &
AV EFEMGE, KFBEXMT:
cRLNumber EXTENSION ;.= {
SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }
CRLNumber :: = INTEGER (0..MAX)
AT REEXEMN.
8.5.2.2 FEKRBIRE
it CRL Wy R B AR RIE B ro B . 7 s 4R 4% A< b 38 B e 22 S BT 3 45 00 480 494 40 /T S R A9 i
FRfE R R AR, B LT

reasonCode EXTENSION ;.= {
SYNTAX CRLReason
IDENTIFIED BY id-ce-reasonCode }

CRLReason ;:; = ENUMERATED {

unspecified o,
keyCompromise D,
cACompromise (2,
affiliationChanged (3>,
superseded (4),
cessationOfQOperation (5,
certificateHold (62,
removeFromCRL 8),
privilegeWithdrawn 9,
aACompromise 10) }

T E R HE AR S AR R R

a)  keyCompromise Fi FHUHMEHIES; ERVIES P T 4w B AR M7 B AR ETED
288

b) cACompromise JHF## CAEH; ERBVIEH P ERGEHM T BRASBINED 28l #;

¢} affiliationChanged RBAEEFH N EEKZHF R EMBELCSHBHR HERAMEARES;

d)  superseded HE/RNIEHE# EH L, HEMHER T &

e) cessationOFOperation A FEMIEB P HIEBACHHEEZMNAETN EEEXRHNH®
KR4

[y privilegeWithdraw & TIEH (A aE BEEIE DO BHE, FEEBENER B —MENT
PR .
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g) aACompromise R THEBHIES PEHEIER) AA FHEHMAMFE . S8 T RAA AW R E#
P EE .

wWLLE SR A EA certificateHold JEELIB T A CRL F51E B 8 hold #. certificate hold
BHAUAFBEENRBESNEUMEBH P EEMNMER(RS8.5.2.3), —BEERER, A
FAFP=fErs—kitHE.

a) ERAH—-LESHE,EVHFFE CRLERHAHEAEFTHMLA, K,

b) B HE—ERE RO TR ERER D R E N RRE i ERAZ - A

Ri B MIE B EERER WA, FEAR I RENES BT RFE &

¢) ER R BRI BN CRL BUH I .

RemoveFromCRL EE B A-CRLUL 8. ) AN fEA,. kXMW H FIEB MR ERB KA W
IR, fE7E R CRL WM R . W8 X E RS MW % B a-CRL H, 4 F B R A & A CRL
W H LG R A (delta i EF B NEEYCRL 5 H R E L certificateHold 7 7] — i 45 #) 35 .

XA R R AT,
8.5.2.3 REHSKBYE

B CRLUY REBREMACTCRICHAB SRR, LR EBSAAME RN ERRMNE. ©
HERFHRA certificateHold [RHAAE AT, 7B g LT

holdInstructionCode EXTENSION .. = {

SYNTAX HoldInstruction
IDENTIFIED BY id-ce-instructionCode }
HeoldInstruction ; ; = OBJECT IDENTIFIER

WY RERER., £ B RFESRESRHERRE RS RE,

: REECHNATFIRE S CARAR S "EFKBAFA SR,
8.5.2.4 XWAMYR

Ut CRL I & B35 B © Mk I 5E 7L 59 8 0t S Y | 0, 847 35 U o 2 TIE 33 W 90 D e H
B WWHBALSET CRL TR A5 M B IR CA LB EREMHH. BFREXNT:

invalidityDate EXTENSION .= {
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce~invalidityDate }
XA REIECEW,

Wl PR ESL R T RS RN M FARAESEM A MR A, FaX) BT RERANEE E RN
A EE RYNREENTEA OB AN SR TR R AR TE L 5 00 5 — 1 B 7 2 4
s,
I 2. MUFHAENL M E CRL S8 — WEEH — T MR R AR W A MTHRE TR CRLOEA M. #en
B 2t R CRL B9 & 7 A B
8.5.2.5 CRLEEHER
CRL #i fEl#f CRL TR CRL Y Bk EN. N THIE—4 CRL 3R X HFHEMEAY BN A
MR G, MBEFEALE Y B, LFRIR N EEE.
HAFEF CRLEMBEFHSHNY B
a)  PRELER - B AU BYIE A 5 B AY 8 — CRL;
b) R EHEE A BRAUH AT BV IE B A B 15 B A A4 CRL;
o) BFFLLATAA W # e 5 88 A-CRL;
d) FEN ACRLLUEEBERHGELE. REFEEH rd 2 —BRIAL I BRIAHGHE I E
# CRL,
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csrlcope EXTENSION ;.= {
SYNTAX CRLcopeSyntax
IDENTIFIED BY id-ce-cRLcope }
cRLcopeSynta . ;= SEQUENCE SIZE (1,,MAX) OF PerAuthorityScope
PerAuthorityScope :: = SEQUENCE {
authorityName [o] GeneralNameOPTIONAL,
distributionPoint [1] DistributionPointNameOPTIONAL,
onlyContains [2] OnlyCertificateTypesOPTIONAL ,
onlySomeReasons [4] ReasonFlagsOPTIONAL,
serialNumberRange [5] NumberRangeOPTIONAL,
subjectKeyIldRange (6] NumberRangeOPTIONAL,
nameSubtrees 7] GeneralNamesOPTIONAL,
baseRevocationInfo [9] BaseRevocationInfoOPTIONAL
}
OnlyCertificateTypes :: = BIT STRING {
user (0,
authority 1),
attribute (2)}
NumberRange ;:;: = SEQUENCE {

startingNumber [0] INTEGER OPTIONAL,
endingNumber [ 1] INTEGER OPTIONAL,

modulus INTEGER OPTIONAL }
BaseRevocationInfo : ; = SEQUENCE {

cRLtreamldentifier [0 CRLtreamldentifier OPTIONAL.
cRLNumber [1] CRLNumber,
baseThisUpdate 2] GeneralizedTime }

A CRL B#EMAZMEHAMENWARRBRTESHHENREFRLM CRL.Y BHaEEELT
PerAuthorityScope 25t . X F& MEBNENMERMHES @& -1 RE 5. A& H#% CRL
BYIE F5 A E VLM #1551 PerAuthorityScope 18 — 73 )8 41 % authorityName 2 4§ .

WHE CRL B—4 ACRL, E##l £ —EH A ENHBMAF AR TESR CRL (ERBHERERF
BT BAF 35 £ 1 PerAuthotityScope 2544, Xt F AR L4 i A-CRL 42 L 318 B B4 CRL, §— A8
# — PerAuthorityScope 45 ¥5. /A F PerAuthorityScope %5 #) 1) £ ST, @0 2 7 7 ) i& , authori-
tyName 20 {4 i) (6055 F0 57 4 S 48] A (E AR TR] .

i CRI B—A-[E4#M A-CRL,E A ENMEER CRL #{IEHEHHEAREFR . Z1TMEFCRLAZE
FE B IATEDLH AR AT » 3 2 4 £2.45 & PerAuthotityScope 454, % TARSEdy A-CRL 2 EH B B M EA
CRL, B—#8FH £ 1 PerAuthorityScope 254, R RKH, RFF M A A-CRL ) PerAu-
thorityScope f % — 1~ 3L 4% 235 authorityName £,

S R B A 5 — PerAuthorityScope S, ZIBUR L IT . M EE B, FEH % CRL 1
A-CRLISTEF - 88—~ PerAuthorityScope S 14 1 55 X 42 i) A ] 4 & F1 A [ {E .

W0 AF7E AuthorityName 35, W # 2 T & R X R HHE EEMWIE BRIEBAENH. R av-
thorityName 2515 , = BiiA % CRL R i E &R,
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IR FZLE DistributionPoint 3 , H [ ik [ issuingDistributionPoint 3" 2 ff B i A 1) — B¢ .

I EFETE OnlyContains 3, B T CRL 5B RES SR LK AHIEH LR, nfEE =,
N CRLEERBEIEFRAUNGFA.

TR 7 OnlySomeReasons 3 , H JH#E [/ issuingDistributionPoint 3 8 1 Fr il o9 —F& .

IR FF SerialNumberRange STLE, HFABHT. Y—THREEHAN  EEARGCFETHRE
EAZHET FPI S M A ENREERD . Bl R E - TGRS ED TS WL BFS F A &4, 1
#WIARTE CRL f R -

a) KFaE%F startingNumber, /b F endingNumber, [5j 8+ 4 B 5t %,

b) 4 endingNumber A H B A9 0 4% , K T 2% % T startingNumber; 8{ % ,

c) ¥ startingNumber A H 3 8 8F %, /b F endingNumber,

SubjectkeyidRange 75 % , 40 R I 91, #% % [6] serialNumberRange, [ 35 it B 59 30 {6 52 3iF 35 subjectKey-
identifier ¥ B M, CEBEFRI K EEF AR A 041 9 BIT STRING ) DER i #A 0 &£ — 1 IN-
TEGER #] DER ###5{H. %15 BIT STRING H5 7 0 [T & , AR A BLiZWUSE 4 18— e © g, BL#
AR MIBHF—EH INTEGER, #i.

03020117 (R R FY 0-6 W ED

ik 55t 3

02020017 (L3R 2 il 247)

B 7 ¢ namesubtrees 1% , {# A nameconstraints 17 B P EN T AR E.

41 £ 77 7E baseRevocationinfo 15 , M) 358§ CRL £ — - A-CRL, %t T # perAuthorityscope 45§ 55
FHEH ki . AIE—-f CRL i — A-CRL Y criScope ¥ B F R F T L1 F & & deltaCRLIden-
tifer ¥ BB A . 3 F criScope 1115 JE , baseRevocationinfo 41 {4t K {5 8, R AT 3 M E 51 % I 1g
B CRLEEMWIR CRLHYWEEL. REZXREZNA—1 CRL RT KA, U5 Y CRL AT 88 &
BEART R E K. {2 deltaCRLIdentifier ¥R 2% T A A CRL, EX TR M ABERIREER
). B E - TDF crlScope I B A-CRL HRUEMNEHFERBIEXS T ATEE R HEE
fH R EHH . A% BT baseRevocationinfo 113 Fi) CRL BREXNF—EEFHTBIRAMM . WEH
R T H deltaCRLIndicator I BE X RGN E RERPTUMER 2K CRLURHMBEE T
BT A RE FE4A CRL MRIE, EX FrIMHKEEREEATEN. EXEEET ACRLE—-1TH
EGEMARE R AHEBREMEREN R ER. HE,.7% deltaCRLIndicator W T L F R X
B —A CRL, EX TR A M5 AT ERIEL TR, £ criScope HIEE T, I} & 5] F M4 1Y
CRL, X FHE KA .CRL A ERERREERN.

R FAE HAELA E B R RS, £ A-CRL AT A HEES CRL K2R A/ . A CRL
& criScope ¥ & IR E LB 1M AR S 4, A — & 7% Z 7 BaseRevocationInfo 38, F K F] 5 i A7 A 9 2
# CRL B9 cRLNumber, {H£,7t A-CRL {§] baseRevocationinfo 3 4 K7 F 1 ¢cRLNumber K i% /N F 8 £
ST RIEH & CRL 3 F 7] i A E A CRL #) cRLNumber,

¥ X issuingdistributionpoint ¥ JE R criScope " B EZ B EEFEN, . WATERMFEH. #
£, IR —~ CRL [F i} {2 % issningDistributionpeint ¥ /& #I erlScope ¥ &, B 4 X B MiE 3 £ & 4
¥ R, BB7E CRL WX MEEA . 1 CRL A4 issuingDistributionpoint § & , L R 0% erl-
Scope ¥ &, ML B 2% AWM E I8 4 CRL T H T X-MEFAENH B S HAIES.

L MEBHEREAES criScope I B A CRL X &8 R S0 rHe, & % A& F CRL
B A AT 3 Bl P (20 ertScope 3 & BT 22 SCHY) B UE R R B ALIE . a0 T .

a) ERFEMREMZEEN T XATERNAIES, &EE S serialNumberRange, subjectkey-

IdRange FiI nameSubtrees 73 [ 1432 #£ 18 & . %1+ # X &Y perAuthorityScope 45 1) 3 il , B #1 dis-

tributionPoint , onlyContains & — 3 1), 0 R T FITEAE .
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R CRL 7% erlScope " &t 2,35 — -~ onlySomeReasons # {4, iF f5{# f} R 4 0 4 & 4 CRL
BEMERAE, X FHARREES. R % onlySomeReasons 4§, 7] 48 F Mt i
B CRL o, BB —1 CRL Rt & crlScope I B issuingDistributionPeint 3" & . [7]
B f2 % — onlySomeReasons 41 {4 , W {7 {X {1 & 7EHI 4~ 3" /& onlySomeReasons 4] {2 1 9 JE A1,
Mg CRLEE.

8.5.2.6 R&ENBYR
REN G RAE CRL AR EEBR AR A XM ENE RN Mk ER, R,
BEHRTUEAED SFALFTIERMEENY CRL &%, @87 RE CRL & A RBHIEH A P ok
AR AR E R KB ARG W RE - MRAGAT S ENREEENT A,
R EAR I .

a)

b)

P REMET ZARFELECRL 2" MM, A ERFRELESIARBHNITHRHEFELTH
WERBE AR ERER . fn BT ERU L EENEZ R RE(SHM CRL EEA
FERMLBO Z W —H 1, EIAER CRL R, BERAESN3IAH CRL MBIEEHNF/H
B, RRERMIEBHPRREREREZFTH CRL BIARTHRERS M. XEHKIT
L LRIH) CRL #£48 . 1 H . i 5 A M al s, 3 45 17 o7 USRS IE 45 A SE AL A4S 8 30 S
CRL BRI R, W Ti # 7 CRL R GEay i[RI,

Y RRSE AR T — P R E A m AR RIR (BN, CRL 278 L 4 R Y — 4548 R R A R AU
H R0 814 R B RE A . XSRS UGENMEE R T RS CRL 5
REX AR EBAEHSIEBR . HEEE IS 88 R IR 0 a3 B
MM CRL S ISR R RER B, KB AHIE B RESE SFHEEHET
PLEL, BREEN T ME SRS E RN S B B .

ZVRBREBT RN, FATERR. ETHEESMHMIE CRLEBSELSFEHET BHESIH.
StatusReferrals EXTENSION .. = {

SYNTAX StatusReferrals
IDENTIFIED BY  id-ce-statusReferrals }

StatusReferrals : : = SEQUENCE SIZE (1.. MAX) OF StatusReferral

StatusReferral : ; = CHOICE {

c¢RLReferral '0] CRLReferral,

otherReferral '1] INSTANCE OF OTHER-REFERRAL }
CRLReferral ;. = SEQUENCE {

issuer [0] GeneralName OPTIONAL,

location [1] GeneralName OPTIONAL,

deltaRefInfo [2] DeltaRefInfo OPTIONAL,

CRlL.cope CRLScopeSyntax,

lastUpdate [3] GeneralizedTime OPTIONAL,

lastChangedCRL [4] GeneralizedTime OPTIONAL }

DeltaRefInfo. . = SEQUENCE {

deltaLocation GeneralName,
lastDelta GeneralizedTime OPTIONAL }
OTHER-REFERRAL . .= TYPE-IDENTIFIER

issuer A EAR N CRL B4R BIAE B & ik CRL BIEHIAEVIHN A R
location S 482 {1t 2y i FF 35 17 g9 B, BRIAE R B & It CRL MIEHIAIEHI M Z ¥R,
deltaRefInfo B4Rt T — FEET LIRS B HHE R M BREFEHME i —MIhEE.
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CRL 4y #i i I CRL{UERIE BT BER. E/H 045 5, deltaCRL 8 H M B R T HUE D
CRLYBER. iEBATHEMNEN CRL I BMER.
8.6.2.1 CRLA4HKAVE

CRL 2+ S BAUMENIEBY B B HFEAAEVANE S, £ m TEAHIE R, U R B
AP, BEEET CRL A A ERZNHEEZR - MEBA LR IEBETOHEHE. EHAF
BEM TR 245 AR — CRL, & B v LLAIE B A EHLH B #0RE Y28 n CRL.

BHEE T

cRLDistributionPoints EXTENSION ;.= {

SYNTAX CRLDistPointsSyntax

IDENTIFIED BY id-ce-cRLDistributionPoints }
CRLDistPointsSyntax . : = SEQUENCE SIZE (1.. MAX) OF DistributionPoint
DistributionPoint ;. = SEQUENCE {

distributionPoint 10] DistributionPointName OPTIONAL,

reasons 1] ReasonFlags OPTIONAL,

cRLIssuer (2] GeneralNames OPTIONAL }
DistributionPointName ; ; = CHOICE {

folIName [0] GeneralNames,

nameRelativeToCRLIssuer [1] RelativeDistingnishedName }

ReasonFlags : . = BIT STRING {

unused 0>,
keyCompromise (1,
cACompromise (2),
affiliationChanged (3,
superseded 4),
cessationOfOperation 3),
certificateHold (6,
privilegeWithdrawn (7>,
aACompromise (8}

distributionPoint {47 R EB K CRL WAL E ., 01 RULH Y , 40/ Sl B HBILE CRL ik
EHER.

4fE A fullName BB, XM HRAR A AEHFTUEEREHEX. -8R ESPHE
AR R BFETHAE CRL W4 S8 B distributionPoint FEH . RERIEH#H
R EmELRER. EMUALHEIH AREMEZEFEX TN R, WRABEEE—4
MEMEMZHRER MERAA MR . S — 124588 CA BRT . ABLEWREFEEEH
BRRG AT ERBRIES.

MECRLABAEH T 1THEMNBFCRLAEENHZ A, I HEE# H nameRela-
tiveToCRLLIssuer 2 {#, 7EM4EM ', name Relative ToCRL Lssuer #H{fiz# 5 CRLL i 2 # H R4
AR A FE AT B A R .

reasons AR A B L CRL SR EAEERA . MR K H reasons 4, MM CRL A ST K
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8 CRL 7 crlScope 3 J&  f2.4% — -1~ onlySomeReasons 25 {4 ,iF 4 fl R K L AB E CRL
B RE A, X TR ARRELESEN. INFE M onlySomeReasons 41 14, °] RE 7 Z ff 0
B CRL ffizh, 2R — CRL FAHE crlScope §" & H issuingDistributionPoint 3 & , [
it £ & — 1~ onlySomeReasons 411 , MU {{ {3 & 7 /& onlySomeReasons £ 1 i) I [ %
Bk CRLE%.

8.5.2.6 RENEYR

RENBY R CRLEHPEARIERHAERAXBHENFEEN MR RMEH. FFEHE,
CHAUHERED EAOFIEBMASEMN CRL MR, €85 B CRL SWRBEMIE B P R IE
A BB REEEEN MRRE-HRAEAT A ENEHEENIA,

PR EARE.

a)

b)

FREM T R UFECRL R"HNG  BEFERERETTARBNATRHRFL P
REEB T ENHEXEEE. Bl B LUE MR RS B R R (5 M CRL ER A
HAAH EL B R AT — TRy, E MRS CRL . EREHE B34 CRL ¢ &L EH#adiE/H
. KHZRMEHAHFERERERERFH CRLBARTMRREI M. X EHERF
ZXMA CRLZR. T A, 8 A FILE , I35 AP o LU ALE 45 A TE LA 5 # S #
CRL #8801, W28 CRL R ZEHY H a4 .

PR AT — UL R B W AR IR (P A0, CRL 4 76 s 7 1R 40— 49, SR A ALY
HSRIO B4 MRS 8 5 R A Sk . XM RS IMEVIA B % T 189 CRL 4
KA T AL EEBREBAA . FBEIR D88, I B IEL B 55 F 8
FIF: CRL M VE R AR A BER PR B B . KRBT RFE R R SF T AT
WL, BRBE AT T 50 IAE 45 DI BEAH R B HBH 5 B Sl AT (L B 41

By REBY RN, HER R, B TSN CRL S B ERHEY BTH#ESIH.

StatusReferrals EXTENSION .= {

SYNTAX StatusReferrals

IDENTIFIED BY  id-ce-statusReferrals }
StatusReferrais : : = SEQUENCE SIZE (1,. MAX) OF StatusReferral
StatusReferral :: = CHOICE {

cRLReferral [0] CRLReferral,

otherReferral [1] INSTANCE OF OTHER-REFERRAL }
CRLReferral . ; = SEQUENCE {

issuer [0] GeneraiName OPTIONAL,

location [1] GeneralName OPTIONAL,

deltaRefInfo [2] DeltaRefInfo OPTIONAL,

CRLcope CRLScopeSyntax,

lastUpdate [3] GeneralizedTime OPTIONAL,

lastChangedCRL.  [4] GeneralizedTime QPTIONAL }

DeltaRefInfo; . =SEQUENCE {

deltal.ocation GeneratName,
lastDelta GeneralizedTime OPTEONAL }
OTHER-REFERRAL ;.= TYPE-IDENTIFIER

issuer 3 A IFFRIR CRL BYSL(E; BUIAE R E B CRL fiFBIAEVIA L FR.
location 1% 42 {3t 25 i FIF 45 (6 A 1 B, BRIAE B8 % 1 CRL BIEHB MRS £ 7.
deltaRefInfo Bt T — MR IS HERHSE MR ERNEEMNME & - NEE.

37



GB/T 16264.8—2005/1SO/IEC 9594-8.2001

cRLScope R L RE7E U5 A B B0y CRL ®aiGH .

lastUpdate 3§ 49 {5 B 5 7 B & 7 (19 CRL S A9 thisUpdate 3 A9(H .

lastChangedCRL 7E R & A7 o 82k 1 8 CRL H ) thisUpdate 3 % {i .

OTHER-REFERRAL 32 it 7 A7 L\ 7557 3 42 44t A9 4 T #0658 i o 9 CRL /T4 B

Y R EEERICNSER, DEAE S TEHRY BN CRL AW HERRAEEBEBERE
A S EEH.

MEZY BHEE.FABIESEARZEN LN MERERSM A CRL {EAHIREFEBERNT.
RABELBHUSEZY BTIHEE - EAMTHARIAE LM HMAFRAEERELYHHHERE
FE.

MRY RAEHAREHINEBEHREN A NZEREEREHE CRLIENBBRERESHE.
REHERASIUEL MM Aok £ E SHRBHER.
8.5.2.7 CRL I FT B

CRL FARIAFF I FIAUEME — ) CRL & 5 ML .

CRLStreamldentifier EXTENSION =

SYNTAX CRLStreamldentifier
IDENTIFIED BY id-ce-CRLStreamIdentifier }

CRLStreamldentifier . . = INTEGER (0. . MAXD

BY REENTERFER.

BMEFAENMYRYT BRAE N ELNEME . AF CRL 2@ #38,CRL AR RAS
CRL %5 B % 45 B — M — B B 4L B 45 2 ik 45 AE VLA & i 9 CRL FRHAT .
8.5.2.8 MMEFXRTR

MiFF =Y R I CRL # revokedCertificates 3 1 #8651 45 7)) 2 O HE R P Ak 5 45 5 2 04 o
FHF MR TS, & XWT .

orderedList EXTENSION .= {
SYNTAX OrderedListSyntax
IDENTIFIED BY id-ce-orderedList }

OrderedListSyntax ;; = ENUMERATED {

ascSerialNum €0),

ascRevDate (1)}

ZY RERAE .

a) ascSerialNum ¥ CRL HPRFIEEHMIIFREETRYIERFI SHTE . TR SR A STH
serisNumber 25 {4 {8 £ B ;

b)> ascRevDate 3575 CRL P EHMF EE T RPIEFHREN HFE, 6 EE S B84
H revocationDate 0 {4 {8 25 B .
W R orderedList AfF7E, WA R T ¥ 69 f5 8. i R F1C, #4HIE 5% % 1 orderedList 7
CRL #,
8.5.2.9 HWRERYR
CRLY B CRLYMARE ACRLY#EH, HHFHFEHEFEHE N EE CRL X ESEY B
B CRL{ARE . Z¥ BEM r BRI o CRL BB RIEERA T -1 A-CRL f48f(.

deltalnfo EXTENSION ..= {
SYNTAX Deltalnformation
IDENTIFIED BY id-ce-deltalnfo }

Deitalnformation i = SEQUENCE {
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deltaL.ocation GeneralName,
nextDelta - GeneralizedTime OPTIONAL }
B RARIEXEN,
8.6 CRL F#m=# A-CRL ¥ R
8.6.1 Wk

WA RATTHESETER, M EENAHE, T, FEFHARBDT CRLYES R AMRE
AbH CRL AT 2588, BB R R MR 5.

MR EREAE R TP, TREEM MM INEEGP, XELHAIRERE A FHF
e RERNER URAFARMITEFERES, Bt 2AaE8 N CRL X#x# CRL BEHER,
REARIUEPESEAY. WRECRLMBRK ZMLREREFTRKY. XMTENS CRL >R R ERX
k-

FoRMPTAMREAELERXEREANEEERES L. A0, BFEBBEH. AXHARE
d CRLEBEENGATF4H, CRLAWE . CRLNEH AT FHENEFENFERE R AN, B
—REAREKIEHRBOCERE. BSHEFREANFIFHEFER. 3 TREMHIERMENH. X
MRESEREFFERFN CRL. A TECH —HKANMNLBAX. AR AFERRE KFILN
BHIEBFIRLAT LA T . EEEHKA ACRL, 5% CRLEK, . B/, MAERFERREML A
BOMBER,

AT /RS CRL r#i &0 A-CRL H2K:

a) ATEMCRLMOXN FEI -IEREGHHIAFERESNENTFELSREARAM CRL,

XA LLE A IR UE B A CRL 476 SR B, 70 4 0] LU
——— A E ORI, AR B B CRL B 408 i 1 e e o0 L 5,
—— M E IR R bE 2 AT IR R R A CRL B %R URI,

by B FHEEEE. SHAZERS, B RE AL ERRFTEFTEM CRLEB ., X LA
AEA - CRLAMELEZMERECFNEMERAMEV AR CRLIENE CRL %
L.

o) FWE—-HMMN CRLRIZHREMHMNIEHAMEVBIEHMNDBHEMERIEIES. XFY
FEBBOELEVMIERY CRL MIEFBEMAREFRECGER ). FHLEM,
authorityRevocationList Fil certificateRevocationList B D5 E. N HRESENZ £ .CRL
PREE— MR ERBHTEER KR, T EFEIFPEVFERR.

) SREFAEAHELNSERARBARANEXKNRRD AR L, EFEREN#E R
FF(HARPERNEARRE  FERESFEL CRL,

e) TEXFW CRLA-CRLIMME. R# CRL R & WEA CRL &7 LK S | #H L5
L.

f) %tF deltaCRL, 4FIXFEH5 . FEERWEFH B/ B .

g) WEAREHDPEWAMLMAATRIEHH CRL, (HI,RIiE delta)

8.6.2 CRL &% &% A-CRL ¥ Rif

FEXTUTY R,

a) CRL %748

by RHH S

¢y WHBETEE:

d) Delfta CRL {5%f;

e) HEEFH;

f) &# CRL,
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CRL 4347 5 FIB AT CRL (UF RIEBY BEM . A2 &L, deltaCRL $5# MR F EHUHE N
CRLY BEM. EHRAHE UM CRLIY BREHM.
8.6.2.1 CRLAHRTR

CRL 447 9 BAUERE 8 REER, B0 A TiE B IAENUIE S # WK A 8T, LR R
EHRH. ZRKET CRL A4 SHEARSER—MEBH I URZIEBRETCRAS. iEHAS
REA AT F 43 M s 3R 48 — 1~ CRL, BUE B BT LAMIE B AL B SRITIRG H A5 ¥ K CRL,

BHE LW
cRLDistributionPoints EXTENSION .= {

SYNTAX CRLDistPointsSyntax

IDENTIFIED BY id-ce-cRLDistributionPoints }
CRLDistPointsSyntax . .= SEQUENCE SIZE (1,, MAX) OF DistributionPoint
DistributionPoint ; ; = SEQUENCE {

distributionPoint Lol DistributionPointName OPTIONAL,

reasons 1] ReasonFlags OPTIONAL,

cRLIssuer (2] GeneralNames OPTIONAL }
DistributionPeintName .. = CHOICE {

fullName (0] GeneralNames,

nameRelativeToCRLIssuer 1] RelativeDistinguishedName }

ReasonFlags : ;= BIT STRING {

vnused 0,

keyCompromise (1,

cACompromise (27,

affiliationChanged (3,

superseded 4,

cessationOfOperation (5,

certificateHold (6,

privilegeWithdrawn (73,

aACompromise |}

distributionPoint # {F 47 iRAEH KA CRL WA B . WRHAEE . /0 S LRI CRL i %
AR,

B fullName BB, RE BN 0 S EHATUAEHERER. A—2RELHK
AW AZ—FAEDMITETHE CRL 95078 A5 B distributionPoint B . R ERAE 15 8 A3
REEBLEFAERER. ETURLESASRENEZEHRERTH ., NEAELEE 4
i m N 2R SRS — RS — A S5k CA B3, KB L ERREER . IE+H
ARGV A {EHIES.

MWRERCRLAMEABBT - THEMNBT CRLEXRENEH ZEH, I R A8 nameRela-
tiveToCRLIssuer #H{4. TEMEH S ,name Relative ToCRL Lssuer H#iE2 5 CRLMA R ZE EZ 2%
A IRBER TR B2 R .

reasons (A3 B it CRL Fr@ &AM IR . W R % F reasons @, ¥ CRL 44 S 40 &
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£ MUE S AR IE 5 2 B8 M A CRL, T R B E A . &M, reasons {5 B A CRL
S E A EHI R EE.

cRLIssuer 41 ##5 iR A fi4 E CRL MIPL45. MR BAHAH CRL M EH SRR RIEBR
REWZR.

i B R RSN HE XA, AIEBAEEEE, RN ZT BYEXE.

NREY RICAXRB . BAE-RKRBAENRE - TEBEERERKMEE S8 CRL
FIERRBR T EBERARERAEHZIES. £ AR EREEERBAH CAGBEENX
#Y B cRLDistributionPoint)  fi f AT AL HB CRLEEMR P . CAREEE CAHEHA —1
SERR CRL.

MR RERCAEXEY MHESERAREREHNLT BFRAEHU A, REATIER
i, FR g HRE(E A IE £

a) EfEMCAFB TR CRLIERECGESAE CRLPEBEEMEFIHT ATV REZBRRETRS

I CRL BSEEH);

by RFAHEEEFERBAEE R

o AHMFETREHSE.

1 BH-—U L CRL SR #E X — MEBMAR CRLETHE, X CRL ML EMME CA WHAR CA

HEEK—HH.

2 BT EEABOE ARS8 5.2 2 hREERBTEPEL.
8.6.2.2 MERHR/YRE

I, CRL # B B4R 73X M5 E CRL #9 CRL 4047 &, H 831 T ik CRL B 7% {L R T 3+ & s 5o ik
I A CAWES, W —HZ R EFENMY. CRL B CRL EEMEHRE S —CRL 4 A%
FEMECHESN. A, whEs H R4 8 CRL kUL, it CRL 77484 CRL 44 g I, BT
UALE CRLFALZZMERT. WEZEFERE CRL NASHAN CRL Mk # %A i HeEK 5
BinyiE s,

BE X
issuingDistributionPoint EXTENSION ;= {
SYNTAX IssuingDistPointSyntax

IDENTIFIED BY id-ce-issuingDistributionPoint }
IssuingDistPointSyntax ;; = SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL,
onlyContainsUserCerts [17 BOOLEAN DEFAULT FALSE,
onlyContainsAuthorityCerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE,
onlyContainsAttributeCerts [5] BOOLEAN DEFAULT FALSE }

distributionPoint A5 A—MRESMHERERX RSN S M RAK. WRILTFERSE, I CRL
B £ Ay CRL 4 % 3 AT & B0 B A U A0SR AW AE B0 & T, ME4 1 B 7E CRL 1, E B F)
e, el MRS R CRL iR .

{5 onlyContainsUserCerts 7 B ,CRL (R ZH BB MR W EAKIES. WR onlyContainsAuthori-
tyCerts 2 & , CRL {40 & B M 84 H9E A EHLHTE S . 41 onlySomeReasons 2 B, CRL (N & E R
A—EREAFEFRBOHY,. T CRLEEHARENRE.

415 indirectCRL 3 B, A8 44k CRL ] LA 3k BiE HAUEDL A i A 2 CRL ﬁﬁ,‘;‘i% R E .

W RS RERX—F P WIE S M A& K CRLMY B, S E 8. 6. 3.2 PR s BA M
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M i45REEY . 463X CRL (R CRL 4 Rk CRL A& FMHRIT. B, 58 M CRL A& MR
HiEH5 CRL fikH W& SRR I BT, 35 onlyContainsUserCerts , onlyContainsCA-
Certs . onlySomeReasons #7 7= £ —2X .

41 & onlyContainsAttributeCerts ¥ B ,CRL (X8 & B HIE- BB .

i@t HFSHA CRLEAMTHAELBEGAMNMEM,. BEF onlyContainsCACerts 5§
CRL 57 38 74 # 3% 1) 57 7 5 B authorityRevocationList J& # #E 17 40 45 » 88 40 5 B 5 45 11 2 A = 0l 5
CRL i % # W9 authorityRevocationList B340 i . &M, i CRL pi i3 X #9010 A B certifica-
teRevocationList BT 40H . MR ¥ FFRIE4 6 &S, B S AW A certificateRevocationList [
2 T iEm

P RFESEXEN, RFEARNKYT BHNIESB A AR CRL & T Hiiniim E A
BN ERIERENE. FEYXBY RN CRLAFAE WM A TR A M1 CRL I, G2
Bt A B #085 AP ik 5 RUE B LA 33 T,

W1, CAR CRLAREHBMHFEOFERE T 2R HEH.

E2: MECAMNEEMHFIE, AR M4 %1 CRL 5% £ Z B A onlyConstainsUserCerts B onlyCon-

stains AuthorityCerts #£-4 8 CRL, Il CA 7 {Rif B3 1t CRL ®RIEMFFH L 2 basicConstraints 7 &,
B.6.2.3 HWMERH R

M CRL Wiy RiriR 54k CRLOAN, E R A/ S B9 indirectCRL $rR fF 8 CRLYA KBIEH
WEE, MREY BALAEREE CRL BT P IFEHMA ZHRIAH CRLMA A . 7EE$E CRL B
BHETP, MERARY B T RIEFMEE SAWNIAMERMAEEMER. KFBEEXWMT .

certificateIssuer EXTENSION ;= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-certificatelssuer }

W RERXEN., NRTHAEREY B, RTHAGE FH#E CRL B 5L BHMN M.
8.6.2.4 DeltaCRL 5t B

deltaCRL #54t BEN - EF| B &S CRL 2T #H 49 deltaCRL(A-CRLYE# % CRL, &
SIMAMEAR CRL EWREN T ERERENETEMN CRL M ZA# CRL, €% deltaCRL 41"
BH) CRLEFTHEREEANIEPHHRENER. ZUAATEQEMERYRERNERE b —4
CA RAi gk 45, 459718 CRL & CRL 4+ % sim &0 F . SRT %5 F 57 38 B ok 8, £ A-CRL R 14
B 4%, 1 & deltaCRL 8 4H 47 B 8 CRL, 0 L7 BaseCRLNumber {55 B9 CRL, M4 F— 5284y
CRL,

BB S

deltaCRLIndicatorEXTENSION: ; = {
SYNTAX BaseCRLNumber
IDENTIFIED BY id-ce-deltaCRLIndicator }

BaseCRLNumber ; : = CRLNumber

BaseCRLNumber H){E 7R T #4 CRL 7 CRL #(H ., 274 CRL 5 A-CRL =4 g3k Rl. Frgl A
B CRI. 2 R B 52 % 49 CRL.

BT REFELCEN., MAE—-MEFEAPAHEE ACRL, EHASHBREEZY BH CRL,EH Y
CRL WEEARH PRI MR A,
8.6.2.5 EXEHT R

ERFEHETE A-CRL 68 R], AR ARR B #1703 8 75 304 B 81 /00 ) 2 )5 3% delra XTER &8
HEH . ZY B EAFAE deltaCRLIndicator § B9 A-CRL §1, A4 crlScope I B A-CRL A B2

Wy R, criScope i B 1Y baseThisUpdate 5§t 7T L) B FAE R A9 FA i .
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baseUpdateTime EXTENSION 1= |

SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-baseUpdateTime }
XY REE B,

8.6.2.6 BFHMCRLYRE
BE CRL ¢ R REENIE-By RUA, SiE R BIESIMENMMA - ME B ER. 2Ry
CRL, % CRL R UEIE4 P R & B3 W E M B (. B H M A CRL),
BBE LT -
freshestCRLEXTENSION ir = {
SYNTAX CRLDistPointsSyntax
IDENTIFIEDBY  id-ce-freshestCRL }
BREESRHENEE XM BURLLEN. LR RIELEN, NERFM CRLY BREE
BB AIE B A RERE S A HTE R AE MRH CRL WIEH. WRY BHEIFIZAAS
KB W BERAREEERAB T EAREREFTERERZFH M CRL.

9 ACRLEEMMXE

A-CRL £% deltaCRLIndicator 5% criScope "B, ik £ R Z A-CRLEHMELAFHHEEE.

N5 deltaCRLIndicator # A-CRL F7F7E, EHMELAMHAFERBAT BRI 3AM &4 CRL,
i1 deltaCRLIndicator ¥ B3| By HEA CRL, MiZ £ 522 X W E & A CRL( 40, 7 & A-CRL &
&),

AR crlScope § £ TE , 3 B 43.% baseRevocationInfo 2 {4, W I 5 51 F B 37 (0 B A BB 15 BL Xt
¥ REIRE A-CRL §) R4 SR B # . baseRevocationInfo 2045 i T — N E S E A £ H W &
WX CRLUAW, 51 H K CRL sTRE RN A-CRL &%) . #R 1T, €& baseRevocationInfo £ {4
B A-CRL EFTHMES ZEBETI MM CRL XA of, % F3 e CRL WEEERRMN., LB
HHTLLA CRL Bi# A-CRL,HDb CRLELEHEENESZEBN, HF HAEME T baseRevocationlnfo 2
1 A-CRL 5| il CRL #i A RS2 5 2.

A FREFEAR—TE B, CRL A2 Mt % deltaCRLIndicator 3 /& 135 & baseRevocationInfo
YR crlScope I B . BB crlScope §" & 7 £ £ baseRevocationInfo £H fE A/, CRL T gE B Bt &1 &
deltaCRLIndicator 3 /& fl crlScope 1" 2.

A-CRL Al B2 E#F CRL,ZE CRLHPEARBEET 5 - R MEH MR R A A
CRLAXM EH MMM E. FAE A-CRL —#, criScope ¥ & 4% 1 M 4510 CRL ) — R Jr i,
crlScope ¥ B & A& HA CRL £ & — PerAuthorityScope £/ 52 %, [F Bt [ 4 A-CRL 3@ H K
CRLBHTEHREL.

¥ A-CRL K B35 A S A 50095 8 B, 00 200 M 0 b S BRI 9 4 RTIR S

— R A certificateHold [ — M E 3B 418 M, 7T 88 4 BLFE A-CRL o, o v/ BB 1 1T 78

LEMEMNREZEN CRL £, FEABEHELIE TGS EBREE—ShERkA

BB BRIE Bid BAE N — A ERMIE-BKE €.

® HRMF CRL F(A-CRLEATHBEANZEN CRL,FIE TH A BMIEE certificate-
Hold A EH . 4 H CRL #§ eRLNumber & n.[fi/E XM T HiH L WE B S AE S EE
MY HRANEERAEFTA A-CRL 41, X 8 A-CRL 9, 5| I E 3 CRL &Y criScope 4 /)
AFE%F o, MAMY R L CRL 22— A CRL, %3 Ay #4 CRL ) CRL B £
deltaCRLIndicator §" iy BaseCRLNumber 590 {4 {H 38 cRLScope §" & ) BaseRevocationIn-

fo {141 ff CRLNumber 7% . BIEM T A-CRL o BB 09 8044 B B8 . 8 1540 45 M ok o i 4
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(EXFELTAEBLFA T EROEHET L ELSNED), SMOHF LT8R HEE
removeFromCRI, 1335 .

@ MRIEBAMFER R HB R AFR AT BMENE RN A-CRL EFH 851
M # %A CRL #9 cRLNumber Z /N T4 — 1k H Bk A B #E M6 CRL(A-CRL R4 EEHE
HHEH K CRL) K cRLNumber, M4 5 & CRL & —41 A-CRL. B3| R X
CRL # CRL # H & deltaCRLIndicator 3"/ [#) BaseCRLNumber {2 {4:{& 5% cRLScope § &
i BaseRevocationlnfo 25 {45 ¢cRLNumber JC% .

—EHEEEEA T U REBEACRLE  HEHETHFRAERAMZEN T -4 CRL R
WRTLE B AR B& I, EXFHER T . MHEEBNLTEEEFRAERM ACRLF,.H
BN SEEL - E /M CRL F . CRLEBMEBWEBRNRETZRL.

LETE M EEN CRL, 7 LI7E 48T H T AR —F O ik B R .

—EZRENEFRRLYH A-CRLYFBEFRCAH W ERE AR EN CRL MR KX FHEFE
A-CRL 3| Al E A CRL § cRLNumber ! cRLNumber 4 ;8 &,

— EREEANEHRBEERLYN A-CRLIFHRRBHENZEE AT EMN CRL B dH ACRLE

Y CRL BEE4, K P A-CRL A9 cRLNumber X FEZF 43 A-CRL F 3 Hf A CRL
i} eRLNumber,

10 ERAERELETRE

EHAMERARAHLBREAFEMACERSENAAMRE T AT, B0, BiE & 58 K4 iR
WFEELAMEL. E VR ARG 2 RE AR RN REE T REBE TR AEEEERN
A3 . BEEELH.
THEHEBAESANLERERAONEME., —MERETIE LS THRAB~EMNAEITH. &
45 T8 B ACBE B IE B B S O SR SR R AT E R B M R AR AL
10.1 BMEBAENRA
TE B AE B2 A BT R A4 AR
a) EEIEBANEREN—HIES;
B —MERAERZFHE M ERRME 8. A8 HKRSRMRES MBS REEHIITESIAERRZ.

by LA A S B AR A (S B PR A B TR S A PR AR A B S 9 BB , F R SR LEE
FBINEREF R E— e+

) BE-TEENERRETIRAN AR RERENT - RENHE PR EZN HT
TEHIAE R R AL BB initial polic y-ste ; IEH AR AT BUE D89 anypolicy

d) initialexplicit-policy WA PHE, ERRAIEZHRBRAREASTED N H AL KE
TR IR AIE PR R E B

e) initial-policy-mapping-inhibit FRiR{FE, IR R M EE BIMERE Y 2 & 2 E LM

1) initial-inhibit-policy WARFHEERREHNE any-policy HMPEFHETFIUEBREY BB
EEEE-NAEERIE—FHIES R E R 5 R ILEN

g XFT A B/ At CRn R R B A E B R AL B R P AR R AT R A .

dydd, )M DIMEGRKEFEAE DR FRGWRBF R KAFTEFRAENEMNRR LB,

B A TEERBARASENEHAEEAPTRENEEEMA ML EAELANAZERRBENE

. {4 initial-policy-set ¥y A4 & i 3568 F & B 05 (2 09 2 1 I W Ll 00 1 48 8 0 0 0 R AR T (R W — B 30
AGERR A AT BRI AR, R oBER -~ MARESAERZAS . Z8HTUEALESY

B R A -
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10.2 BEAEMAWY
R R

a)
b}
c)

d)
e)

D
i

IE A E B2 50 A B R T R MR8 =

MBERARY, R — TR YMEE LA,

IEBIMESLM AR RIS R, LI R 5 EHKR YR EH, REXLRER, EHIMNERER
BB B EF R any-policy;

AP AT RBEE . i authoritiesconstrained- policy-set Ml initial-policy-set WX EBER;
explicit-policy-indicator JRHIEFBH P HBERPHEBAENHWETEREKE LMENE
5 B AT 2 SRS B FT AR Y5

Ab FRE 5 TA TE B AR o 1 B A AT SREBE BRSSO A0 Y

o 30 B AR TY I 4508 R 0 0 A e BRE 5 0 R PR A B R A £ B T S T R PR e S

0.3 BELfENTR
EABRERATH-—HREELE.

a)

by

c)

d)
el
f
g
h)

authorities-constrained-policy-set AE FIAEEZHFIE B R BITIRGFMB EENER (TR
SR B AT R PR 1R R B T R, SRR I A E B AR P HE A 5

permitted-subtrees : & LFR B FHAWE, iE LR HHERIERSWIE &2 00X
5 8 P, R R R A unbounded ;

excluded-subtrees : (A AT IME XL FRIFVFHAE B - AEHFRELEHRAER. &
MNERBHARE FIEBRETRERIESEATXEELP;

explicit-policy-indicator ;3§ 1 K E I ERE T M B MIEH P R T LM T EBIH AR ;
pathdepth: FTH AT O£ A FOTE-HIAERS 2 I F3H KB,
policymapping-inhibit-indicator 3§ i R EHE L KW B &
inhibit-any-policy-indicator 3§ % F4E — 5 M IE 3 M Rg B & % [BHFPR(E any-policy HILEL;
pending-constraints : BRI/ HEE L RBMRGF X RAMAT . ENCEGENL  HERF 4
., B4 - 454, M8 H explicitpolicy-pending | policy-mapping-inhibit-pending
inhibit-any-policy-pending , W T8 — M TH &, HIRIE skip-certi ficates WRBE, U4 H T
AREBZH, FEST AU .

10.4 WHESR
ZHABAE - NGEES B EERE—FIMNERAELR. WiEitrBas.

a)
b)
c)
d)
e)
P
g)
h)

authoritiesconstrained-policy-set B HE 0 TTHEZ 0 F|HE L FIRE A any policy;
permitted-subtrees Bk R unbounded ;

excluded-subtrees W BPIRILATE,

explicit-policy-indicator UGN initial-ex plicit-policy 18 ;

path-depth PN 1;

policy-mapping-inhibit-indicator YRR initial-policy-map ping-inhibit {H;
inhibit-any-policy-indicator LN initial-inhibit-policy {H;

W= pending-constains FRFH MR RAL.

10.5 iEfH4arE
MERAMARNZEENLAAZRKIESH R RKEEEMES. RENTEHHEEANEREHN
45 5 A AR L FE A N R P RIEF .

10. 5.1

BXIHEE

TR RS R TIES:

a)

BRAZBUE, B AR IEAS AR IE S 52 # 2 PREE R IE S, DRI R B
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b)

c)

4

e)

Y

g)

10.5.2
Xf A B OE 45 L FEJR BT R A R R ELE AT - MEB N BB T RE TR .

46

a)

b

c)

d)

S RE T, R EARK T BREBAEFIERZ P 0% CAAGFLE FENE. U path-
LenConstraint B 5F 77 ££ , 8 30 H BT R IE A E RS B B B 5 BB ] .

MBIEEEEY BATELE, BAE T M awthoritiesconstrained-policy-set BRI EIT, &
B authorities-constrained-policy-set B2, : :

MU RERY BIEAE W TETEE P& T anyPolicy ¥ B 4b , authoritiesconstrained-pol-
icy-set 0, path-depth 1B BI{E A & any-policy, A 4 B IE 45 F B R BR i B authoritiescon-
strained-policy-set B33 4L R authorities-constrained-policy-set, N T H# B X 4, BAEMNTE
AR RS BRI A B authoritiesconstrained-policy-set Feke M FH R PR S REE 58
FFWE . B, authoritiesconstrained- policy-set FAXEPEITE ITH{E  authoritiesconstrained-
policy-set RA&GWI [ path-depth I LHGQFETEY BIHAERE BE, B LAY 2B R DR IR
FHRRE R E AT M Bk [ path-depth FIAR Q& T BIPHEMNKET.
MBAE BB BEE, B AEH anyPolicy 1E, B, W B inkabitany-policy-indicator
R E B4 MER[path-depth 1316 & any-Policy M5, [, B[ path-depth 19 h R
R R ERAT,

MR BRY BETE, I B8 anyPolicy {8, R U, inkabit-any-policy-indicator (i %A
BN MR RS anyPolicy BE&, B A authoritiesconstrained-policy-set e P I8 [ path-
depth [H I & anyPolicy S EQ FIFFEIST R P RAWERFT.
MREBAEPNBRFIER REFEBZRELD permitted-subirees §{H =4 1 v 5 =5 [8]
M IFEEERE AT excluded subtrees BT K2 2 RA .

RESEH

WP H permittedSubtrees 2H 4 i nameConstraints ¥ B HE 45 P FE 7, i} permitted-sub-

trees REEBATHEMBENRZE, BEIERY BhHEY,

MRHFH excludedSubtrees 1 ) nameConstraints ¥ BTEIF B R FTE ., ¥ excluded-subtrees

RETEEANTHEMBEKHE BEEFERY BRENH.

WMBBEE T policymapping-inhibit-indicator ;

—XFES BYIAMEN S — WS, @ i &I authoritiesconstrained-policy-set g
Upath-depth 19|50 % F 4 J& vh K 4 & 4 P 3 W% {H 9 B0 4 17, 300 B8 » e b 0 5% W o 5t
.

MBREAHUE policymapping-inhibit-indicator

— XY R R E D BOAE A B S 8 A R authoritiesconstrained-policy-set T/AE PITH
TR B authoritiesconstrained-policy-set BIGHI[ path-depth 1P LR EF BH £
EWE W RE 5 AMRIT 8 L parh depeh + 1V1F A OR B R 69 3 64 70 6 1) 3 mg
B, WRYBEH T — R0 F A g — D 0 R R R B4 Z R T
DL A B AR B —17. IR auwthoritiesconstrained-policy-set [0, path-
depth | EETE any-policy BB 2.5 Al path-depth |#]vh 3R HIRBEH R RO BN R A&
A B AR R AT, AL AT RN RENRIRA. B AMRET L parh-
depth+ 1] L bk BT A AR EMERE

—WiRBE T policymapping-inkibit-pending $84t, 3 BAEH AR B R F B9, 8 H B i
skiprcerti ficates {5, MPEEL N 0. LB policymapping-inhibit-indicator,

——WRTEIE B R AFTE inhibitPolicyMapping YW, AT T E BB . X FHEH 0 i Skip-
Certs, L8 policymapping-inhibit-indicator , ¥ TALH] H Atk SkipCerts {H ., B policy
mapping-inhibit-pending THE, BB MR 1 skipcerti ficates (B ¥ B SkipCerts B
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ORI B skip-certificates (AP E BB B policymapping-inhibit-pending D).

e MTFFBOROPBEEAME—FT.ULEHERTHE—T,EBFREFRHEF BELD,
B ATH path-depth + 1150 3 8 [ path-depeh | 5| ) FE W F5 LA .

1y MBRBAHEFE inhibitany policy-indicator
—WREET inkhibirany-policy-pending PRl 3 HIUF B AR A B H . B> MR skip

certificates 1B, W BEEEE R 0, B inhibitany-policy-indicator,
—HRTEIE 7 A 7E inhibitAnyPolicy 45, 8417 FES#RIE. X F{EH 0 B SkipCerts, &
B inhibitany-policy-indicator . ¥ T AL H At SkipCerts {H, & B inhibit-any-policy-
pending I8E I E MM B skip-certificates HE B L M SkipCerts {E F1 A BT HY skip-cer-
tificates H{(INRE B HE inhibit-any-policy-pending 51 .
g) W[ path-depth],
10.5.3 SMERBEIRIATLE

S F A, AT T AT R -

a) WREHIFE explicit policy-indicator
— MR B R explicit-policy-pending 15 F HEHRR B EZFHFHMER, WA MR

skipreerti ficates B, N BEMENR 0, 8 F explicit-policy-indicator ,

—— W3 requireExplicitPolicy AR &, T T HH#HIE, & FHERE 0 9 SkipCerts, 1B &
ex plicit-policy-indicator . W P Hth SkipCerts {H, 1% B explicit-policy-pending 1§
&t BB A BB skipcertificates {HE# 8P SkipCerts {H 1R 1) skip-certi ficates {H
(MR ERE explicit-policy-pending ¥ .

— R requireExplicitPolicy L IEHINEREZE RS AR CA RHHIER, X F
BEPHESMAEIES U RIE SRR A& KR AR IE T IAMERRZR
BHRE., T EENRRTRANRIEEBRTH AR ERNIEREBIAT.CERN
WO TS0 TEES TR RE any-policy. ¥ CA BB EZRYT BIOIERH
E—RfM#H CAUIRTE EHK requireExplicitPolicy & 03, BUiE + A IE B 12 57 i J5 SR iE
B ER CAHER—TE 0 AR LD,

10.5.4 BiEsE

Xf FEMIEH AT TR

a) MWRBET explicit-policv-indicator , B # authorities-constrained-policy-set /T HE.,
WRE EE-MRERBT . BABRFELIE BE—TRBIES . T ESHEENAD . ex-
plicit-policy-indicator M fE user-constrained-policy-set X authorities-constrained-policy-set
FHRTH null €.

b) WMBEEZBIERED FRNBEERR RW.IB 4 userconstrained-policy-set Wi % Bl i author-
ities-constrained-policy-set M the initial-policy-set AT H H E M. 0B authorities
constrained-policy-set[ 0, path-depth 13 any-policy , BB 4 »authoritiesconstrained-policy-set
B any-policy. B, 3 FEREPHE—FT, authoritiesconstrained- policy-set BERF EEF
RATMERORETNRT. BABRFHRKIL BB —15 explicit-policy-indicator ,au-
thorities-constrained-policy-set T2 user-constrained-policy-set — B BB S ., WREN
HREGE null, EBNAFRBE T HERARNHEXN THARE  BA-TE2EEK.

11 PKIHR#ERX

ZAREX TR RAMXML PKIEEM B REXEM. ©GEH KX 53, B FEf KM
i R M B MR .
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1.1 PKIEFFHSEMGEER
BB B R PKI xt%tmﬁ%%%%x
11.1.1 PKIEPAw®AE
PKIﬁlFﬁ%ﬁéﬁﬁﬂéExf\%ﬁﬁE#minﬁﬁ%ﬁn

pkiUser OBJECT-CLASS 22 = |
SUBCLASS OF {top }
KIND auxiliary
MAY CONTAIN {userCertificate }
ID id-oc-pkiUser }

11.1.2 PKICA 7} # 3 _
PKICA XF % 26 FH K 2 330 XHE Bk ub vl i 3F .35 .

pkiCA OBJECT-CLASS .= {
SUBCLASS OF {top }
KIND auxiliary
MAY CONTAIN {cACertificate |

certificateRevocationList |
authorityRevocationList |
crossCertiflicatePair }
D id-oc-pkiCA }
11.1.3 CRLABGANMREMGERR
CRL 4 70 R X S A R i 40 2 CRL 277 s M9 X R T

cRLDistributionPoint OBJECT-CLASS = {
SUBCLASSOF {top }
KIND structural
MUST CONTAIN {commonName }
MAY CONTAIN { certificateRevocationLis t|

authorityRevocationList |

deltaRevocationList }

ID id-oc-cRLDistributionPoint }
CRL 47 &5 i & 7 X 96 =2 % 8226 cRLDistributionPoint 5 & 41 ir & 84 .
c¢RLDistPtNameForm NAME-FORM = {

NAMES cRLDistributionPoint

WITH ATTRIBUTES {commonName }

1)) id-nf-cRLDistPtNameForm }

11.1.4 DeltaCRL 3§ %

deltaCRL X R E IR E X FH delta AR (FW,CAs, AAs ORI IR,

deltaCRL OBJECT-CLASS .= {
SUBCLASS OF- {top }
KIND auxiliary
MAY CONTAIN {deltaRevocationList }
ID id-oc-deltaCRL }

11.1.5 iEHHBEF CPS X & %k

CPCPS 3f 82 RI2R & A & i 15 3R Bg #0/ SIME 3 B B X % 301
48
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cpCps OBJECT-CLASS ;.= {
SUBCLASSOF {top }
KIND auxiliary
MAY CONTAIN {certificatePolicy |
certificationPracticeStmt }
ID id-oc-cpCps }

11.1.6 PKIiFHpEETH %k
PKlcert Bia 0 S 2 R E A& PRI BBEHMR T, E—BBESSHiLat 538 pkiCA T ¥k
A,

pkiCertPath OBJECT-CLASS .= {
SUBCLASS OF {top }
KIND auxiliary
MAY CONTAIN {pkiPath }
D id-oc-pkiCertPath }

1.2 PKIAZERH

X-HoaEEARPHBTEPKIGELENEREREE X,
11.2.1 RARIEHmE

—THPAUMN—TREELZN CAMER - TREFTEHNAMILES. userCertificate B
HAasAP - HEEELHN CARBHAHIES.

userCertificate ATTRIBUTE ..= {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
1D id-at-userCertificate }

11.,2,2 CAEHEBH#

CA BRI CACertificate W ARMBHFREEHMMES CA LEMRBES T H CAs MESH
ZCAMIESH. £ VIIEBHBA R, THEHSEE—I CA{EREN TRUE K basicConstraints §”
B. ZEBNELTEE2RE— T RERREHEE.,

cACertificate ATTRIBUTE ::= ({
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
ID id-at-cAcertificate }

11.2.3 ZTXEBMH M

CA BFIAH crossCertificatePair BHERY issuedToThisCA TE . HFHFEREBR A XA CA BiF 3
ZHIEFEIEE. F&.CA HFMWE crossCertificatePair B % issuedByThisCA T E O LI4AL & H5X
A CA B #GHEM CAs HIEBH N FHR. MR- CARH - M CARBIER . FHEKRCAER
WEREHAMTRZE CA B ARE CANZER S B FHH crossCertificatePair & £ H issued-
ByThisCA TEF K AMES. ¥ issuedToThisCA JTLEH issuedByThisCA TELSE - B —HEEM
L, —PMERTHETARESSHAEB PO ERGHEE. RZHFA, - MEBROEEAHER
W EERIEHIE S AR TrEL . RZH%.

WA reverse RBIEA, MATRENEN G REENEF T ERFHER —BEME P ;B A1ER,
EMTUEFHEEL—REASERR T BEE D,

E VI WES B D, i miE— CAHiFE XN TRUE B4 basicConstraints §" &,

crossCertificatePair ATTRIBUTE S {
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WITH SYNTAX CertificatePair
EQUALITY MATCHING RULE certificatePairExactMatch
ID id-at-crossCertificatePair }
CertificatePair ;1= SEQUENCE {
issuedToThisCA [0] Certificate OPTIONAL,
issuedToThisCA [1] Certificate OPTIONAL

——BLHEIFE X}
(WITH COMPONENTS {... , issuedToThisCA PRESENT } |
WITH COMPONENTS (..., issuedByThisCA PRESENT })
11.2.4 EFMHIIRMIE
TEKRESE—RFREHIES.

certificateRevocationList ATTRIBUTE ..= {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-certificateRevocationList }

11.2.5 BEMHTIREHE
TEHNRERLE - R NEZAGES.

authoerityRevocationList ATTRIBUTE ..= {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-authorityRevocationList }

11.2.6 Deltali#FIRMIE
TR AR RRIPE OB RF P — A-CRL:

deltaRevocationList ATTRIBUTE :: = {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-deltaRevocationList }

11.2.7 STRHANEERY
HEFEHHRREHDPEXHIEBHNEZER SR ERBERNEE. EFERANBEEEN—-1TEZRE
P T A1 ASN. 1 @ X TR (BE) B

supportedAlgorithms ATTRIBUTE :: = {

WITH SYNTAX SupportedAlgorithm

EQUALITY MATCHING RULE algorithmldentifierMatch

ID id-at-supportedAlgorithms }
SupportedAlgorithm ; ;. = SEQUENCE {

algorithmIdentifier AlgorithmIdentifier,

intendedUsage {0] KeyUsage OPTIONAL,

intendedCertificatePolicies {1] CertificatePoliciesSyntax OPTIONAL }

ZEBHENE—TEBE P ARMA algorithmldentifier {5 . intendedUsage 48 44 i {5 $2 {it
TRFEEERABENEBOR 8. 2.2.3), intendedCertificatePolicies #H My {f{FE TIE B E WS,
B, fB45 8 o T B Ay B s B PR S A E 1 R
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11.2.8 iEBXEHFBREMN
certificationPracticeStmt & th H R F 2 F-— A AAEERREHAEL.

certificationPracticeStmt ATTRIBUTE :.= {

WITH SYNTAX InfoSyntax

1D id-at-certificationPracticeStmt }
InfoSyntax ::= CHOICE {

content DirectoryString {ub-content },

pointer SEQUENCE {

name GeneralNames,

hash HASH {HashedPolicyInfo } OPTIONAL }}
POLICY = TYPE-IDENTIFIER

HashedPolicyInfo i = POLICY. &Type ( {Policies })

Policies POLICY ::= {.,. } —#FHFEFX —

IR content FA7E . SEALFHIE HIMEVHMEL R A HMEBANE.

403 pointer F 7L, name H (F ¥ BB — R E F £ Kk, X 20 55 2 FEHCA TR 52 Br i 43 (19 B A= RE 4%
EALHHTT . WR hash HAFE, CREF—-MERLHFERMANAEY HASH, TESEMERAX
FH], X hash B AR XM NS XN BHE.

11.2.9 EHKBELE

certificatePolicy J& tE HI R fF X TIEHREE B L. .

certificatePolicy ATTRIBUTE ;.= {

WITHSYNTAX PolicySyntax

ID id-at-certificatePolicy }

PolicySyntax, ;= SEQUENCE {
policyldentifier PolicyID,
policySyntax InfoSyntax

}

PolicyID 2 = CertPolicyld

policyldentifier £ {448 ; ¥ BRE 5 08 B 10 R 0T RAT IR .

R content FZ7E, MEREIEHRBNTEAZE.

W pointer FEFF ,name #H G #F F B — -l H B L MR, XL B2 IEHHRBEE A EEHEEVH
B, W hash AHEE . CRETIEBRBAEN HASH, L HEBESEUE N IREEE L. X
A~ hash BB IR T MESE LHNTERE.
11.2.10 PKIBREBE#

PKI f&4z Ja v R R L B UGERR &, B — 88 B 32 AEH 7P S48 .

pkiPath ATTRIBUTE .= {
WITH SYNTAX PkiPath
ID id-at-pkiPath }
PkiPath s = SEQUENCE OF CrossCertificates

EOEE RS CA ARTF FEHEEE &1 CA B HAM CAs KHEHKRE. WRME
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XA B R4S HEAEFRIEHAERRN TN ERBAEARNKE. AEXTHREHKR
HERAHENER MEABEPENESB LEOTAAE CARRTENEINEBERES.

1.3 PKIBRERMAM

BB 2 X T &M Certificate, CertificatePair, CertificateList, CertificatePolicy 1 SupportedAl-
gorithm Hi 57 /& B A A I BRI, X —HlE g T UCEHE I, S (R 35, SR R R B 15

ZEIEEHEEREN CRLs. 5 CRLs B #E#.

11.3.1

11.3.2 iEHEE
UE 45 VL TE £ MK B 42 (L 4 {8 5 26 B cervificate (B PEE S ITHE. REAFARFLE, EEE—H K
EHHESR .

certificateMatch MATCHING-RULE .. = {
SYNTAX CertificateAssertion
1) id-mr-certificateMatch }

CertificateAssertion : ; = SEQUENCE
serialNumber (0] CertificateSerialNumber
Issuer f1] Name
subjectKeyIdentifier [2] SubjectKeyIdentifier
authorityKeyldentifier [3] AuthorityKeyldentilier
certificateValid (47 Time
privateKeyValid [6] GeneralizedTime
subjectPublicKeyAlgID  [6] OBJECT IDENTIFIER
keyUsage [7] KeyUsage
subjectAltName (8] AltNameType
policy [9] CertPolicySet
pathToName [10] Name
subject [11] Name
nameConstraints [12] NameConstraintsSyntax

52

EHERTE
TIE 3% ot o UG I 30 000 %ot P 4R flk O (B 5 258 Certificate M) B E MM SHEHATILE. B HBELR
BriE 5.

certificateExactMatch MATCHING-RULE ;= {

CertificateExactAssertion

SYNTAX
ID

serialNumber

issuer

CertificateExactAssertion

id-mr-certificateExactMatch }
:: = SEQUENCE {

CertificateSerialNumber,

Name }

R R YR AE P B BE AR S DL L T AR SR B P B BB 4y, W PR EC AR ISR 7] TRUE.,

}

AltNameType : : = CHOICE {

builtinNameForm

ENUMERATED {

rfe822Name 1),
dNSName 2y,
x400Address (3),
directoryName 4,

OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL



GB/T 16264.8—2005/ISO/IEC 9594-8.2001

ediPartyName (5),
uniformResovnrceldentifier (6),
iPAddress (7,
registeredId (8) },

otherNameForm OBJECT IDENTIFIER }
CertPolicySet : : = SEQUENCE SIZE (1, .MAX) OF CertPolicyld
MAFRUEFFENFTATREE T HREERHER TR, N ILEANEER TRUE, AEMT .
Serialnumber IEED LB E P A XA TR OES FRAREH PRI TENE;
issuer PLAD: F MR HEAEF XN LENES FHREGE P OB TEOE;
SubjecKeyldentifier IUHL . % FF F M B HEE R XM T X MEZ TREMRE PRI TTEME; mR
itk RIEERE S TR AT B NERAF TR,
AuthorityKeyldentifier IEAQ: EFE A BEEN X M CENEETHREEIRIE > TEY
{H; MRFFHOBEARESIAFRERRATY BRI, S EREREVESFIAT TRERNFHENRME
HEPARIFE MRFLE;
CertificateValid FE it . % BT R B i EL 4t F HFF S R A E A BEH 2 05
PrivatekeyValid ISl . ZF BT St A T TR BHE RSB ERBY BB RABR A, R
FEWMRFFEGBEEPRERFAERRY RE;
SubjectPublickeyAlgID L & & % TR 7R 65 1 B+ 59 subjectPublickeyInformation 75 i
algorithmIdentifier §9 algorithm 7% ;
KeyUsage LT ETE T REMEDREMA A LSO EMFRMBREEFSANZY BPERE 84
EERYBEEPREEHRET R’
SubjectAltName ILE . F M REEC TR A S FREEMERYE — B HF B Al
Name TREM EE SR EFHT R
Policy ILFt : HEF B IEEMIE B REE Y R E P H M CertPolicySet #1455 , 5 # BT 2 {#%
) B BT 77 5 B 1E 35 75 BERE 4 P43 & B KPP0 anyPolicy HU{E, MIVCHAL. J0SR 2 BF FE ik B HE(H T W HIE
PREY ', NRELA. '
PathToName ILAC : BRAFE S RA LB KB H T R, Mt B2 1k 1 By 88 44 2 B E M B 1 IE 35 AIE
B,
Subject ILEL . FBRIEP L EWESFREMBEHESE,
nameConstraints FLE  EFF AR EEP W AL HREAEL EEM AT TREAGEE N L KRS H
B EFEAGEATHES FHERROEHRSHE.
1.3.3 ERAERTE
UE 35 % i o DT O 0 00 0 B 42 i {8 5 & A CertificatePair B BB S HT L. B
prit s R T s N
CertificatePairExactMatch MATCHING-RULE = |
SYNTAX CertificatePairExactAssertion
ID id-mr-certificatePairExactMatch }
CertificatePairExactAssertion ;: = SEQUENCE {
issuedToThisCAAssertion [ 0] CertificateExactAssertion OPTIONAL,
issuedByThisCAAssertion [ 1] CertificateExactAssertion OPTIONAL }
(WITH COMPONENTS {... issuedToThisCAAssertion PRESENT } |
WITH COMPONENTS {... sissuedByThisCAAssertion PRESENT }>

IR TE TR 1Y issued ToThisCAAssertion F1 issuedByThisCA Assertion B4 P AFIF B0 B 4 4
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B 5 EF A B P 9 Y issuedToThisCA # issuedBy ThisCA B 4> 09 41 B & 43 VG BD, P AR 3 ) 3% [
TRUE.
11.3.4 iEHIICE

HIE 35 X DU Fig B0 M0 $0 47 £ {0 5 28 B CertificatePair M EM LK. ERBE—-ITEEELZHNEARF
FRHE L AR b i A8 A BT, X S AR IF 2 4 2 issued ToThisCA B # & issuedByThisCA fIE B AT,

certificatePairMatch MATCHING-RULE ;.= |
SYNTAX CertificatePairAssertion
ID id-mr-certificatePairMatch }

CertificatePairAssertion 1= SEQUENCE {
issuedToThisCA Assertion [0] CertificateAssertion OPTIONAL,
issuedByThisCA Assertion “1] CertificateAssertion OPTIONAL }
(WITH COMPONENTS {...,issuedToThisCAAssertion PRESENT } |
WITH COMPONENTS {....issnedByThisCAAssertion PRESENT })

MAEGFEEBHEMEDP Y issuedToThisCAAssertion T issuedByThisCAAssertion 84 P HETER T
4 B4 B 5 BT A FE AR SR YL P B issued ToThisCA F1 issuedByThisCA R4: #9814 IS 2 , 7 JT i
A& 15 TRUE.
11.3.5 ERNFARTE
TiE 5 71 o o 8 DG T 0 00 3 T R 1t B9 {B1 5 26 WY certificateList B9 R ME L AT M4 M AT LY. BME—
Mk HE— CRL,
CertificateListExactMatch MATCHING-RULE
SYNTAX CertificateListExactAssertion
D id-mr-certificateListExactMatch }
CertilicateListExactAssertion ; : = SEQUENCE {
issuer Name,
thisUpdate Time,
distributionPoint DistributionPointName OPTIONAL }
TSR FETF 1 B 4 1 9 6 43 DT BE 7 A 38 30 b i IR 8 B2 23, M gk AR SR [B] TRUE, R distri-
butionPoint B4 7 % . B84 € WA Z D H—Fh & FRE AT ICAL,
11,3.6 EHFIFRMLE
I 15 1) 3 TG B 400044 F7 $2 14 AR 18 5 28 0 Certificatelist B B # 4T L& . RER R BT, €
wE— L0 CRL,

——

certificateListMatech MATCHING-RULE ; ;=
SYNTAX CertificateListAssertion
ID id-mr-certificateListMatch }

CertificateListAssertion ;: = SEQUENCE {
issuer Name OPTIONAL,
minCRLNumber (o] CRLNumber OPTIONAL,
maxCRLNumber ] CRLNumber OPTIONAL,
reasonFlags ReasonFlags OPTIONAL,
dateAndTime Time OPTIONAL,
distributionPoint [2] DistributionPointName OPTIONAL,
authorityKeyldentifier 3] AuthorityKeylIdentifier OPTIONAL }

0B BR A RO TR TR A P B 2B 1F S A B B0 £ 7 R A4 B 4 AR U L R 4 DT S A W R [ TRUE, J& 4%
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AT

issuer UUAL, A1 B ¥ B 03X 0 1R 57 B9 (B %5 T B4R b (B A B0 B 4 R

minCRLNumber JCAL, SR EME D FRE FEMBIEMELS CRL ST B P ME; R F/# R
HAREEE CRL Y B, MEE KR,

maxCRLNumber IEPE, IR HE KX FHEFHEMBEEN CRL BV BHRHE, R FHF#ERHE
HEAERE CRLEY &, MEAE LR,

reasonFlags VLA, AR FEFT R Y (P B WA — WS R EM R W T FEBEEN S AT BY
only SomeReasons [l FRE; MR HBUHESQSHMEN T S B P M reasonFlags At
AR, KENREMBREERSSHENSH AT E;

IE: RIAM reasonFlags BRMA LM — 4 CRL MIEHE!,CRL o B8R {0-& T A B E A (R # 4 ic 3.

dateAndTime DLAD, 105 {6 % FEOK T B 77 48 0B HE 69 ThisUpdate 4+ #0183 H/NF R
FRAEH) BB B nextUpdate B4 B9 ; N R AT R B HEMHE AR F nextUpdate B4, M B A CAT ;

distributionPoint PCE , MK FFH MR EEG M AR 56 Q8 & 3 B TR A A6 P 5 R4
MEZFELY R ENE P - BHREANME;

authorityKeyldentifier IGAg, (N R AR FREEEPHAMHESFTFERPHFERNE MR ERBREER
AFAEBHANEY B U E MR A EFAHFHEAFRFEETHEREE T . BLAHERE
1109
11.3.7 WERIAFLE

B3 hT TR UG B A Ut B 48 4t (B 5 28 A Supported Algorithm B JR 4 B B A S M AT LU R .

algorithmidentifierMatch MATCHING-RULE ;.= {

SYNTAX AlgorithmIdentifier
ID id-mr-algorithmIdentifierMatch }

MR FREOESE T RTHENBREER algorithmIdentifier B4, W MM NE B TRUE,
11.3.8 REER |

B UCRC AL NI % FAFAEE MM CertificatePolicy B R IE B R E AR PrivPolicy B {EMELE .

policyMatch MATCHING-RULE ;.= {

SYNTAX PolicyID

ID  id-mr-policyMatch }

MRFEES THEREHMEY policyldentifier 4, X ~# & [l TRUE,
11.3.9 PKIREREE

PkiPathMatch UG B # W) #88 ] 45 9 — M FEAE 5 — A 25 8 pkiPath BHEEAMLE. ESERRE
Y A f AR S VS R AN e R B R, SRR - T LAE(E M CA RAMIE B UEHATRUHMELR
WAL BN ERIERN CAYEMIEREE,

pkiPathMatch MATCHING-RULE s = {
SYNTAX PkiPathMatchSyntax
ID id-mr-pkiPathMatch }
PkiPathMatchSyntax :: = SEQUENCE ({
firstIssuer Name,
IastSubject Name }

AR TE firstIssuer 21 £ B B9 7ETE(E S AR M7 G AR SEQUENCE H{# 58 — ML BT issuer B
(AL A G B, 3 BL7E LastSubject 244 o B 778 {55 ¥ B MO FE A6 (B 49 SEQUENCE H iR J5 — MEH

4 BR Y R0 A VT BT L TR 4 VR ED B RRIR [ TRUE, MR AR LA B A T, ARRLR [7] FALSE.
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RB=ZFE RUELIBEZR

XEE LR BERR Y T — M HR, XN ER DA S AUE MR B R (PMD . X
AT WO RE 68 STRHR U R S X RO R A

$e AR B — 4 SR B 5 R th — AN E B A IE N a3 BEBR fF R E B B F 8 A M BOR & i3 R i1
B REBETAEERES T HRE LMY ROAGIER KRB, RTEELT REL-SHKL, L5
— AT BEIHUE—ESSTET R, BEESMRESIET LA AT RE. fm, EXER
B, R SHERMTEERETUEILA M R ETRITRERENLE. RZ, MR
W TR RE, ESATARY T — U AGARRES WAFARERBCR2ZENEEA. T
AEERA—AAAEROES. BHEER—EEARESHERAPSRE. BRI RIEEF
WATHE-RAE L ARBE-ATTRILEUE—ERHARY R, ANEEXTRMY R, #ik
BRI RFHER B, R AR EE ST eI EASH ARmy &,

FRBHESHRE NZENARFERES ZWRIEEBHARE. RTEAREEENERF
A BT T X BAE R IETE 457 5 60 50 B IRBIRR LA B T4 52 A& R St .

FEMBEARTABHAESRERENTETRE, AaAEREXBRT& . AAENBESH
ARG MM AR ARFE D, A, FRRgD, BEESHEHAZLEN.
REYEREAALHEALEX MERNY - FEH, RELRABHAEENMNA . BRENPHATQELES
WA, B e SR R 5 TR R WO FR L AT AR B

B R R BREMX B RELHET A QT RER.

12 M+

AHEREERERUSHRS EEMEM DR Y HMNEZ2RS SN -E0 S8 &
RN HLEE MBS, A THREFAFHEEE - RURE. AR RETHNARLE.

AFEREERENIERS—EHEH  WRHES EF CARFTEMERHERR, WAHIEHES
HERMSNBRE ., AHERT LA E—1 subjectDirectoryAttributes &, ¥ B @ F 5 A HIEH
MEEEEARREN, XMHES T TFIER: RALHILHAHIE BMEN A (CAOBRBRFFH
(AMYPIEFMEN M BN ERBS AT SR A BHART G, SMETETEAER AA, NE
EXEARSTE S ERFNEN T BREFELAHIESF ML ROSRSEERELHIERY
subjectDirectoryAttributes 3 B TP 4+ B 09 B 540,

AEHBRHELT . EEEREE - ML AIESMERPNA - E . S aBES
B4, A EMEVLE AR R FHER S AHIES R B AENE, 3F 8RR &80 LG AR
HRENICAAEL . 57350, 0T RAFE— 1~ B BRI R AF BO AR AR, 3F LBV IE M “FF 13 /< 1 7 7T 1A
RETABIELHENHN/ZRETARR AA RN EESEN, 8 AARTHEHIEBMER, B4
T—ARBEWFERER R PMD, W LM F PKI2 Y HEHE. B, 7 PKIM PMI 2Z[E X
AE—BHBRR, EXNMKER,PKI AL ARAMEREIE P RAGEMR/EENSDG.

12,1 WEIEH &4

RYEIEH S EEAHIEBRA ML AL . — 0 EETTLE 25 HAHIE M X8 & A E
¥, BAELEHF—MERMEOAE R AP EAFIEBRBEE ST UREN), Th L BB 4
HETRUEMEFEEH. ERARMIERACNIAARETAHIERNREERWERL T B CA
ERMULPEBE AA ZHFMBHIEBTHEARARNBHASTESE. E— AN LEERER A
PIERW CA, X R RN BEIERK AA MR T, SR FUHEF6E F A W A9 % 49 % 8 2 iE 35 1A 4THE B3
&4 . R AEATUHEAMEEGE B EZ R M ERA R FARSNHER.

JRHEAE 4 X WF
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AttributeCertificate ;; = SIGNED { AttributeCertificateInfo }
AttributeCertificateInfo . ; = SEQUENCE
{

Version AttCertVersion -version is v2,
Holder Holder,
Issuer AttCertIssuer,
Signature Algorithmldentifier,
serialNumber CertificateSerialNumber,
attrCertValidityPeriod AttCertValidityPeriod,
attribites SEQUENCE OF Attribute,
issuerUnigquelD Uniqueldentifier OPTIONAL,
extensions Extensions OPTIONAL
}
AttCertVersion : . = INTEGER {v2(1) }
Holder by = SEQUENCE
{
baseCertificatelD [07] IssuerSerial OPTIONAL,
—HEELHIEBYETEBFHE
entityName [1] GeneralNames OPTIONAL,
XA AEE
objectDigestInfo [2] ObjectDigestinfo OPTIONAL
— MR IR G DI Ky vE
baseCertificatelD, entityName 85 objectDigestinfo £\ T & b ——}
publicKeyCert 1,
otherObjectTypes (2},
otherObjectTypelD OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm AlgorithmIdentifier .,
objectDigest BIT STRING }
AttCertlssuer ; ;= [0] SEQUENCE {
issuerName GeneralNames OPTIONAL,
baseCertificateID [0] XssuerSerial OPTIONAL,
objectDigestInfo [ 1] ObjectDigestInfo OPTIONAL }

— BT H
(WITH COMPONENTS {... ,issuerName PRESENT } |
WITH COMPONENTS {... ,baseCertificate IDPRESENT }|
WITH COMPONENTS {... ,objectDigestInfo PRESENT })

IssuerSerial ; . = SEQUENCE {
Issuer GeneralNames,
Serial CertificateSerialNumber,

issuerUID Uniqueldentifier OPTIONAL }
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AttCertValidityPeriod : : = SEQUENCE {
notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime }

Jt A (version number) R 2 BHIE BN AR B A MR FAH Cholder) 83 objectDi-
gestInfo, B # K F & (issuer) f$% baseCertificate]D 8 objectDigestInfo, M i A4= & LN v2.

A # (holden AR fF i BAAE B A E M S 7.

& baseCertificatelD F7E, Wi H Z B IE S EHENN, TUACANEEREE IO LS
.

R entityName 7276, 5] LA EIAERFA HEH— P HE B, WF holder th HA entityName,
T 244 B2 A 45 7 R A AR AR AT — N S B 2 — MR R A HIE B W LRI RIAIE KRR A
EHE{H. R baseCertificatelD #i entityName [E B 7275, M BEEH @ i baseCertificateIlD 1§ 5EH)
IEH . ZEXFMERT entityName (U{NEH - HBHIEEREERCE2LIAEN ASIEHRHIR.

¥ 1, B R GeneralNames A iE&H £ 1 AUE B GeneralNames RS54 H A K. BHb, M {FEH General-
Nemes hHEHE AR UINESH AR THRMOFEENSH. LRWE ARTREHARIESH FHES
EEHRANFELNELSFF S S EREERNETEEBRE CARBKNELTE, B4 HNELHE
FRE—TAETMIERM TN, 76 & BAEIE £ 15H F03 B GeneralNames ) — 3% TR (48 TP Address) &
REEW, B GeneralNames ELRHFHFRFN D — MRl BR EWABMEH AR BE K
MEMHAE AR ERoRL R,

WRFTE, ObjectDigestinfo HERANKMERAEW G, @H—TTTHITHR/TEE L —1 Ja-
va BFE) . MR {5 8 I B objectDigest (WM H 3, SLBFFA HHINE, X1 EREDABNR
& A ObjectDigestInfo FMINEMABR B HEOE. WEBEHFE M TEHABRBIEIELSHEE
PR EMRRR EHATIALE.

—PublicKey #f7Eff B E P EFHLE A HH Hash HEHH, - 20T HA T H T
Aol —E—MEBCERES AN FEAETL S RESMER . I THBHRIES
BRI MAAE DAUFETAYHEN PN AARRNEM TR REIIM. HE,
HF B ME ASREFY SubjectPublicKeyInfo %7 8 DER %, X3 AlgorithmIdentifi-
er # BIT STRING. 3. WRAERS AZ hash B8P 89 A0 B N ASTIE T b b B
Y, 0 AT R B R — P T HASH, Al ME— A iE—NMER Bl mMERFELEE
EWMBHESABRN AT XHELAE N HASH BREZT B A. EXTHE X
Hash B IE# A £ B0 4 &G R IS HUHE , R T DA R T A9 1 P A SubjectPub-
licKeylInfo 3275

—PublicKeyCert ¥ 7E 24 $31E 45 #% Hash B 5B . X > hash iR & T A #iE F 8945 DER HE,
wEELNM.

——OtherObject Types $# ZERR T AT 20 G0E 45 LA B X B AN S0 0 5 25 Bk hash B} 358, 7T
PUAEW R RE RN B 0. B hash #9385 3T S 07 GE 3 0 8 49 0L RE 7O 26 RUBR R AP B
B BREARMBA RS RA Wl TR ARk E.

issuer IFZ iR B AA B KHEBM S 6.

—RFFLE issuerName, W R INER T E H— M RENT LR,

—IRRFFTE baseCertificatelD, Wi 3 # R BN E R AYHE B R IAERFHE, ﬁj‘ﬂ‘:#ﬁqiw
MR EME.,

—JRFFE objectDigestlnfo, Uﬁﬂﬂaffﬂ‘ﬁ%"ﬁ%ﬁwﬁﬁ%B"Jﬁﬂ{ﬁﬂéﬁnﬂiﬁfﬁ%

signature B3 IAUE B HIEB#TTHFE R OMFES,

serialNumber EH F AR XA EWEAME —ANEBHIEBHETE.
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AttrCertValidityPeriod 7R B HEIE B A XM, L GeneralizedTime B FET.

attributes 340 & Y | F FE B IAE 00550 E M X0 B MG 580 .

2 EREHATREERERT, BENITEFIT A%,

[ssuerUniquelD ff LA FREZ A HEHER R FBE G AIE B B0 EH .

extentions 1 1% 726 J& YRIE 35 1 0 B 88

PR AR AR IE BAE R F ARG T EME B PR, R, RATE R B E R
AT HIE BT RAUTT U EE N 1 subjectDirectoryAttributes §* BHEAPHE 4.
12.2 REIEBHER

Bl AHIEH—%, F e HESE —NBEESRE W 75— AN ERESD . TH
H) ASN. 1 $u3 268 v] LL Rk B il Bk 12

AttributeCertificationPath .. = SEQUENCE {
attributeCertificate AttributeCertificate,
acPath SEQUENCE OF ACPathData OPTIONAL }
ACPathData ;. ; = SEQUENCE {
certificate [0] Certificate OPTIONAL,
attributeCertificate [1] AttributeCertificate OPTIONAL }

13 EBHEME . .SOA fIEHAEMBHER

A BL (AA) AIE B AIEN(CAOAERE ERTSMIMOF 2B T AW E EwRMm /).
“Brin "R B AR DL B E RO M PMI B ok, B 5 CA B58% PKI, AT A7ER) 3
PMI ZRi##4E3Ti547. B CA BES P SO 8RB, B4 5330 R0 W AN, Bt
CARMSEADENY AARNEHE L, B LERTREHT AN TETHE AA MZ)aE(E . E T
WEEETHFIERFIRES.

BRIV GO BZENBRERFRIN  BA AT IEENES NEE, —FRET LR E
145 2 THEE (R A0, R4S B 480 89 SOA, kIR # SOA R . SOA &RGHE—T AA X SOA X
HABSEARZ A TIEH IR B A X L& o, 75k SOA F PKI i) M CATE FEA®
R, FEXHE A SOA P JF R R H R SOA B BHHET . 83 Eh,CAs FEFFEEMEA
A SOAs THEBMI L, AR M BRIR I T A SR PLA . A H MR RS R T E XM ER , Bk
EFEX S IFE AT SOAs WIBMSERRE T A2 M.

BT EREHIEERE USSR ESHARTRNEER.

a)
b)

c)

d)

EVF S TRE BT AR AUAT L B th 25 AAL B SOA AR A Ol Sz B S 10 .
S fo B 55 T 6 T T 0 0 €5 05 0 09 3% BB MO R R A UE S L TR EE B P 0 R R A
THAFMAM, RGBS T N MES IS A OMXNSR, fESRTT L E 5508 Bk
HFINA M E) BB R AR A e E FHRETE S,

BESR Y B — A T B M B B XS BT 80 8. — BB ML U SOA AR 4 — 4
St 3 R R EITE AA BIIIRELI R S BRI, BTSSR ELA T4 AA P
AT AR REAE L — A REBEE— S HRCE RO RBEE, F i AA T EIFBEN
R TSR AR AT R,

fE— IR A, [R] A HFE ST PR BE A LAAT (O AA LA TR CA MThAE. SHRE A 40E
) subjectDirectoryAttributes ¥ B W, 22 M HRFA - YR LKL NEEEME
MR, EHABT SR, NFR Y S S B CA T AATEFA 00 T . 7 1% o P J
A 5 T 7R 2 B 4543 B HR AL,

HEHIEBREMERGERNSAENLSFIERN,. PRI TAEFFE(HBNERE RERES
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EWBFEEA.
13.1 RMEERDPHER
SEf ] LA 5 R O SR A
—EREEEENAE BT REATEASNES SE=FMIER,AA ATLUB T Wiy K
EATRER. BIRFHEEIESE SFEEE— T ARNRAMNEER BEH—TRE
PRI Z 41, LA A e . BT BB B AR R AT AR T R &£
—— Rk, — IR AR F A AA IR, — B8R, BHEIEHHAE (OB R AR E
7, YR R R 32 R BB IR O B BB TR SRR AL,
HEERENBEREF AALTBITRRRURA SR L SRE T ETE., BT Ed
#h Cout-of-band) HL# , 28] F i CA S8 16/ B4R BYIAIE .
EF PMI S BHIEBES TUUT M - NERE .
—— AR FE AR RE & R RRAAL, A AR A A SR A1
—— A FHEBINELGH KB ERBESBEATRFAE;
—REGHARTREEVSHIEF AR (— L MHE — &), 58
— RN ARENRBEREARR, ZNEES AP HAFASHBERNARER .
13.2 DAEPHESN
TER B P  FrAGE T CA WK RIES FERB, XEHRREE L BT AHIE B (B
HAFHERAZCAB T FNEMIEEMTRAAREESR) . EXHELT . ANESELHIESH
subjectDirectoryAttributes 3 B 1,
XEYLEE S T LT AR — 3R .
B — 4 sk Al LLE AT i CA #1 AA BITIRES
— WA GHSEEEES TN A5G
— A ARFHFNEHL;
— R FH B TR R B P 855 A 8L (FE subjectDirectoryAttributes B H 1) & 4
RAMAMNERSE RN FAFSREHAXHT BRE LS AR R E P,

14 PMIRH

14,1 —jR#Es

— RN EREE =D NEAR R B HE RS .

X &P LA D R AP B IR W 7E — MU RS R A XA R RO REAE I RTIAE.
RBHATLSHEANTE@EN SR TERAEFREZER"IRTENH A SR XHFRETR
B EMAEGHRITENCM, BP0 R BB AT LUR AW MM H T R e £ 8
TR,

FEAA R 8 R Fr R AL 30 D0 e B 6 I PR A5 B L R AL A SR

FEAUHT 30 E R B B P IR AR AU 48 E M SR IR BB T 9 3B 1A

TR 4 2 B4R R /R R E B R T LU PO O i

— FERE SR

— B YRR

— MR GIEAEXHIE, YANIRET R

— MREXRITEM KA, R T ENBBE,

FREFENSIB TIESRAEMN ESAFENFELIRE AT U BRBERZ AR
FEEBRORR. TN RERNFEENREIES (RAELHIER M subjectDirectoryAt-
tributes § Y, E Al LIZERAER P R HHERE, KU R0, S aEd E R R

60



GB/T 16264.8—2005/ISO/IEC 9534-8.2001

WAL LUES S AtributeType 1 SET OF AttributeValue BB S HELH. T 240K
R AT ERE R R IEE, A — 8K INTEGER 8 OCTET STRING. Hfbi
—HEETRSE RIS, ERFEDPAH T,

TR TERHEE N TAEN R BN BB REAT S ZEBERAIERESN. ¥
TRIESZ BRI EEE, DR R BURES . R £ T ARG M g . — U0 B 5 00t 2 S i AR
ABRAHHEEBEITHRAS L HELAYERANNEREECHTRET. B-RBHL%HEE
RERBEEHNN FAEREPHNENLEBMEL, M TUEEERARKPHEILE. XH
BN ZHAAIFEEHMER, FWAELTERRPHEEEBESERNH 244,

FAORBE IR T RZACHNENRE. B SRRSERHLEX THRRR N THNERE
ROTIA] R i SR 3 2, B, REFR %5, AT SRAL RO S iR R R 40 9.

A AR E SUBE R ERBELAN. R DYESTHTHE WABEEEH, 444,41
R—EHF., QFERAXEANFEMEESTURATRHAN. FEEATE XERUERWIEE, F)
g R AL AE B —ARR . M RRRAREA T E K.

PrivilegePolicy ::= OBJECT IDENTIFIER

AR K, P B A — £ SR Y AL, 3 B e I X A LR IR 3 i — e At Ty A A/
WP (Bl IR 2 S SR B RESORULAN . RETRMNERTLEE I RBEIME,

MR, AR E BT R B s B g e B R B RS H M THESHE
RESLLEXEAENIEE. SR FEBRETUE— T HENT2RERMNE T EREN RS
ERTFHAHRE RETURAMHBEERRNEESROENRAET. XRTERBEERTFS
FHAHITHRE. B0, £ EDIFACT B8 X, BRI UESCHMEEMN X 411 785, HEE PMIEH
ShRTERRRE MM A PERTG. EWLEEERE PMI ARRREIES T HG. B, L&,
B, BA AN 7 EERE.

ERNREEREMEERN AARRAENSANBERR, ERSHNERETLASFEZRR
B AAs B @Y IE SR AU I & AT LUE R AR 2 AAs B A7 RUE 5 17 [H] — R AR B BT IR, X R [R)
B AA ADTER KR LRI,

B BERT LR EF E R, BEA R RN . 550 P E A0 — &R E, SlInRIUs 7
E FERRES M TREANARAE.

14,11 PEEGIERE R PMI

3% F i el g, AR EEAE SR (ISO/TECL10181-3 | ITU-TRec. X. 812X 58 X T % 1] B T 7 ] 48 41 1z i o —
EHERAMBE., B ZERRBETHATFABL P BABIVREHIERP R ERRTOBE U
X MERERGARZMHRE,

AES P RN ERABREENREMERT RENSENER.

A FR A o B AR A R B A R B e g AR R P U 4 A B R (ADE)Y "B TE .

A TR T AR A0 X R i (R o (] 4 ] A 58 7 7B SLE S B AR AR X R

A4 A B F U [ MR R A R RIS R

ATB A T 1 R A0 SR F 45 7 T 428 o HE 4 8 U0 5 ) 2 ) SR AR T e o SR e R )

FHEMAF PMIZ2EABEEE—TZRPOALGFERE L. SN, ZEREHREEE
EXNBHBRE R BN TR EL TR BN ER, X 22 RSP M REZRE
REAE—SEH. FERREERERESTFER, RALEENENERATUZREDE LK
Fh. :
14.1.2 FAHEBFERL PMI

% F AT HCH, B EHE S (ISO/TEC10181-4 | ITU-TRec. X. 81)E X T MA T AR HEH B —EM

KARFR, B RBEBRMET AT AP REAREZA IHREHER S T AR ER RS,
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EXMERBREAEZHAMEKR.

AT PHENEREEEIFTIRBER P EREF AR ZEANMAE.

A4 F AR B Z R B A AR R R IR R AR R R E A,

AT 43 v P T A RRAR AN A X 5 O Bk R T S EE AR A B B AR AR R L

22 BFAY v ) SR B8 AR B 5 S AT HERRAE B 7P A UE R A L B K B A B R e ] AR R R

AR AT i R A MR TR R AT HEAHE S8 R R AR AT SR R 2 IR,
14.2 EHER

0 TR (B B T A RS FE R BUBO R T R DR s B . BRI AR A AL U R LR
BWE NEFE ENERNFETR(LED., $NAFREREBRLSRFREFHRE. X8
T % A BT S e T T 3 S Ao S A 45 S R B A e A T R AR, AT A A AR R R — B
BRAMEBRETUREESH.

Bk E LS
W%
wEAHE AR
P HD
3 EHaEs
R ERE L EBABIEBIHAEN S, ER G KB A BN E AR A Tt R 2,
14.3 HEER
HEFET AT EELEN. AW, X A RERMN TS, HIEFNENRENTEEZBTE. &
FAE R B VU R R B &, SOA, Hifth AA LIRFRBEHRELE O

BEH
Vil
B HeE
R PR
B - L e L e
ClmS e
§£\\\
I B
HiREk g
HREEE
4 ErEH

XHFAE R BRI, SOA BAFHE A T RN RVAIES ZAH. KW, & SOA LF
R BT AA TIRE, DL RGE o 25 M R A CR e ) — A T8 W IE B /Y & A X i S8 {7
HE— BT . SOA BRE7E S A4 E 4 L 38 i B O R 3 B A2 K B BR T e SE e o) BT B
HEES . E—TPH AATUEEEA ST - PRHREAEMERT AL RERFAETEAADY
TifE, - RERER, ERAYBARKE AA AEFEEIAFALEMEN. FAd
AT — B RA TR AA B9RE ST .

Ll AEEN SRR RE RS SOA BRI ELLFEE , KPR REET#
— PR B RN ERAHMITEE.

R R EF I SOA 1F 84 B BRI BUR AR BIAENLA . WRFFIHEFRE NIEH AR h SOA
RAH NENAERHELAERNIEPNELERRZ ZBEARNERET SOA RH—MESZ
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W, ZIEEZHFIALHEERAGDT AAF RBHHFN U EEAS AA B SIS HENELER
SRR,

MY FHABEIEBEESRNEN, REBERRTHTHACSESZT LB PO TELHIERH
ERH#ARE. R, BAHIESHASBRREHR ARSI SHEFAT MR T EOSURENY.

EHEBBREFTcARBREIERHR KA AHEHAN. NRGASEN EREIESTEE
HERMBRETURELERBEIEBHEAHTRIE. R, MRBEELELAHIERHEEHS
RUBFREFATURELERABELHEMHITERIE, RE AA W LIEFEE, &N,
14.4 REHER

BENTMERERT -MRABIEFNOFER. §TMERNMACHBRIES, XEFERTELQRE
AERFHAGCREI MRS -TRENAGC. BdfEEEERE - EMENIERARAH, L
L A PR A B R R R A . MENE RS EE WA RS — 1A AN RE R
HH . FRASSHMESERACHIESREWE., AASEIEHATREBMEIES, el L 2AHIE
HEAEHRATESREEBEIES, AMERAHIES. MBEREMEAAGUEINES, WA QN RARS
Bl o] LLE o HoAR Oy =52 B (i, T L FR R e T A B B .

AT LA R ATRERY -

— B AAAUEXEBERENAR;

— AEEERHABAT LB ARE AA 25 E XHEE;

— AENRERA TGRS —#EL, A

— ABRRESERAT L ARIEMEENE R,

05 Ay 0 BEAE R TR HEAE 15, U A & (role) R ¥ 3572 B HEIE 45 # B 4 (attributes) 1. IR A
B BOE BB AHIES, WA # (role) BYERTE A subjectDirectoryAttributes ¥ EHF ., FE—FHFMHF,
A ETEA PR P I AR B BSR4 ERMEDL TR BT BCAA A B AR,

B, A FREAT L B EAEL - TAASERIERUIEN R RN AR E A Y
A, FHEE R WEE ., FUOERETLUHENE R T g2 Mt #EL/ &
W B g, H T R A A E . A RRIEST LA FHER.

BB EL AR EABMMENN., XA O KRS LUE A A% S
PMI H3R5E A%, R 0T RAZE PMI SRS R (AN, AR BC B ) . QSR 78 A 810 BHAE 5 N 7 B A B 1A, M 235
SrEET AR AEREFIEBEAN A A RIEHEENIS. AERBIES AR BRI ME
B, AASRIERMEGETUMIFAARPBIEEHEAE, FETLT 4RI REH#1TEH G
WGBS . MRAHE S R MIE A HIE ) &) LU M 6 4 B ik 45 » 1 W7 R 3 3 7 A 4 5 4%
W ERATBC. R, A0 UE B IE 35 05 512 B 5

B BNELEARACHERTHESEMERLENTRE . BAXEMNIBEAER FE X T AR H 5 E

MEEBE. SESRIERNELERTUEERFM AA BTN FRAMAGIEBIESRMN AA,
14.4.1 A4

FrPUR R R MIEE RN R EE, AR TAR e E. 58—, RESHa
EXTHERESRACHERYE. AAREEMNAEARABLMITIEEE.

role  ATTRIBUTE i =

WITH SYNTAX RoleSyntax
1)) id-at-role }

RoleSyntax S SEQUENCE {
roleAuthority [0] GeneralNames OQPTIONAL,
roleName [1] GeneralName }
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BB THAEACSNUEBH attribute 8, MRAELSEHEBEAHIESR NEHEATER
A4H1F B #9 subjectDirectoryAttributes 3 &,

HIRIFAE , roleAuthority FHIHETATE S 3 75 #8 €358 T 45 928 IAATENLHY .

IR roleAuthority #£7E, £/ roleAuthority B— - Z WAL T4 A U580 IF B /Y issure B,
R REEAACHMEES MEMNRESRAACHER., IRFIERREERETESA
£, 1 45 BUET B B 07 SR 6] T 4 £ 1L IR E 5, 000 Ay 12 4 4 B i 43 B4 DA E L4 4 B 4P L 09 1% SE L. 1
ERBAVHIRTLEZ 5.

0% roleAuthority AFELE, W AT FE4E HAMENLAG 1) B Gy DA A r kg . A RIEHPH
roleSpecCertldentifier ¥ BELHRX A EN MR 2. EXMHERLT . AARBHE SN FHReHN4E
Bff,

RoleName Al TIAIER S ZBHEN . AESACIRIEBREENAC, NRFNREEFERAA
£ UL B U 5 2 4 B 4R 1 AR 10 Y R AR, T 32 R 0 2 0 A B TE A B BB E B Y holder 3Hp

15 HNERERT R

RETHNEHE, CEUTIERY BESEIERN. REYV BERSNE L. UTRIBET &85
RAMIEHERHM,

B SOAMRIRFY RIS, R LY IE BE A4 B4 T M 3 & (0, subjectDirectoryAttributes
T RAE,BATROEAHIERHITHEEINIET R. BRAHEFVPEFEENANT B . RAY
B 3E BT subjectDirectoryAttributes ¥ B g FF 5 547,

¥ RAREES(ACRL f AARL S E MR FIR, TUEFFE CRL & CRL AODMY
B ABARME W ENT CRL #1 CRL AOY .

THREFETEUTERPHT B

a) EFFNEE BV B LUEE SHREHMXHELS;

b) M EFHY RAUGESHHRELEBEFEEXNER

¢) FEE S TEEMEEREIEBY BT RAEE SN BT FIRAM%;

d) A& R RALZERSE XA A EIHE R EHXHER;

e) R AR R LIAEN 7SN EEEREE.
15.1 BERNEET R
15.1.1 |k

THRRKEELIFNE R X

a) RTWEERLYFEMERY,;

by RAEEFERICBRETEFEABENRSS/RS:

o) ETWELRLHEBIE DR RAFNFEREN/ SR ERFOER;

&) EWEBRBARIEEURE, T4 B ABUR SRR — A .
15.1.2 EXARNEET RE

EXT TENT R,

a) BHEHE

b) HEEE

o) FHPBH

&> AEHIFRFEE
15.1.2.1 HERET R

AA TT DA B [B) AR R 8 e 9 TR 7B 10 B[R] JE) K L TE S RD phy AR AR AT R A AR AL, X AR AR AL
REQUEY RGESHRIEM. W0, AA TG — M2 ERFENES, E REETER—ZEM AK 15 9:00
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BN 500 Z#ITAHE,. BELAT FERTENSERHEBEEZNARETE.

BE LT

timeSpecification EXTENSION 1= {

SYNTAX TimeSpecification
JDENTIFIED BY  id-ce-timeSpecification }

AAGEEE SOA R BN AEHELENEM AA IEREENBFIEREAFEBRFTULE
EMY R, EXHYBANKEELEUTERS .G SOARRFT BIIER REWH AR LR
REHE AA LS.

WMREHS AA TEMWIESTHFESIHY R BKACEERATIEST S OSRMNESEEN.
XHARIE AA R AL i H) 8 .

BT X RAEBEBABAT T St , P XMy B0 A e e, GBRER. e
FRMY R RAEEE X TN 0 A WS R
o MRV RAE,ARBRIEEHAERNE, MAHIELIES.,
15.1.2.1.1 HEREELE

Bk JB) 40 95 G 0 B0 DK L 3 FEZE S 5 AttributeCertificate 25 BU{H X 24 .

timeSpecificationMatch MATCHING-RULE sr= |
SYNTAX TimeSpecification
1D id-mr-timeSpecMatch }

WRAFHEE 7 timeSpecification 3 & , 3 B I (H P B9 7 55 40 L 77 (6 P B9 4L P L RS, I DT
B )58 1) TRUE,
15.1.2.2 BHEHERYV R

ARFEY BRUERMIERRENRENRES/BF. SR RAREIERNERTHRED
B 55 &%/ R 4% .

i 5E T -
targetingInformation EXTENSION 1= {
SYNTAX SEQUENCE SIZE (1., MAX) OF Targets
IDENTIFIED BY id-ce-targetInformation }
Targets ;. = SEQUENCE SIZE (1., MAX) OF Target
Target = CHOICE {
targetName (o] GeneralName,
targetGroup (1] GeneralName,
targetCert F2] Ta.rgetCert }
TargetCert ::= SEQUENCE {
targetCertificate IssuerSerial ,
targetName GeneralName OPTIONAL,
certDigestInfo ObjectDigestInfo OPTIONAL }

R targetName H AR, MRS B mRFE/MEFHNER,IFEQBRERIESRENERT.

IR targetGroup A AR, B/ EREKER, HEQTREMIESTE N BT, Target
Group # BiF AN B M E A EERT S PETITE.

ISR targetCert AT, MU E N EESR AN BEFRE R/ MF .
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AACEEE SOA) B F R AERE TR ANHA AA FImLEMBEHIERF T IEMTE.
B RANZA S AU T IEH D AHIERIRA BT R S HE AA KIEHR.

WREMG AA LENREIESHHFAEIMHT R, MESGEMN TIEST A EHRNEEEN,
I A AA K ATESS K] A

VERXEBH.

WMRY RAFTE (AR AR EE I AT R 250, WA 1048 R M5

WMRY BT WA BAEEBEEN HiF O FE o Bl IR S 3% .
15.1.2.3 RApFEQYR

FAEFNSRE, AP ERT BE AA GBS - M ERARFAENEN;EHG & BORIEIE S
B I BN R AR RUBAEE .

E I -

userNotice EXTENSION e = |
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice
IDENTIFIED BY id-ce-userNotice }

AACETE SOA) B A i Rl A B B SR Kotk AA RIER SR FEBRAYIEB P TUES
EHYR. EXMTBRANZESEU FERY . 88 SOARMY RIIEB. AW A ABAE LS
WU E AA MIES.

MRERS AA LEMIERHFEZFY B, WECEHTFIERPHFEOSHFROEREEN. XH
AR AA Z A0 UE R AT E A

EEFRGERR, URITUZXEBHEEXED.

WRY RRBAT AT, W BE B A PSR o R RRIEE . MRS RERE
W R AU 4R O 45 R AL AR A (0 R A TR B MR RS E R AR EE R 02008 B P S B AR A AL
ElE.

IR Y BHAR SR, MR AL UE 3B 7T LARHIE 45 5 i s B e A i s AT AL WA I L PGB A
72 BN Sy PR AU BB/ SRR AR e
15.1.2.4 AEMHNIRBYR

GHENRBREN TARBERINER, B SR EFTUEBE—REHH.

I E L IF

acceptablePrivilegePolicies EXTENSION ;.= {

SYNTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegePolicies }
AcceptablePrivilegePoliciesSyntax P = SEQUENCE SIZE (1..MAX) OF PrivilegePolicy

AAETE SOA) BB A I AL At AA RIS SR BHIEHRAHIERPTUEA
XM R, WRAFHIERPLEXMY B, M T subjectDirectoryAttribute 3" & 1 45 & B AUE B,
EAERRER AR E S BRI,

WRFE, M BHARHAXEDN.

MEYTEREE AR BIEERRIE, NBIEELHHENELENFIRBET BdHin
HE,
MRY BIEE NG H AR T WE B #iE%,
15.2 HHMHT R
15.2.1 WX

UTRSBHIEBHMEHEEHTR.
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a) REM CRL X/, TFEM AR M CRL R FE— AA B/ KTEIEREA N T£;

b) B PEIE B R A R A A A A R R A TR .
15.2.2 WHMHT RE

T REEXWT .

a) CRL 41 & ;

b) EHHER.
15.2.2.1 CRL4HAIE

ERBAHBE 2R PELT AFEEPEAN CRL ALY E. 3BT USSEREESF,
W UFHET RS AAEE SOV U R EHARRERHES T,

WRMES PP CRL 404 S8 R, AR BIEE B S A AHIE RS 2 FH R 2okt
By RE.
15.2.2.2 EHMHERTRE

TEXEEIRE T (F W R RE B AR EE AT ERNIER. AATTUAREY BERIER:
BAAZBEEIESRRAEREREER. HEXWT:

noRevAvail EXTENSION .. = {

SYNTAX NULL
IDENTIFIED BY id-ce-noRevAvail }

BY R T i AACEE SOARMAXMTEFBELER D, W AA BALYIEBHR
PEIEH AL X R

T REIEXEM.

WRY BEFETREERH NENRIFEIAFEIRHEREER.
15.3 BETRE
15.3.1 EkK

UTERXTEMENFR:

a) TEFREHED,FTE CA MEA Al 7Y SOA LK BH

by WEAER SOA J R IUR M E — S0 K R I8 5 8 ORI H AR 0
15.3.2 SOA # Rif

EXLTUTE RS

a) SOA EriHAfs

b) BT
15.3.2. 1 SOA fRiRFFH R

I FRAUE L SOA FRIRFFY B M98 HiE B AT I Y SOA. . iEH EHETLUE X8
KA B, R R A B AR R AT UE A5, 8 5 B0 T A A B A S AR R A RABA R R A ik B L X B IE
THIERARARAE. FRIEBVTURBHIEFRRLHAIES. L4 85 HEH subjectDirectory-
Attributes ¥ J& .

EREFRT AFEX YR, ETHE MO R EAT LY SOA WLk, (U{UAEEKR CA
ISRE A Y SOA MEXKRRFRTATELITR.

WE LT -
sOAldentifier EXTENSION 1= |
SYNTAX NULL
IDENTIFIED BY id-ce-sOAIdentifier }

WRIEBNATFEY R W EE/FEER S SOA WU LFRHEM T 2R E .
BAUEEFRAH SOA MATHEST. EAGSHERMARM AARARIEFNIHEN
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BYEEBREAFIER .

XA BRI X EAY.
15.3.2.2 EHARBTE

AR ETESIUR S S SIS B RN M LR ERRETERTRT . A
W3 2 5 SRR DA A 5 4 S i) £ R O B AR AR 40T 2 (2, T AR RURE E ARG ED .

PR T —RHLE , T R SOA 4 RN R M E LA REIEHR MM ERERAN.
BAEXIMTBRHBETE SRS ERFIES, CEBHE BN —FRR. REEEFEER L SREMNRE
FFIEF AttributeCertificate A A .

— BB attributes B R 45— 25 i SEQUENCE;

—RE—-TAERGMIEY (W, B ERFEEE RN XE);

—RFEREHRY R
HE XWT -
attributeDescriptor EXTENSION =
SYNTAX AttributeDescriptorSyntax
IDENTIFIED BY {id-ce-attributeDescriptor }}
AttributeDescriptorSyntax 1+ = SEQUENCE {
identifier Attributeldentifier,
attributeSyntax OCTET STRING (SIZE(1.. MAX)),
name [0] AttributeName OPTIONAL,
description [1] AttributeDescription OPTIONAL,
dominationRule PrivilegePolicyldentifier }
Attributeldentifier :: = ATTRIBUTE. &id ({AttributeIDs })
AttributeIDs ATTRIBUTE 0= {0}
AttributeName ;= UTF8String(SIZE(1. . MAX))
AttributeDescription :: = UTF8String(SIZE(1. . MAX))
PrivilegePolicyIdentifier .= SEQUENCE {
privilegePolicy PrivilegePolicy,
privPolSyntax InfoSyntax }

identifier 284 #9{H attributeDescriptor "B £ —~PMriHE B ML R W W R I7iR4EF.

attributeSyntax HFEFBHIBEN ASN. 1 E X, XM ASN. 1 g XX F7E ISO/IEC 9594-2 H
SR E AL R RN E S AGRERERN.

name HEATUEERIEBEMAEPKTA.

description Al MEEREN AP KIFHRF.

ST RAERG, & TEA KT B AU BT 58 #4034, B i dominationRule A58 T € 1Y
& 3, privilegePolicy 2 4 88 FI X SAR LA X4 & BN A 45 BUSR B L 17 % 5. privPolSyntax 4 #
SETHUORRARESN MBS, WRERITHT, NSFNERNEERT AT ECT BHE
B BT R R R .

R RBRUBEEATRERRFIER L, B XHH SOAERI TV ERXHFEETAFIER
BAIEF L.

T REEXEM.

TERYRER/ & RN R KRR , SOA QIR BHF R IESR—F . B XF R, TLIH
BMAMNTEMBRETONER TR EAAE. EYMERT @37 BRABEIEHSEME SOA
B FW Y attributeDescriptorCertificate B .
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15.3.2.2.1 B#HRFEE
REER R ICIC B L3 Y5 AttributeCertificate 257 A9 /R PEAE R S5 M 1

attDeseriptor MATCHING-RULE = |
SYNTAX AttributeDescriptorSyntax
ID id-mr-attDescriptorMatch }

R EE T attributeDescriptor 37 K8 , H X RS 547 75 89 4142 5 7 58 40 00 A0 17 2H 14 DT AT, 0 I
BN 3E | TRUE,
15.4 HeyR
15.4.1 ®|R

UTHRSHABHX:

— WHREBE - TACHEES, NHENBRIEEZERERIMEHANHMEES. KEHFRES
BLf f 7 5 R E 4R L.
15.4.2 AayR#

EXTUTY R -

AU BERIRA
15.4.2.1 ABRBERRANTR

AATBY B A — T HEEREH, ZRTE AN RNARCUMER . ETUFEETAE
EHE 4 o () 40 & A R PERVIE ) .

AbFE AR 4 BUUE BB, R BIE S ERB EA AN BRE MM EXiFET R AN, MREAA
BHE B Re A e, MR TERIES.

BT |

roleSpecCertldentifier EXTENSION ;.=

{

SYNTAX RoleSpecCertIdentifierSyntax
IDENTIFIED BY {id-ce-roleSpecCertIdentifier }
}
RoleSpecCertldentifierSyntax . : = SEQUENCE SIZE (1., MAX) OF RoleSpecCertldentifier
RoleSpecCertIdentifier :: = SEQUENCE ({
roleName (0] GeneralName,
roleCertIssner [1] GeneralName,
roleCertSerialNumber [2] CertificateSerialNumber OQPTIONAL,
roleCertLocator [3] GeneralNames OPTIONAL

}

roleName i FHIRAR . BEARSEBT RSIIENAGCHPIESFAEFEHEHG PR B HRMAR. role-
Certlssuer iR E A A iEHIER K AA. IR roleCertSerialNumber 4, M A5 T HEMBIES
MEFS., FE.NMRIMAFACEFINENRET MAFNACRINEERTSAE. FAEES
B RMUE (B4 roleCertSerialNumber H B AT HF A SHIEEFER., REELMHEE
MFETATEZRE BEFEZHMERT . EXFRELEN. SR S 4. XL RAas
BERBHELT . EH A3 EH S A AR,

MR roleCertLocator & .MERAFHTFERABUMEEHNGFEEL.

XY BWBEETAASERIEBEY.EREH AAGEIE SOAY KA Hih AA TR 4T HEAUS
AENREIEPRAFIES. BF SOAGRFT BN EEFAELETE.

WMARFE FRBEETEXIMY BHTERAGENALES.
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MRXAT BRATEE:
a) WRARMmAFAEARAGEBIES XH
b) {8 AR RS A G U AR 2 AR B9 B 3R 45 A £0 0 BC A A (B B0, Ay 8RR BUAE S BURR TR A 8 A b A
B).
Wy REREREN.
15.4.2.1.1 fEiREIES ID LA
£ G R B IE bR AT T RD HE U] L 249 /A 5 AttributeCertificate J& £ {8 2 & tH% .

roleSpecCertldMatch MATCHING-RULE =
SYNTAX RoleSpecCertIdentifierSyntax
ID id-mr-roleSpecCertIdMatch }

IR AL & roleSpecCertldentifier ¥ i {d 5% 24 il {H 4 20 {4 5 77 5 {5 &9 25 {4 48 T B¢ , 1) UC e 30
J)ig F TRUE,
15.5 BRFR
15.5.1 WK
LA R 7R SR B R BEAURE %
a) A EARELEEBARNNEL THAS RN AA TEFERLENFHIESS AA
EBXSFE. R AAREARSFEEZRBENEKE.
b AAREREEANAWMEE, Z= H GF SR BRI T EN X EHRET
BE.
¢ AAEFUSNEAN FEKE - TEHNIEDRE, FLBBRPHENERE N TRIE
A&,
) FRHBRFEFTENATEERENOBERIER . HAEEGEREA RSO R EHMIE
B,
15.5.2 B8y R
SESLINT
a) BEEFHHE,
by BREFLE
<) BEBUEFKEE
& WEEHERRA.
15.5.2.1 BEBFEULARIRE
BZEEHET AFIES PR RSN EERNEE XN R, RV, WA LR E BRI
KA.
RE SLAF
basicAttConstraints EXTENSION . . =
{

SYNTAX BasicAttConstraintsSyntax
IDENTIFIED BY {id-ce-basicAttConstraints }
}
BasicAttConstraintsSyntax . . = SEQUENCE
{
authority BOOLEAN DEFAULT FALSE,

pathLenConstraint INTEGER (0. . MAX) OPTIONAL
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authority HHE R R FHER TR FTEEZHMM. IR authority i TRUE, MR #HH % 40K
FEHEAURE AARBFEELHMRMB. MR authority 37 FALSE, U A Z#E — LWLk, #H
AERTEELHHR.

RA Y authority HHAT,pathLenConstraint A REBELH . ERETHEABREHN AAIESH,
AR S RERFEYRIES. OEBFEXMEBM EATUEAEXRTENERE, MAER
it AABPIEH B, MR pathLenConstraint MEETEEBENMBFERE NMBLHENKERR
ARM. TRBEARMEHBBEMT MEBHR. AMARTHECTHAEN AA FHHENR
FEHIEBZHEHEH. AEBEMERETUEL 2 MEFARME. ER/EREMLRIEBRANNL
heE R AAES, R mZ ST REMAE.

B RAWLUAET AAVEHE SO RAHHM AA B RELEMRMIEREAHTER Y. 0F
SOA HRFY BMIER TAREBRY E.

MEZY BEETREIES R, 8 authority 2§ TRUE, MFAVS A & 5 A4 )5 S0 B HEIE+ O FF
BEERHFRERTHMEE BRERAHIES.

MRZY BEAETAHIEH P, H basicConstraints B HZ EHE B E—1 CA, NEAL &
BRSNS, TR R T EAZE AARREILES. IRCGEBRERKELR. M EHE
HEETEY B E M basicConstraints ¥ REEWHRLEPH#ITEN. WRZVREETLAHALS
B, HAFFET basicConstraints @, s F BA EHE—PRWEE, WABEFZ EHFR .

SEBRTERIE, XM B LLEXBHYEEXBN. REAERAIXEN  EHRERA
AA MEEERT LR AIES, BAEAURUE S B 7] 88 6 H &k $ .

WRZY BAFA YRRy 8, N

—— & authority NEB AR RBENE . NENEEREATHEEHEN;

—— R authority (HH X B AN H , H pathLenConstraint 235 FF7E , W FEAR B 3 7 241 25 4 B0 49

BB ESAY pathLenConstraint — 3,

Ry RAE RN, ERURIEE SRR, W R AR A T35 R
i}, R G R AT SRR E

MREY BRAFE. . XY RFAEHE SEQUENCE HAS , MHAHE R EA LA WEE, MAEREY
BRYEIE S, HRYEIEH P ARIE BRI,
15.5.2.1.1 BEFXEEHREE :

EABELARICE AW b YA7{E 5 AttributeCertificate BB B IEEH A THE,

basicAttConstraintsMatch MATCHING-RULE = o

SYNTAX BasicAttConstraintsSyntax
D id-mr-basicAttConstraintsMatch }

IR FEGE M & basicArtConstraints § &, B & Y B ER A 4E 54 E M ITE, W T AC A
i [B] TRUE,
15.5.2.2 BHEHRIR

BERBARBEET TEKzE AP FEEREARB TERZIESHREFAENSRK.

BE LT

delegatedNameConstraints EXTENSION ;= {

SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }

X FAYHER R . P B R LS nameConstraints I RAHF A9 XRMETHEE . WFR permitted-
Subtrees fF7E, M HH AAMBHBEFEE AAMEANBHERZH AERE TP FEERE
EAHMBHIE R AR EHM., WHR excludedSubtrees FF7E, M B IFH & AARBRBRZTHEE
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AARGHBHIEDREASEN, RIEHEAFHFHEE Z LK. WP permittedSubtrees i ex-
cludedSubtrees #5777 , B4 F s o] B4 AP SE A BA IR 56 '

ZY B UHFET AAEE SOV R AHM AA WBRHEBHAHIES . B AN HTFE
TFAREHEERNIEBRO T SOARBRFT RMIEHR R,

MBEY BEETAHIEH P, H nameConstraints P BEFTE, W EE ABES BRIHEENAR
1 nameConstraints " B4 E AR T E PHTEN.

ST REERRAE R . BAIMRLEN AU RIEXEY. XEEFHEmEVEEN,
EMBHEIFEAFFAUARERN AAMERZE T RABETHELRBRHIES.
16,5.2.2.1 #ENARAREER

PR ZFRLR LR AN B MR E S AttributeCertificate XA BIEERTHE .

delegatedNameConstrainisMatch MATCHING-RULE 2=

SYNTAX NameCoinstraintsSyntax
ID id-mr-delegatedNameConstraintsMatch }

MBRFEEE RS attributeNameConstraints ¥ §& , . 24 51 {8 & 7776 19 41 14 5 18 50 4 5 6 40 L1 48
DCAD . U YU EE AR R [ TRUE,
15.5.2.3 AENILREBT R

ERABEEDHEND EATESEMEREREEERIEBRE, SHEREN T HBEREY
EEFRAENARIES. BB PAE R NER AARTEZABRITNEZANENHEIE
EHENBEFE—RREHFFRTERB T EANAHIEERFES. XEFAENRHASIRRAR
LB R HR, MESHIRANEENFTEGBEAPES FRMRE.

BE LA .

acceptableCertPolicies EXTENSION ;.= {
SYNTAX AcceptableCertPoliciesSyntax
IDENTIFIED BY id-ce-acceptableCertPolicies }

AcceptableCertPoliciesSyntax .. = SEQUENCE SIZE (1,. MAX) OF CertPolicyid
CertPolicyid :: = OBJECT IDENTIFIER
BRYRURBATFETH AAEESOVERTAHMAANBHIESE, BV BANBE S TAR
FHMBEHELERREMAHERE., EHEALAEBRIMEILT ., certificatePolicies R H i X 3"
Bl LRt REE R IIEE,
WRFFE, MY RN PR IR KR,
WEY BTN AENRIEEBEIRE, NEIER L HFIEREBEBRRETHREEENEFHE
BAHAHES  E—PHBAFIHMIEB R T #77 TIAE.
WRY BREE, ERRRIEEABRIIE, W a S RIES.
15.5.2.3.1 SEMEHKBETE
& B 45 S8 VU BUHL U M T 5 AttributeCertificate BEEEMTHE . B ENREEHE.
acceptableCertPoliciesMatch MATCHING-RULE = |
SYNTAX AcceptableCertPoliciesSyntax
ID id-mr-acceptableCertPoliciesMatch }
W REMIEE T acceptableCertPolicies # & , B # 24 A7 (& o 11 0 9 4L 4 FU 77 6% £ o 4 97 1 48 4 1S
At Y0 G AT 42 MR B TRUE,
15.5.2. 4 BPEERAFTR
ERRBRLP, ZEFUN AA ASZPDF AT RENSRAR I EELEN. SREEERS

Hffs AA BEHTERN AATTHT BEBETEFHREANN AA REREERESE . ¥ RE—-MEEIE
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BHE G . HPEANNERARAT AT BOESEAE . SRBITEE TR %Y Bk ER
EHMAACEET RGN EIERRAUST RUIERRHEE.

WEXWF

authorityAttributeldentifier EXTENSION

{

SYNTAX AuthorityAttributeldentifierSyntax

IDENTIFIED BY {id-ce-authorityAttributeldentifier }

}
AuthorityAttributeldentifierSyntax :: = SEQUENCE SIZE (1.. MAX) OF AuthAttld
AuthAttld = IssuerSerial

BEEY RAE BTSN BELESERRAS. WRMRHAERN AA HERIEAELSME
B, MY e s K,
BV RAREHFET AA RHHEM AA R REERRFEENBELERR LTSS, ZT B
ARAE RS SOA XA MIEBRAE SOAGIRFT BRHASIERE.
B REREIEXEN,
15.6.2. 4.1 AARIBHRER
FRBHAR R AL H SRS AttributeCertificate B EMITHE . BTN ETHE .
authAttIdMatch MATCHING-RULE g2 = |
SYNTAX AuthorityAttirbuteldentifierSyntax
1D id-mr-apthAttIdMatch }
W RAFEE RS authorityAttributeldentifier 3™/ , 3 EL X437 5 th JU A 48 1 15 77 B 18 1O A0 40 1
DT AC, uj UT BC 42 A& B TRUE,

16 HHEE4EIRE

FRAX B AR AL Bty R AN E F R BAT . R AEIE BB R AN 5 A S3E T Y B AR Ab S A AR 20

B4 4b BB oMb 4 (P R AR IE BB B WRIE GEBAZUHN NS L EFHTH— P HR.

Xt F i1 B —iF B R AR (U IR, SOA EEH N RARFNEHE) REE 16.1 9
R EASR RECHFRIESTAL. EXFHERLT, WRAAEEHNMAARICEERER R
EF A REFERICHA G- RRERNNAQRBAE S, L 16. 2 FH#R. WRFLFHEHRE
BB PE AA BTH.UBE 16.3HHRANEZHRELIRE. FEIBARZENGTH. AOLED
BRENLGETERERE TR EELIBNERRRPRE RS 2R .

16.1 EAASELE

BMBERERPE--MEBHES. RAZEETLAILFHIREXEAHER. HREILELY
MERSE 10 TP R RIEBRRPE—ITLENTH. EERERBEF LA LRECHEREN
SIRASHIEBr AR . 10 R IR A BORR AR B 4R , BR A2 A B 5] S 0 20 46 R 2 S5 B FH B 22 B0 )R
HIE B RAEROAS R P EE PMI A PKIWRE, —AXPMHERBBATHA REM KR
HERE LA B AIE 45 66 FTER B A6 G 15 5 M ELEE 7T LASE RT3 7EE 6 P B4R

ST 56 0 B 5 o 2B S APAR R B L RAE A P B R PR I P BT 6 AT AR . AT S SOA EH
HRBTHE  AER ERBERAEH. DAHRKHMBIEFERIESYIIRTE. B2 . RRER
RAZFCEN XA RHT TR MEESNMARELB A THEERZA. Flo, NRRRFEE
BET A UEHE—A51 R X R AR B L0 BT 30 E ) , A T U BA AT 8 3R 5 o i R 43

X F RS A EE noRevAvail I R RMIE S , WA K I E 26 206 (R R Y IE 5 800 S .

A B0 Tl 3 00 2T R B B (AR AR R T T 9 A4 O A B ) RS Y L A B B) R A AE el e R
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17, MR RAR, S AT IE A R A AR, 3R 5 e AT e E] . AR T4 AR 5 SR AR SR S 2
AgRt I, fHE, R AT ER L eP . T LA 0t 25 A SR FE RO iRl AT AR 2 . R DA IE F3 09, FRAUIE &
MR RS ERFERRAGIEBREREN. FH, RSP HE—IEH RS timeSpecification
F R, W 3 BT P A e AL I B (B 24 3R R B A B 18] PN 2 A ST VR A RS R R

W3R targetingInformation ¥ 8 H BUAE 75 BH $F AL AYTE 35+, W R b T 0 28 00 2000 25 85 B S8 Ut ) IR 55
B/ BFEEERITERGAERS.

WRIERBE—NAESEIES, WKEA 16. 2 TR M4 H S BRH RIS TRIE. MR
AT EEEREHSRRIESEE SOA HENEA . MFEH 16, 3 PR ML o B ERR
BETAREHM,

FERURAEE S E R MR TIREANAEETER BN, BACERAL THELRX TR
EHHN, AAETERESENTMNAEERMAOAL. FREANSFR.GF .29 AA3BNER,
16, 3 B ALT R , LA BRAT (#5535 48 B (B30, — K A9 ET R s M AT Ak B 858, SRR it
fTERE, IR E BT FRREAARIER S E®. R acceptablePrivilegePolicies ¥ B 7E , W {X
LRI EH MNP S EY B a AR A B,

IR LA AT, M AR A B UF & B AR SRR A A E .

16.2 MELEdE

TR S B ROAE 5 R A 43 BEAE S AR LI HE A 0 AR AR 2 B 40 2 IV 1S e 19 AL, 1R BRI
HENACEESELEPNAERETDT. MRFHNEACHFICRER . FNRIEETTEFEER
SEENAZEACHACEIIERAME. fAEMEM roleSpecCertldentifier B MFEETAXE
RIEBHHE .

SESAAHFNERIMSES TERFHE. AR EREHNERP, EfE8L5
16, L PRERGRPRFERATHE R ENFHMNHFR FHREANTFREESE®,

16.3 #|iaETE

MRFAEHMSENFE AA BETHNEEEN, WK IEE L R IERERAE HMHET
B, ERWRIE T T T LA
BEBAEZARE L RAGIERNE N AA o] HATCEMRIE,

~— X FRRMTEE LB RMERAF RN, ZEEBETMEMESHREARN;

—FRERBETIHENTEIAED T AIE AR IE, & A AU B X T 4547 58 0 59 5% 29 H kR
BAM;

—AA NERFENAS L E RFA 0 RE .

AR, FIUREELHEBOTRER. IR0 EM— AR LB EFHER
fi, ek B E AN EAE . AN BE R, BREBETUMEHRRE LM TN BTARK%
.

— EARKIFFEHPEFE, ARBIATEN SOA LR, LB FRRET CA £fH
HSOAMAHIERRBUELE . EX NN CATRARIEECEBRT I F{L. XEMNIEFES
sOAldentifier ¥ J&.

— A B AL TR RS A PIE B R B RBEY B R 5.

—E BRI WIS IR B AT 5 SOA,

= TR B R AR B A AL L AT N SOA & 7 1 8 V18 8 F T 3R 15 gE AT A 4h s8R 98 3 SOA
AFEATER R .

— ¥ DU B, F] M B st A AR

—HETR, FEHAAH /AR, ATk EH SRS,

LERATIRE LA 52 B AT W SMEAT A L AT IR AR B AR EWE eI
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MEEHRE L.
16.3.1 WiFEHIAMe T

EHUR N S 82 R R OC . TRAG IS B 995 B A sk B0 AR e Al L (5 AT DB E R A 2 IR
ME TS, ARETREEN SOA EHFMNBHERHBFIEH TS SR MM A HASH, $5HRIFH
AL R AN A &ALk AE R HASH, 38 X% HASH #17 8, MR EMNHFEL. B ARIESE
PE BB RN
16.3.2 BUFHMELRE

FEIEE AR PSRRI EBBEEFE - M EANITE S, FEBENEEEREHEE
B SOA., ZHEBEZPHE — 4 FMEA L FE S basicAttConstraints I B, HENAGRE S
TRUE, H1MEHMERENZSESNBFEE/ FHRAR, EZHXBEF ENEMEM. author-
ityAttributeldentifier R FHREBREBERLBEPIRE FEMHMEAIEY, BEPMLHERLFESNA
WA E (AL FE P BTE B 8 H A BE 22 1E B9 basicAttConstraints 7 B # pathLenConstraint 7 %r{5 & 2
KL e, XREN pathlenConstraint BRE] T X Bt (BF , 628 29 SR UE 35 480w SE (RAIE 35) Z Al B9 o
[ UEHEG B AR KERYREN L& mIES.

W delegatedNameConstraints 3B i A BIEEEH BT M —MEHBF. B2 AR KL HEF %
& 10 EEPIEBEEAT S E P H) nameConstraints F RGBT EHE.

4R acceptableCertPolicies ¥ R IEBIEHB B P R — MEF P & B FpREBUEH LA H R B
BEPNE -TMERLEMRIFERAAHIERERZEN . ZAHIEBELEET - HERE.
16.3.3 LiE4FMIBM

FEREAERETHASGHAEHENERNENR. BHEFAFRETHEHHNELR T XHEHR
W.HrETrREN—-THEH N TR —1H. '

M FELEREEPHES—TIEB (GEEEEAFEAZNIED RE, R BEE L ARIEENES
WETFRETFILHAHETHEANTE A SHEREI,

5t FE—TMEBRE FRBRESFOAERNENRE TR ST A NSBGETIE, B
TEE RN, BERCE A MR N BB E PR IE RSN, ] 16,2 R, FMRER
) B A BE 16, 3. 1 AR g 45 ok L S AT Y
16.3.4 @it/ RBBE

BIFET T - FERNETLEHE, W EEFHFHENSROEEEN S AKS 16. 1 PAIHE R4
FUR B AT o, IR HEE MRS X THEANSFERE ST A 2SR,

17 PMI BRER

AEEXTHTFHAERAP PMIGEMERERCE. CEEMAXTRE BEMBIEEICER
LRSI
17.1 PMIHZRX &%

EXTHFEPHR PMI MR Hx %,
17.1.1 PMI Bz

PMI PRt 2 5E XA D PR, XM R A UEBEIEBAFFAA.

pmiUser OBJECT-CLASS ;.= {
—— —4~PMI 7 (H41, —4 “holder”)
SUBCLASS OF {top }
KIND auxiliary
MAY CONTAIN { attributeCertificateAttribute }

ID id-oc-pmiUser }
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17.1.2 PMI AA RS ¥
PMI AA MR EFXEXERBERBHNRAD,
pmiAA OBJECT-CLASS ;.= {
: — —~ PMI'AA
SUBCLASS OF {top }
KIND auxiliary
MAY CONTAIN  {aACertificate |
attributeCertificateRevocationList |
attribute AuthorityRevocationl.ist }
D id-oc-pmiAA }
17.1.3 PMI S0A & #
PMI SOA & ZRIRE XAE MR BN RAD. BHEENE, MR R @ sOAldentifie
P RAAHIES, BT IR SOA BRI 4 MR B0 1 B f A DR EET pkiCA R,

pmiSOA OBJECT-CLASS .. = { —— — - PMI Surce of Authority
SUBCLASS OF {top }
KIND auxiliary
MAY CONTAIN {attributeCertificateRevocationList |

attributeAuthorityRevocationList |
attributeDescriptorCertificate )
D ' id-oc-pmiSOA }
17.1.4 MEES CRL S AR
BEIEE CRLABEMEXRATEXHNEHAD . HE P EHIERSM/RMENETE. T
B A O, R B 2598 5 crlDistributionPoint &3 R 265#74H 4., B TFEXTEF certificateR-
evocationList # authorityRevocationList B ¥EE AT 89, B CATBESAIBA O, TREN A IE R R
R REBHERAMBFIENAD T AENER.

attCertCRLDistributionPt ~ OBJECT-CLASS .:= {
SUBCLASS OF {top }
KIND auxiliary
MAY CONTAIN {attributeCertificateRevocationList |
attributeAuthorityRevocationList }
1D id-oc-attCertCRLDistributionPts }

17.1.5 PMI BB EIIH Ak
PMIZREZWM SRR IAEZLREMNTREXAD. EEE 5SS 2% pmiAA BTA
H-—&#H.

pmiDelegationPath OBJECT-CLASS 2=
SUBCLASS OF {top }
KIND auxiliary
MAY CONTAIN {delegationPath }
ID id-oc-pmiDelegationPath }

17.1.6 451U mERT
FRRBMREATELNEHAD  ZNR2ETHEEBREER .
privilegePolicy OBJECT-CLASS ..= {
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SUBCLASS OF {top }

KIND auxiliary

MAY CONTAIN {privPolicy }

ID id-oc-privilegePolicy }

17.2 PMIBZEY
EXTHRBE, ©ATEERADDERR PMI HiE.
17.2.1 BHEIEREHEY
UTRECQESREES, ZIEPRTANERAE FTHFHERRAENERAD Y,

attributeCertificateAttribute ATTRIBUTE = ¢
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-attributeCertificate }

17.2.2 AAF¥EH
THRREES ZHE AANBREIES FEESERTFELFAE AAMERAOTD,

aACertificate ATTRIBUTE ir= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attribunteCertificateExactMatch
ID id-at-aACertificate }

17.2.3 Eﬁﬁﬁﬁﬁ#ﬁﬁ
THREEERH SOA RA MRS, E&F attributeDescriptor B, XERBRMEIEHESTT
AL ASHRB R AN IEHASE, FABEZNHN SOA BREADH,

attributeDescriptorCertificate ATTRIBUTE tr= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-attributeDescriptorCertificate }

17.2.4 BHIIPHETIEREE
THMEEASTEREIEFHSTERE., ZEARTUEHBELARBENEFZFAORZHEMBERFAD
(B, — 15 H 5D .

attributeCertificateRevocationList ATTRIBUTE ;.= {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
1D id-at-attributeCertificateRevocationList }

17.2.5 AAEREHEIREY
THHBHEQES TEANS AAMREIESHREINER. XEFBEEMELANENEFAORE
B FACER.—N0H .

attributeAuthorityRevocationList ATTRIBUTE = {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-attributeAuthorityRevocationList }

17.2.6 ZHEBRERM
EZREREHASERRE BB EH - A BEEBER.
delegationPath ATTRIBUTE .:.= {

WITH SYNTAX AttCertPath .
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1D id-at-delegationPath }

AttCertPath = SEQUENCE OF AttributeCertificate

XBUEFEE AA BFALD, FBASAXT AA B HM AANSZRKEE. DEFEHTEXTME
L, CREEARMNKE B REIES, RSB R EERER T E AN EEEE. R AR RS
RAEAERRNER WEMEREENANRS A —EMRTIEMEE AA KT ERTKE.
17.2.7 HHRREY

FAURR R I RRBNER.

privPolicy ATTRIBUTE = {
WITH SYNTAX PolicySyntax
ID id-at-privPolicy }

Policydentifier £ {443 35 % Bk 5 BUR W8 11 B O X AR IR .
2R content H I, WA FFHBURBE KB AE.
4 pointer HH, M name HHFIHAT P H BT E, ES A BRFR AR HEIAE,
MR hash APFE MELITHHEFEBAEN HASH, FEET) B ERT). X4 hash 7T A%
PATRR RS R B MR,
17.3 PMIEEEH R MM
EXT PMI B # &R UTER N,
17.3. 1 RHEE 0% m i
BYEIESEWICA AN L3 MAT{E 5 AtributeCertificate BEIM B HEREHS.

attributeCertificateExactMatch MATCHING-RULE =
SYNTAX AttributeCertificateExactAssertion
Ib id-mr-attributeCertificateExactMatch }
AttributeCertificateExactAssertion :: = SEQUENCE {
serialNumber CertificateSerialNumber , OPTIONAL,
issuer IssuerSerial }

IR A (G P a0 20 18 5 24 80 (5 B R i 2 R DD /e, 00 DG e 81 R fel TRUE,
17.3.2 BEEREE

JE P AE 45 P I AL K 2 E 0 ActributeCertificate B PEEFF AT L. ICE AW A b certificate-
ExactMatch B & ZfY LA,

attributeCertificateMatch MATCHING-RULE 12 < {
SYNTAX AttributeCertificateAssertion
ID id-mr-attributeCertificateMatch }
AttributeCertificateAssertion i1 = SEQUENCE {
holder (0] CHOICE {
baseCertificatelD {oj IssuerSerial ,
holdertName [1] GeneralNames } OPTIONAL,
issuer (1] GeneralNames OPTIONAL,
attCertValidity [2] GeneralizedTime OPTIONAL,
attType [3] SET OF AttributeType OPTIONAL }

—ELFE—THH
G0 SR 4 A B A A% BT R 24 R P o B R 2E 44 B L T IO G A B UR [E] TRUE, 30 °F

——— IR baseCertificatelD 577§ /@14 E R IssuerSerial LHEFHEE, M E LA
78
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— WRFHEEACE S YATHE L FHRLE A R L FRY R, W holderName FLH ;

— TR AR S S YA AR A AR B R & R . T issuer LI

— W& attCert Validity G HEBEE ENE YA, N ST ;

—— X FLUFESHE D attType K UL, FHEE ) attributes P EE N ZLBMBIE.
17.3.3 BEEEHELE

BRAEIEBRF E R E LMK A & M YA E A/ B ME R HEH G5 ArributeCertifi-
cate KB ) B IEEHF 1T . EHETHE.

holderIssuerMaich MATCHING-RULE r= |

SYNTAX HolderIssuerAssertion

1D id-mr-holderIssuerMatch }
HolderlIssauerAssertion P = SEQUENCE

holder L0] Holder OPTIONAL,

issuer 1] AttCertlssuer OPTIONAL }

30 R A A i SR BTR 4H 14 0 DT BE R 1B P i M I 4 44, TG A AR 3R Bl TRUE,
17.3.4 EREELE

delegationPathMatch PG B 8 ) 4% 24 B E A delegationPath B R W B HE# T HE. EHELS M
F. FRBRITEAT X CEMNEE— %D SOA SANIEBNES, UEHE AA BIFB &SR
BEE, 2 AA AR AMmLRFEENIEHREARY.

delegationPathMatch MATCHING-RULE = |

SYNTAX DelMatchSyntax

ID td-mr-delegationPathMatch }
DelMatchSyntax 1= SEQUENCE {

firstIssuer AttCertlssuer,

lastHolder Holder }

R firstlssuer 4 B L3 {E 5 E T SEQUENCE 8 —MEBEH Z MMM TEIT
fic, 3 H lastHolder 4149 #4450 B 5 # ##{E+ SEQUENCE #F B F IE BN KA HFH TR LA,
MIVCECHL IR B TRUE., @M H—AULAES, W IC A #L M. B FALSE,

FAR ~HEFRMERTMBIEIESIER

HREAAMESERENF LS ELRFNER, BFEREN . B RBERP LA EEEIERY.
H 76 R E 43 8 PR AR 2R A 2 T R e 4 i X Y B . e T AR 0 B SR 2 M % ) A SR EE
HERFBREE-FERAOITRAGKR, HEREMNHRLZLMEEXETREY A ZREPEHIEHA
Ay .

18 HFEESN

HR Rl DUA D5 B @ R P850, LR B R RGEX A AL DSA /5. BERELY
AE, AT LA AHERRRERN . UTHRT AR PHENSCRENNME.
18.1 BEINARE

FENE B RBAARLRE ZENRETER A TN E W R EN (TR DS URER
TR—RBP R HEREEN N CHEAMERETEZ L. S8R R R TN EEE, 80—
4 DUA #l— DSA Z i . — DSA 55— DSA ZHKHES ., BEHACRAL TILAFELHRS
B
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a) WHX(EREPONAFRER TR ST EM OS> ERARN T T

by #RABEHNE . 04, DR — N BE LSRN/ o B ) L — R a0 B R B TT R OF
-

O HLPHANRPEEER —THIEM/ S EE—-EE S #ERR N BEFETRE, I
75,

¥l FER—ERARRNRRNEL.

E2 ATRPOSHSETHEFEN AR SHTT R,

MR OSEAHEET, W R 7 RARRE RSP LB L RBME, ARG HEEE 2R

FREM., HAPHTENZHO0S0RPURBFREINNLS. ATHRPVENELEELEE

LB AR B ] R A
Bl 5 &M THTHENN—BIE.
-]
OO

BH5 ERPMBEINMNE

FBEFNABE - REFFUTIL SR

a) RITAP ABHTBINLZHOSEXEWHAFS B;

b)) BEHEAFKWAHNBHOSRESER AEHREZ LS 5EN A BRI P User-

Password B HEREFR O CRA B ZM LEGE B #AT 3L

¢)  HBFEMEGIEA MM E B #HTHIAEHEIN;

dy AWM (EERMOTLAEES A,

FENRERYELRESSB 0 FHEBREXRAIFNENOASZ RIS HR D,
18.1.1 BARPIRIRBEBHENX

EHegd T LIERERPFAFEHFMA IE. Ko, 01 M2 pamEice ey IR, day
PAZR[E]D - LA Ja] B 1 B AL 380 AT 30, 3 MR XL T 22

A

141

passw®

fl

t14

ql4

12 £ 2

24

q24

A APHTTHEE
ik
Passw® A MO4
o BB BRI EE
M6 ERPHBLER

80



GB/T 16264.8—2005/1SO/IEC 9594-8.2001

18.1.2 ARFNHFEINRE
B 7 & T HRPRSEHHRE.

7 BRI BHENNE

ARPHHLENIECTEUTER G REH D,

a) RAMF A MBS BRZEARPRFAGR(EHNA D, BdFHE 2 FHEHEHEH N
AR, Kb ad a8 F0/ RN YA AT EERE D RBED 4.
ATNERREFPIBALLT -

fR3P 1=11(t1*,q1*, A, passwA)
FIR 4 BRFERMERMT
EFIFF 1=11%,q1%, A R 1.

by B (fEAH A RN T B4 TR B E BA/ S LEGE R A D44 # B 40 4 R
(EXARF 1A DSHAMRPEIARRBIES A BBOERPHIRIRFEERE. B A
FHRHMGRGER R DRABERNEREHE.

o) BREMEFHEHEENSGRGELZHFIOEES A,

fER A2 FTHAMNESNTEATBERUERERNAP  EEEXHNT .

a) ABEMINEFHFAGFE(EINF DRES B, ELHAE 2 FaY 8 ER 12 kIRBH M
. HEMEPFERNT .

{RiR 2=12(12%, g2 84 1)
FExE BREEERMT
KRB 2=11%,12% ,q1*,q2% , A R 2
RTHEHFBESHP AWBNREPOSHARE, FEEZENRY 2 NERTHE.
(BT 62052,

b)) BHBEMEFIFAGERNERGEEZREINRELS A,

F: AREFHTELHNBEREAT AR BRMARM. BFHEHF(A ITU-T X 511 I30/IEC §594-3 1 ITU-T
X.518/180/1EC 9594-4 M)XK R A TUR S 1 DSABHSEEMN DUA; » ~BR. ATHURERS S —
DSA(BY 4 2 49 DSA,

18.1.3 ARO$EMERR

AAO4REXANET—-IMEENOS, ZAPOSHBREEN AR EREAR TN — M EMAS.

userPassword ATTRIBUTE .= {

WITH SYNTAX OCTET STRING (SIZE (0., ub-user-password) )
EQUALITY MATCHING RULE octetStringMatch
ID id-at-userPassword }

18.2 ¥

EXEA R T DUA I DSA Z /. LA K DSA stz R4 s . hBERATHEPEXHLH
WEHER, A ORIRERTEHR . BEFEARTRTENNLTLARFEENEMSE. BV
FXTHRBR LS., BATEXRALHIRETATRAFZUMMIR, ZERWENT
XA, AT HRNERRR, REEP"TE% DUA 8 DSA,
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ZEFAN TR BHRENFERAE —EH AR O REE, WEFFHF BN L HE SR
(PKCS)R LMY, XEFBEH, EFRETHRFELDEG . QF—0EH HP—-IAHPAREN, W5
—AMRAFEEFRRTEEEREERFFEANE - %H., £ CPMEM X EESHFEHR
ZURTELESR DA, BATel BT A% ML PKCS B iZ A& XK M E, DB A F 8
WAEESTATNE MR AHAFNEMNRARTRE WRBRARTFNEN L AR THRE: #1149
W BN AHE L Xp « Xs=Xs « Xp, X 8, Xp/Xs A X #9451/ RYTATINE /8 5 B 5L

. PKCS BRI ARERELEF MERSES . HFEERAT A BFABEXNERNEL T BRI R TR

SRERTRE.

B PSR H R TR M R RN TN A E A A BRI
XR/FESEMEEYE FEEAR KRR FE AR RMHIIEARE., AMAITREHATE
SR PO LR E N EEE S, AR R TSN . Hlk E—HEXMHO LT, EF—
ME—REL. AT B AR MR EENME2BENEESN.

YUHMETETAEE -AHANENAP. THNaMTEHGAIWAR. 8- HPHMMAE
R ZIMASENEEWATHEE.

| HE BTN RERERIR. S—THP WA R EEHE G RERTHE X AR
EMBRTH L @O . XL E R BT HE A HE %R .

—MHPEEREHEFHFRTHAELRA ECHLHMAEN FOLH. HPHOSHNE
AUEENBRMARTDRE  HERIELTRESERE %, S50 BHTERRIERPH
A BSEHARTHEAIIABRZRREAR HNBRESR . ZRREFRENHAPZHEKME
FPHFE—-FAREMETENBERTHT. XEAFTETRE—OREEERME. ZARE
£ BB — &R R BTN E T 580 H PR,

18.2.1 AMERFHEGLAHIEH

EHRENBHEFREE FAOQ S, X E S K = F# AR, UserCertificate, CACertificate
CrossCertificatePair, H®AILURARE R, MEMBEE . XLRB 0 AR B ECE#THR
fE. XEAR AT LW 3 3R EERBMBRE 11.2FEXL.

WE ERFEEMEERZA, B R EM TR A% B, 3R FHE B AT RE. BESREmED
B, MEMENEHEAEH BELOFRETURPMNERPEENEEER.:

a) WMRFTHEEEINAPEAFE—MEBIAEYLE, I 2 B AERZETEZTME, ™A

AP AL EET A EE,

by WRHAFE CARERKREZHN B4 - MHBAEEMA S DIT 82 5 8 57 A iE 3 A E
VLA A GE B INIES . 155 — R EA RN . o] RE & 5 8 &3 =S g E FIAE
P AHMERWAF . KAFRATERBRAARFBOEAMIERINERER.
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W F A
(B RHER R
FAOASN. 1 #iiR RS RIMEZR

AW FOETAEFRESTHARN ASN. 138 HRAE BRI E L, FTH X EE CHU Av-

thenticationFramewaord, CertificateExtensions # AttributeCertificateDefinitions 3% =4~ ASN. 1 Bl fY

i I
ALl GAEEEZEER

AuthenticationFramework {joint-iso-itu-t ds(5) module(1) authenticationFramework(7) 4 }
DEFINITIONS ;.=
BEGIN
— 2EE —
—— B ETEX BB RHE AT R B RIFRRI YA KR ASN. 1 S, Ert t2
A EE A FiGE B RS . R U eI FREN B, iR 2R 4%
—— PRI RIRF ST RRBE.

BA

id-at,id-nf,id-oc,informationFramework , upperBounds, selected AttributeTypes, basicAccessControl ,

certificateExtensions

FROM UsefulDefinitions {joint-iso-itn-t ds(5) module(1) usefulDefinitions(0) 4 }
Name, ATTRIBUTE, OBJECT-CLASS, NAME-FORM . top

FROM InformationFramework informationFramework
ub-user-password, ub-content

FROM UpperBounds upperBounds
Uniqueldentifier, octetStringMatch, DirectoryString, commonName

FROM SelectedAttributeTypes selectedAttributeTypes
certificateExactMatch , certificatePairExactMatch , certificateListExactMatch , KeyUsage,
GeneralNames,

CertificatePoliciesSyntax, algorithmldentifierMatch, CertPolicyid

FROM CertificateExtensions certificateExtensions;

— LU BEL —

Certificate 1 = SIGNED {SEQUENCE {
version (o] Version DEFAULT v1,
serial Number CertificateSerialNumber,
signature Algorithmldentifjer,
issuer Name,
validity Yalidity,
subject Name,
subjectPublicKeyInfo SubjectPubticKeyInfo,
issuerUniqueIden_tifier 1] IMPLICIT Unigueldentifier OPTIONAL,

—— R IFIE R LAy v2 v

subjectUnigueldentifier [ 2] IMPLICIT Uniqueldentifier OPTIONAL,
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——HIRITHE JREBI Ry v2 B v3

extensions [3] Extensions OPTIONAL
—— MR N RE=E— )

Version 1= INTEGER {v1(0>, v2(1), v3(2) }
CertificateSerialNumber 11 = INTEGER
AlgorithmIdentifier .:=  SEQUENCE {

algorithm ALGORITHM, &id ({SupportedAlgorithms }},

parameters ALGORITHM. &Type ({SupportedAlgorithms } { @ algorithm })

OPTIONAL }

— TEHHEEEGES U EX B EGENNEEEE DN LAY —HIEAEFEX. HEEWA
— 3, LA AlgorithmIdentifier §4 parameters 25 4} 39 7] GEBU{H .

SupportedAlgorithms ALGORITHM 0= {u.l )}
Validity A SEQUENCE {
notBefore Time,
notAfter Time }
SubjectPublicKeylInfo i = SEQUENCE {
algorithm AlgorithmIdentifier,
subjectPublicKey BIT STRING }
Time ::= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime }
Extensions ;; = SEQUENCE OF Extension

—— WX FR # extensions X118, SEQUENCE 2% 1881 extension BINGF R B B X5, 48 L
——2E B~ extension FIME 4 P EEHEENFLEXHA .

Extension ; ;= SEQUENCE {

extnld EXTENSION. &id ({ExtensionSet }),
eritical BOOLEAN DEFAULT FALSE,

extnValue OCTET STRING
—— @& extnlD FFER (RN BXT R 5B H Ky
~—— &ExtnType B985 — 7 DER {3 — }

ExtensionSet EXTENSION = {4 o0
EXTENSION ;.= CLASS {
&id OBJECT IDENTIFIER UNIQUE,

& ExtnType }
WITH SYNTAX {
SYNTAX &ExtnType
IDENTIFIED BY: &id }
—— R PKI jEH45H
Certificates i:= SEQUENCE {
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userCertificate Certificate,

certificationPath ForwardCertificationPath OPTIONAL }
ForwardCertificationPath :: = SEQUENCE OF CrossCertificates
CrossCertificates :: = SET OF Certificate
CertificationPath ::= SEQUENCE {

userCertificate Certificate,

theCACertificates SEQUENCE OF CertificatePair OPTIONAL }
CertificatePair ::= SEQUENCE {

forward [¢] Certificate OPTIONAL,

reverse [1] Certificate OPTIONAL

— ELA A )
(WITH COMPONENTS {... . forward PRESENT }|
WITH COMPONENTS {..., reverse PRESENT })

— BRI FE(CRL)
CertificateList :: = SIGNED {SEQUENCE {
version Version OPTIONAL,
—— R, BRI
signature AlgorithmlIdentifier,
issner Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE
serialNumber CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL }OPTIONAL,
crlExtensions [0] Extensions OPTIONAL })
— EERE
ALGORITHM :: = TYPE-IDENTIFIER
— BHEH —
HASH {ToBeHashed } T SEQUENCE {
algorithmldentifier AlgorithmIdentifier,
hashValue BIT STRING ( CONSTRAINED BY {

G RFF I F DER 351 ER ——

~—— ToBeHashed g9{8}) }

ENCRYPTED-HASH {ToBeSigned } .:= BIT STRING ( CONSTRAINED BY {
LFRRAGH A BT DER #BFE TR 6.1 %)

—— ToBeSigned W {E I MELFBMAFEFEHER — D
ENCRYPTED {ToBeEnciphered } ::= BIT STRING ( CONSTRAINED BY {
B EHIMELABER —

v s\ iy BER ##3{8 —— ToBeEnciphered })
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SIGNATURE {ToBeSigned } :: = SEQUENCE {
algorithmldentifier AlgorithmIdentifier,
encrypted ENCRYPTED-HASH {ToBeSigned } )

SIGNED {ToBeSigned } ::= SEQUENCE {
toBeSigned ToBeSigned,

COMPONENTS OF SIGNATURE {ToBeSigned } }

— PKI XX —

pkiUser OBJECT-CLASS :.:= {

SUBCLASS OF {top }

KIND anxiliary

MAY CONTAIN { userCertificate }

ID id-oc-pkiUser }
pkiCA OBJECT-CLASS .. = {

SUBCLASS OF {top }

KIND anxiliary

MAY CONTAIN {cACertificate |
certificateRevocationList |
anthorityRevocationList |
crossCertificatePair }

D id-oc-pkiCA }

cRLDistributionPoint OBJECT-CLASS {

SUBCLASS OF {top }

KIND structural

MUST CONTAIN {commonName }

MAY CONTAIN {certificateRevocationList |

anthorityRevocationList |
deltaRevocationList }

D id-oc-cRLDistributionPoint }
¢RLDistPtNameForm NAME-FORM ;.= {

NAMES cRLDistributionPoint

WITH ATTRIBUTES {commonName }

1)) id-nf-cRLDistPtNameForm }
deltaCRL  OBJECT-CLASS .= {

SUBCLASS OF {top }

KIND auxiliary

MAY CONTAIN {deltaRevocationList }

ID id-oc-deltaCRL }
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cpCps OBJECT-CLASS .= {
SUBCLASS OF {top }
KIND . auxiliary

MAY CONTAIN {certificatePolicy |

certificationPracticeStmt }

D id-oc-cpCps }
pkiCertPath OBJECT-CLASS .= {

SUBCLASS OF {top }

KIND auxiliary

MAY CONTAIN {pkiPath }

ID id~oc-pkiCertPath }
— PKI BRE#H —
userCertificate ATTRIBUTE

WITH SYNTAX
EQUALITY MATCHING RULE
ID

cACertificate
WITH SYNTAX
EQUALITY MATCHING RULE
ID

ATTRIBUTE

crossCertificatePair ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE

ID

certificateRevocationList ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
ID
authorityRevocationList ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
1D
deltaRevocationList ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
82

1= {
Certificate
certificateExactMatch

id-at-userCertificate }

i {
Certificate
certificateExactMatch

id-at-cAcertificate }

11 = {
CertificatePair
certificatePairExactMatch

id-at-crossCertificatePair }

= {
CertificateList
certificateListExactMatch

id-at-certificateRevocationList }

i {
CertificateList
certificateListExactMatch

jd-at-authorityRevocationList }

= {
CertificateList
certificateListExactMatch
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1D id-at-deltaRevocationList )
supported Algorithms ATTRIBUTE = |

WITH SYNTAX SupportedAlgorithm

EQUALITY MATCHING RULE algorithmldentifierMatch

ID id-at-supportedAlgorithms }
SupportedAlgorithm ; ; = SEQUENCE {

algorithmldentifier Algorithmldentifier,

intendedUsage [0] KeyUsage OPTIONAL,

intendedCertificatePolicies (1] CertificatePoliciesSyntax
OPTIONAL )
certificationPracticeStmt ATTRIBUTE .= {

WITH SYNTAX

InfoSyntax

ID id-at-certificationPracticeStmt }
InfoSyntax .:= CHOICE {
content DirectoryString {ub-content },
pointer SEQUENCE {
name GeneralNames,
hash HASH {HashedPolicylnfo }OPTIONAL }}
POLICY .= TYPE-IDENTIFIER
HashedPolicyInfo ::= POLICY. &Type( {Policies })
Policies POLICY :.= {...}—— SLHHEFTX —
certificatePolicy ATTRIBUTE ..= {

WITH SYNTAX
ID

PolicySyntax
id-at-certificatePolicy }

PolicySyntax :.= SEQUENCE {

policyldentifier
policySyntax

PolicyID,
InfoSyntax

PolicyID .:= CertPolicyld

pkiPath ATTRIBUTE .= {

WITH SYNTAX
ID

PkiPath
id-at-pkiPath }

PkiPath :: = SEQUENCE OF CrossCertificates
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userPassword ATTRIBUTE
WITH SYNTAX

EQUALITY MATCHING RULE

OCTET STRING (SIZE <0, . ub-user-password) )

octetStringMatch

D jid-at-userPassword }
—— W E R —
—— XRE—
id-oc-cRLDistributionPoint OBJECT IDENTIFIER ;.= {id-oc 19}
id-oc-pkiUser OBJECT IDENTIFIER ;.= {id-0c 21}
id-oc-pkiCA OBJECT IDENTIFIER .: = {id-oc 22 }
id-oc-deltaCRL OBJECT IDENTIFIER :: = {id-oc 23 }
id-oc-cpCps OBJECT IDENTIFIER :: = {id-oc 30 }
id-oc-pkiCertPath OBJECT IDENTIFIER ;.= lid-o0c 31 }
— HHEO—
id-nf-cRLDistPtNameForm OBJECT IDENTIFIER .. {id-nf 14 }
—— HREBH—
id-at-userPassword OBJECT IDENTIFIER ;.= {id-at 35 }
id-at-userCertificate OBJECT IDENTIFIER ;.= {id-at 36 }
id-at-cAcertificate OBJECT IDENTIFIER . .= {id-at 37 }
id-at-authorityRevocationList OBJECT IDENTIFIER ;. = {id-at 38 }
id-at-certificateRevocationList OBJECT IDENTIFIER .. = {id-at 39 }
id-at-crossCertificatePair OBJECT IDENTIFIER : . = {id-at 40 }
id-at-supported Algorithms OBJECT IDENTIFIER .. = {id-at 52 }
id-at-deltaRevocationList OBJECT IDENTIFIER :: = {id-at 53 }
id-at-certificationPracticeStmt OBJECT IDENTIFIER . .= {id-at 68 }
id-at-certificatePolicy OBJECT IDENTIFIER . .= {id-at 69 }
id-at-pkiPath OBJECT IDENTIFIER .. = {id-at 70 }

END

A2 EHTRERN

CertificateExtensions {joint-iso-itu-t ds(5) module( 1) certificateExtensions(26) 4 }

DEFINITIONS IMPLICIT TAGS .: =

BEGIN

R

IMPORTS

id-at, id-ce, id-mr, informationFramework, authenticationFramework .,
selectedAttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-ito-t ds(5) module( 1)
usefulDefinitions(0) 4 }
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Name, RelativeDistinguishedName, ATTRIBUTE, Attribute, MATCHING-RULE

FROM InformationFramework informationFramework

CertificateSerialNumber, CertificateList, AlgorithmIdentifier,
EXTENSION, Time, PolicylD
FROM AuthenticationFramework authenticationFramework
DirectoryString
FROM Selected AttriboteTypes selectedAttributeTypes
ub-name

FROM UpperBounds upperBounds

ORAddress
FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3)

modules(0) mis-abstract-service{1) version-1999 (1) };

— BRI HX P FREEX.
—— W E A HEF I T

—— WMFUE B A CRL Y EE -
authorityKeyldentifier EXTENSION ;.= {

SYNTAX AuthorityKeyIdentifier
IDENTIFIED BY id-ce-authorityKeyldentifier }

AuthorityKeyldentifier ;. : = SEQUENCE {
keyldentifier [0] Keyldentifier OPTIONAL,
anthorityCertIssuer [ 1] GeneralNames OPTIONAL,
authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL }
( WITH COMPONENTS {..., aunthorityCertIssuer PRESENT,
authorityCertSerialNumber PRESENT } |
WITH COMPONENTS {. .., authorityCertIssuer ABSENT,

authorityCertSerialNumber ABSENT })

Keyldentifier ;. : = OCTET STRING
subjectKeyIdentifier EXTENSION ;.= {
SYNTAX SubjectKeyIdentifier

IDENTIFIED BY id-ce-subjectKeyldentifier }

SubjectKeyldentifier . : = Keyldentifier

keyUsage EXTENSION ;.= {
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SYNTAX KeyUsage
IDENTIFIED BY id-ce-keyUsage |

KeyUsage : ;= BIT STRING {
digitalSignature (0>,
nonRepudiation 1,
keyEncipherment (23,
dataEncipherment (3.
keyAgreement 4,
keyCertSign (5,
¢RLSign (6),
encipherOnly (77,
decipherOnly (8}

extKeyUsage EXTENSION ..= {

SYNTAX SEQUENCE SIZE (1., MAX) OF KeyPurposeld

IDENTIFIED BY id-ce-extKeyUsage }

KeyPurposeld ;. = OBJECT IDENTIFIER
privateKeyUsagePeriod EXTENSION .. = {
SYNTAX PrivateKeyUsagePeriod

IDENTIFIED BY id-ce-privateKeyUsagePeriod }

PrivateKeyUsagePeriod : : = SEQUENCE {
notBefore  [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime QOPTIONAL }
( WITH COMPONENTS {... ., notBefore PRESENT }!
WITH COMPONENTS {..., notAfter PRESENT })

certificatePolicies EXTENSION ;= ¢

SYNTAX CertificatePoliciesSyntax

IDENTIFIED BY id-ce-certificatePolicies }
CertificatePoliciesSyntax .. = SEQUENCE SIZE (i.. MAX) OF PolicyInformation
PolicyInformation ;.= SEQUENCE {

policyldentifier  CertPolicyld,

policyQualifiers SEQUENCE SIZE (1.. MAX) OF

PolicyQualifierInfo OPTIONAL }

CertPolicyld :: = OBJECT IDENTIFIER
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PolicyQualifierInfo ; : = SEQUENCE ¢
policyQualifierld CERT-POLICY-QUALIFIER. &id
{{SupportedPolicyQualifiers } ),

qualifier ' CERT-POLICY-QUALIFIER. & Qualifier
( { SupportedPolicyQualifiers } { @policyQualifierld } )
OPTIONAL }
SupportedPolicyQualifiers CERT-POLICY-QUALIFIER .:= {,.. }
anyPolicy -OBJECT IDENTIFIER 2= {2520320)
CERT-POLICY-QUALIFIER ;.= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
& Qualifier OPTIONAL )}

WITH SYNTAX {
POLICY-QUALIFIER-ID &id
[QUALIFIER-TYPE & Qualifier | }

policyMappings EXTENSION ;. = {
SYNTAX PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings }
PolicyMappingsSyntax :: = SEQUENCE SIZE (1.. MAX) OF SEQUENCE {
issuerDomainPolicy CertPolicyld,
subjectDomainPolicy CertPolicyld }
subjectAltName EXTENSION ;.= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-subjectAltName }
GeneralNames . : = SEQUENCE SIZE (1..MAX) OF GeneralName
GeneralName : ; = CHOICE {
otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] IAS5String,
dNSName [2] IA5String,
x400 Address [3] ORAddress.
directoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String.
iPAddress [7] OCTET STRING,
registeredID [8] OBJECT IDENTIFIER }

OTHER-NAME ::= TYPE-IDENTIFIER
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EDIPartyName :: = SEQUENCE {
nameAssigner [0] DirectoryString {ub-name } OPTIONAL,
partyName [1] DirectoryString {ub-name }}
issuerAltName EXTENSION .= {
SYNTAX GeneralNames

IDENTIFIED BY id-ce-issuerAltName }

subjectDirectoryAttributes EXTENSION ., = {
SYNTAX AttributesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes }

AttributesSyntax .. = SEQUENCE SIZE (1,, MAX) OF Attribute
basicConstraints EXTENSION .. = {
SYNTAX BasicConstraintsSyntax

IDENTIFIED BY id-ce-basicConstraints }

BasicConstraintsSyntax : ; = SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0. . MAX) OPTIONAL }
nameConstraints EXTENSION ;.= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraints }
NameConstraintsSyntax ;. = SEQUENCE {

permitiedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [ 1] GeneralSubtrees OPTIONAL }

GeneralSubtrees . . = SEQUENCE SIZE (1.. MAX) OF GeneralSubtree
GeneralSubtree : . = SEQUENCE {
base GeneralName.
minimumn [07] BaseDistance DEFAULT 0.
maximum [ 1] BaseDistance OPTIONAL }
BaseDistance ;: = INTEGER (0., MAXD
policyConstraints EXTENSION ;.= {
SYNTAX PolicyConstraintsSyntax

IDENTIFIED BY id-ce-policyConstraints }

98



= SEQUENCE ¢{
0] SkipCerts OPTIONAL,
~1] SkipCerts OPTIONAL }

PolicyConstraintsSyntax : .
requireExplicitPolicy
inhibitPolicyMapping

SkipCerts . : = INTEGER (0..MAXD

cRLNumber EXTENSION ;.= {
SYNTAX CRLNumber

IDENTIFIED BY id-ce-cRLNumber }
CRLNumber ;.= INTEGER (0..MAX)

reasonCode EXTENSION ;.= {
SYNTAX CRLReason
IDENTIFIED BY id-ce-reasonCode }

CRLReason .. = ENUMERATED {
unspecified (0,
keyCompromise (13,
cACompromise (2,
affiliationChanged (3>,
superseded 4,
cessationOfOperation (5,
certificateHeld (6),
removeFromCRL (8,
privilegeWithdrawn (9,
aaCompromise (100}

holdInstructionCode EXTENSION ;= {
SYNTAX HeldInstruction

IDENTIFIED BY id-ce-instructionCode }

HoldInstruction . : = OBJECT IDENTIFIER
invalidityDate EXTENSION . : = {
SYNTAX GeneralizedTime

IDENTIFIED BY id-ce-invalidityDate }

crlScope EXTENSION : =

SYNTAX CRLScopeSyntax

IDENTIFIED BY id-ce-cRLScope }
CRLScopeSyntax = SEQUENCE SIZE (1..MAX)
PerAuthorityScope = SEQUENCE {

authorityName

GB/T 16264.8—2005/1SO/IEC 3594-8:2001

OF PerAuthorityScope

[0] GeneralName OPTIONAL,
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distributionPoint 11 DistributionPeintName OPTIONAL,
onlyContains “21  OnlyCertificateTypes OPTIONAL,
onlySomeReasons L4] ReasonFlags OPTIONAL,
serialNumberRange [5] NumberRange OPTIONAL,
subjectKeyIdRange [6] NumberRange OPTIONAL,
nameSubirees [7] GeneralNames OPTIONAL,
baseRevocationInfo [97 BaseRevocationInfo OPTIONAL
}

OnlyCertificateTypes ::= BIT STRING {
user ),
authority (1),
attribute (2) }

NumberRange ; : = SEQUENCE |

startingNumber [0’ INTEGER OPTIONAL,
endingNumber [ 1 INTEGER OPTIONAL,

modulus INTEGER OPTIONAL }
BaseRevocationInfo ; ; = SEQUENCE {
ceRLtreamIdentifier [0] CRLtreamldentifier OPTIONAL,
cRLNumber [1] CRLNumber,
baseThisUpdate [2] GeneralizedTime }
statusReferrals EXTENSION =
SYNTAX StatusReferrals

IDENTIFIED BY id-ce-statusReferrals }

StatusReferrals ;. = SEQUENCE SIZE (1,, MAX) OF StatusReferral
StatusReferral 1= CHOICE {

cRLReferral [0] CRLReferral,

otherReferral [1] INSTANCE OF OTHER-REFERRAL }

CRLReferral :: = SEQUENCE {

issuer [0] GeneralName OPTIONAL.,
lecation [1]  GeneralName OPTIONAL.,
deltaRefInfo [2]  DeltaRefInfo OPTIONAL,
cRLScope CRLcopeSyntax.,

lastUpdate (3] GeneralizedTime OPTIONAL.

lastChangedCRL [4]  GeneralizedTime OPTIONAL }

DeltaRefInfo SEQUENCE {
deltal.ocation GeneralName,
lastDelta GeneralizedTime OPTIONAL }
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OTHER-REFERRAL ;.= TYPE-IDENTIFIER
cRLStreamldentifier EXTENSION ..= {
SYNTAX CRLStreamldentifier

IDENTIFIED BY id-ce-cRLStreamldentifier }

CRLStreamldentifier ::= INTEGER (0..MAX)
orderedList EXTENSION ..= {
SYNTAX OrderedListSyntax

IDENTIFIED BY id-ce-orderedList }

OrderedListSynpdx :: = ENUMERATED ¢
ascSerialNum ),
ascRevDate (1}
deltaInfo EXTENSION = 4
SYNTAX Deltalnformation
IDENTIFIED BY id-ce-deltalnfo }
Deltalnformation ::= SEQUENCE {
deltaL.ocation GeneralName,
nextDelta GeneralizedTime OPTIONAL }
c¢RLDistributionPoints EXTENSION ;.= {
SYNTAX CRLDistPointsSyntax

IDENTIFIED BY id-ce-cRLDistributionPeints }

GB/T 16264.8—2005/1SO/IEC 9594-8 ;2001

CRLDistPointsSyntax .. = SEQUENCE SIZE (1.. MAX) OF DistributionPoint

DistributionPoint . . = SEQUENCE ({

distributionPoint [0] DistributionPointName QPTIONAL,

reasons [1] ReasonFlags OPTIONAL,

cRLIssuer [2] GeneralNames OPTIONAL }
DistributionPointName : : = CHOICE {

fullName (0] GeneralNames,

nameRelativeToCRLIssuer [17 RelativeDistinguishedName }
ReasonFlags : : = BIT STRING {

unused (0},

keyCompromise ),

cACompromise (23,
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affiliationChanged (3,

superseded {4y,

cessationOfOperation (5},

certificateHold (6,

privilegeWithdrawn (7).

aACompromise 8}
issuingDistributionPoint EXTENSION ;.= {

SYNTAX IssuingDistPointSyntax

IDENTIFIED BY id-ce-issuingDistributionPoint }
IssuingDistPointSyntax :: = SEQUENCE {

distributionPoint [ @] DistributionPointName OPTIONAL,

onlyContainsUserCerts [ 1] BOOLEAN DEFAULT FALSE,

onlyContainsAuthorityCerts [2] BOOLEAN DEFAULT FALSE,

onlySomeReasons [3] ReasonFlags OPTIONAL.

indirectCRL [4] BOCLEAN DEFAULT FALSE,

onlyContainsAttributeCerts 5] BOOLEAN DEFAULT FALSE }
certificatelssmer EXTENSION .. = {

SYNTAX GeneralNames

IDENTIFIED BY id-ce-certificatelssuer }

deltaCRLIndicator EXTENSION ., {

SYNTAX BaseCRLNumber
IDENTIFIED BY id-ce-deltaCRLIndicator |
BaseCRLNumber :; = CRLNumber
baseUpdateTime EXTENSION .= {

SYNTAX . GeneralizedTime

IDENTIFIED BY id-ce-baseUpdateTime |
freshestCRL EXTENSION .= {

SYNTAX CRLDistPointsSyntax

IDENTIFIED BY id-ce-freshestCRL }
InhibitAnyPolicy EXTENSION ;.= {

SYNTAX SkipCerts
IDENTIFIED BY id-ce-inhibitAnyPolicy }

—— PKT JLECHL Y ——
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certificateExactMatch MATCHING-RULE .. = {
SYNTAX
ID

CertificateExactAssertion :

CertificateExactAssertion
id-mr-certificateExactMatch }
: = SEQUENCE ({

GB/T 16264.8—2005/1SO/IEC 9594-8.2001

serialNumber  CertificateSerialNumber,
issuer Name }
certificateMatch MATCHING-RULE . ;= {
SYNTAX CertificateAssertion
1D id-mr-certificateMatch }
CertificateAssertion :: = SEQUENCE {
serialNumber _{] CertificateSerialNumber OPTIONAL,
issuer . 1] Name OPTIONAL.
subjectKeyIdentifier [2] SubjectKeyIdentifier OPTIONAL,
authorityKeyldentifier [3] AuthorityKeyIdentifier = OPTIONAL,
certificateValid [4] Time OPTIONAL.,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlglD [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [ 7] KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
policy (9] CertPolicySet OPTIONAL,
pathToName [ 10] Name OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [ 127 NameConstraintsSyntax OPTIONAL }
AltNameType ;. = CHOICE {
builtinNameForm ENUMERATED {
rfc822Name (1,
dNSName (2,
x400 Address (3,
directoryName (4,
ediPartyName (52,
uniformResourceldentifier (6.
iPAddress (7Y,
registeredId (8> },
otherNameForm OBJECT IDENTIFIER }
CertPolicySet ;= SEQUENCE SIZE (1.. MAX) OF CertPolicyld

certificatePairExactMatch MATCHING-RULE
SYNTAX
1D

CertificatePairExactAssertion

id-mr-certificatePairExaciMatch }
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CertificatePairExactAssertion ;; = SEQUENCE {
issuedToThisCAAssertion [0] CertificateExactAssertion OPTIONAL,
issuedByThisCAAssertion [ 1] CertificateExactAssertion OPTIONAL }
( WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT } |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT })
certificatePairMatch MATCHING-RULE ;.= |
SYNTAX  CertificatePairAssertion
ID id-mr-certificatePairMatch }
CertificatePairAssertion ;. ; = SEQUENCE {

issuedToThisCAAssertion [ 0] CertificateAssertion OPTIONAL,
issuedByThisCAAssertion 1] CertificateAssertion OPTIONAL )}
{ WITH COMPONENTS {... . issuedToThisCAAssertion PRESENT } |
WITH COMPONENTS {,.., issuedByThisCAAssertion PRESENT })

-ertificateListExactMatch MATCHING-RULE

—~—

SYNTAX CertificateListExactAssertion

1D id-mr-certificateListExactMatch }
{ertificateListExactAssertion ; : = SEQUENCE {

issuer Name,

thisUpdate Time.,

distributionPointDistributionPointName OPTIONAL }

certificateListMatch MATCHING-RULE .. = {
SYNTAX CertificateListAssertion
ID id-mr-certificateListMatch }

CertificateListAssertion ; ; = SEQUENCE {
issuer Name OPTIONAL.,
minCRLNumber [0] CRLNumber OPTIONAL,
maxCRLNumber [1] CRLNumber OPTIONAL.,
reasonFlags ReasonFlags OPTIONAL.
dateAndTime Time OPTIONAL.
distributionPoint [2] DistributionPointName OPTIONAL,

authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL }

algorithmIdentifierMatch MATCHING-RULE .. = {
SYNTAX AlgorithmlIdentifier
[ id-mr-algorithmldentifierMatch }

policyMatch MATCHING-RULE ;= {
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SYNTAX PolicyID
1D id-mr-policyMatch }

pkiPathMatch MATCHING-RULE
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1= |

SYNTAX PkiPathMaichSyntax
D id-mr-pkiPathMatch }
PkiPathMatchSyniax ;: = SEQUENCE {
firstlssuer Name,
lastSubject Name }
— X RIF AT BB —

id-ce-subjectDirectoryvAttributes
id-ce-subjectKeyldentifier
id-ce-keyUsage
id-ce-privateKeyUsagePeriod
id-ce-subjectAltName
id-ce-issuerAltName
id-ce-basicConstraints
id-ce-cRLNumber
id-ce-reasenCode
id-ce-instructionCode
id-ce-invalidityDate
id-ce-deitaCRLIndicator
id-ce-issningDistributionPoint
id-ce-certificatelssuer
id-ce-nameConstraints
id-ce-cRLDistributionPoints
id-ce-certificatePolicies
id-ce-policyMappings

-~ deprecated
id-ce-authorityKeyldentifier
id-ce-policyConstraints
id-ce-extKeyllsage
id-ce-cRLStreamIdentifier
id-ce-¢RLScope
id-ce-statusReferrals
id-ce-freshestCRL
id-ce-orderedList
id-ce-baseUpdateTime
id-ce-deltalnfo

id-ce-inhibitAnyPolicy

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBIECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-ce 9 }

{id-ce 14 }
{id-ce 15 }
{id-ce 16 }
{id-ce 17 }
{id-ce 18 }
{id-ce 19}
{id-ce 20 }
{id-ce 21 }
{id-ce 23 }
{id-ce 24 }
{id-ce 27 }
{id-ce 28 }
{id-ce 29 }
{id-ce 30 }
{id-ce 31}
{id-ce 32 )
{id-ce 33 }
{id-ce 34 }
{id-ce 35 }
{id-ce 36 }
{id-ce 37 }
{id-ce 40 }
{id-ce 44 }
{id-ce 45 }
{id-ce 46 }
{id~ce 47 }
{id-ce 51}
{id-ce 53 }
{id-ce 54 }
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—— OIDs BPEEHIR —
id-mr-certificateExactMatch
id-mr-certificateMatch
id-mr-certificatePairExactMatch
id~-mr-certificatePairMatch
id-mr-certificateListExactMatch
id-mr-certificateListMatch
id-mr-algorithmIdentifierMatch
id-mr-pelicyMatch
id-mr-pkiPathMatch

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-mr 34 }
{id-mr 35 }
{id-mr 36 }
{id-mr 37 }
{id-mr 38 }
{id-mr 39 }
{id-mr 40 }
{id-mr 60 }
{id-mr 62 }

—— KA G REFU TR RIFIRA

{idce 2}, {idce 3}, {idced}, {idce 5}, {idce b}, {idce 7},
{id-ce 8}, {idce 10}, {id-ce 11 }, {idce 12}, {id-ce 13},

{idce 22 }, {id-ce 25}, {idce 26 }

END

A3 BHEEHERER

AttributeCertificateDefinitions {joint-iso-itu-t-ds(5)module( 1)
attributeCertificateDefinitions(32) 4 }

DEFINITIONS IMPLICIT TAGS :: =

BEGIN

— WHEL ——

A
id-at, id-ce, id-mr, informationFramework, authenticationFramework,
selectedAttributeTypes, upperBounds, id-oc. certificateExtensions
FROM UsefulDefinitions {joint-iso-ITU-t ds(5) module(1)
usefulDefinitions (0> 4 }

Name, RelativeDistinguishedName, ATTRIBUTE, Attribute,
MATCHING-RULE, AttributeType, OBJECT-CLASS, top

FROM InformationFramework informationFramework

CertificateSerialNumber, CertificateList. AlgorithmlIdentifier,

EXTENSION. SIGNED, InfoSyntax, PolicySyntax. Extensions, Certificate

FROM AuthenticationFramework authenticationFramework

DirectoryString, TimeSpecification, Uniqueldentifier
FROM SelectedAttributeTypes selectedAtiributeTypes
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GeneralName, GeneralNames, NameConstraintsSyntax, certificateListExactMatch

FROM CertificateExtensions certificateExtensions

ub-name
FROM UpperBounds upperBounds-

UserNotice
FROM PKIX1Implicitd3 {iso(1} identified-organization(3) dod(6) internet{ 1) security(5)
mechanisms(5) pkix(7) id-mod{0) id-pkix1-implicit-93(4)}

ORAddress
FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3)

modules(0) mis-ahstract-service(1) version-1999 (1) };

- — BRI SRR EEX .
—— W B PR AL

— BB ——
AttributeCertificate ; ; = SIGNED {AttributeCertificateInfo }
AttributeCertificateInfo .. = SEQUENCE
{
version AttCertVersion fFEE V2,
holder Heolder,
issuer AttCertlssuer,
signature Algorithmldentifier,
serialNamber CertificateSerialNumber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attribute,
issnerUniquelD Uniqueldentifier OPTIONAL,
extensions Extensions OPTIONAL
)
AttCertVersion .:= INTEGER {v1(0}, ¥2(1) }
Holder ::= SEQUENCE
{

baseCertificatelD [ 0] IssuerSerial OPTIONAL,
— - AW EHE A HUEBREEWIFA S
entityName (17 GeneralNames OPTIONAL.,
— SUHEAAEE
objectDigestInfo [27] ObjectDigestinfo OPTIONAL
— R TETE LI E

—— BN AA NS IDE T AR EEE — |
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ObjectDigestInfo ;:= SEQUENCE {
digestedObjectType ENUMERATED {
publicKey (D
publicKeyCert (1),
otherObjectTypes (2) },
otherObjectTypelD OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm Algorithmldentifier,
objectDigest BIT STRING }
AttCertIssuer :: = _0] SEQUENCE {
issuerName GeneralNames OPTIONAL,
baseCertificateIl [0] IssuerSerial OPTIONAL,
objectDigestInfo [ 1] ObjectDigestInfo OPTIONAL }

BARIFTE—T A
( WITH COMPONENTS (..., issuerName  PRESENT }|
WITH COMPONENTS  {..., baseCertificateID ~ PRESENT }|
WITH COMPONENTS  {.... objectDigestInfo PRESENT })

IssuerSerial s = SEQUENCE {
issuer GeneralNames,
serial CertificateSerial Number.

issuerUID  Uniqueldentifier OPTIONAL }

AttCertValidityPeriod :: = SEQUENCE ¢
notBeforeTime  GeneralizedTime.

notAfterTime GeneralizedTime }

AttributeCertificationPath i1 = SEQUENCE ¢
attributeCertificate AttributeCertificate.,
acPath SEQUENCE OF ACPathData OPTIONAL }
ACPathData 0 = SEQUENCE {
certificate [0] Certificate OPTIONAL,
attributeCertificate 1] AttributeCertificate OPTIONAL }
PrivilegePolicy :.= OBJECT IDENTIFIER
— R
roleATTRIBUTE . .= {
WITH SYNTAX RoleSyntax
1D id-at-role }
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RoleSyntax .= SEQUENCE /{
roleAuthority [0] GeneralNames OPTIONAL,
roleName [1] GeneralName }

—— PMI AR HE-—~——

pmiUser OBJECT-CLASS ;.= {
SUBCLASS OF {top }
KIND auxiliary
MAY CONTAIN { attribnteCertificateAttribute }
ID id-oc-pmiUser
?

pmiAA OBJECT-CLASS ;.= {

a PMI AA
SUBCLASS OF {top }
KIND anxiliary

MAY CONTAIN {aACerti_ficate !
attribnteCertificateRevocationList |

attribnteAuthorityRevecationList }

ID id-oc-pmiAA
}
pmiSOA OBJECT-CLASS .= { ~——— PMT A 3F
SUBCLASS OF  {top }
KIND auxiliary

MAY CONTAIN {aACertificateRevocation |
attributeCertificateRevocationList |
attributeAuthorityRevocationList }

D id-oc-pmiSOA
}
attCertCRLDistributionPt OBJECT-CLASS .= {
SUBCLASS OF {top }
KIND auxiliary
MAY CONTAIN {attributeCertificateRevocationList |
attributeAuthorityRevocationList }
ID id-oc-attCertCRLDistributionPts

}

1l

pmiDelegationPath OBJECT-CLASS {
SUBCLASS OF {top }

KIND auxiliary
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MAY CONTAIN

{delegationPath }

ID id-oc-pmiDelegationPath }
privilegePolicy OBJECT-CLASS = {
SUBCLASS OF {top }
KIND auxiliary
MAY CONTAIN {privPolicy }
1D id-oc-privilegePolicy }
— PMI H#EH#E —
attributeCertificateAtiribute ATTRIBUTE = {
AttributeCertificate

 'WITH SYNTAX
. "EQUALITY MATCHING RULE
ID

aACertificate
WITH SYNTAX
EQUALITY MATCHING RULE
ID

attributeDescriptorCertificate
WITH SYNTAX
EQUALITY MATCHING RULE
ID

attributeCertificateRevocationList
WITH SYNTAX
EQUALITY MATCHING RULE
ID

attributeAuthorityRevocationList
WITH SYNTAX
EQUALITY MATCHING RULE
ID

delegationPath
WITH SYNTAX
ID

AttCertPath .. =
privPolicy

WITH SYNTAX
110

attributeCertificateExactMatch

id-at-attributeCertificate }

ATTRIBUTE ..= {
AttributeCertificate
attributeCertificateExactMatch
id-at-aACertificate }

ATTRIBUTE
AttributeCertificate
attributeCertificateExactMatch
id-at-attributeDescriptorCertificate }

I
——

ATTRIBUTE ;.= {
Certificatelist
certificateListExactMatch

id-at-attributeCertificateRevocationList }

ATTRIBUTE .= {

CertificateList
certificateListExactMatch
id-at-attributeAuthorityRevocationList }

ATTRIBUTE
AttCertPath
id-at-delegationPath }

il
—

SEQUENCE OF AttributeCertificate

ATTRIBUTE .= {
PolicySyntax



GB/T 16264.8—2005/1SO/1EC 9594-8.2001

1)) id-at-privPolicy }
~— BB AL AR ——
attributeCertificateExactMatch MATCHING-RULE s =
SYNTAX AttributeCertificateExactAssertion
1D id-mr-atiributeCertificateExactMatch |
AttributeCertificateExactAssertion .:= SEQUENCE {
serialNumber CertificateSerialNumber, OPTIONAL
issuper IssuerSerial
}
attributeCertificateMatch MATCHING-RULE 1= {
SYNTAX AttributeCertificateAssertion
1D id-mr-attributeCertificateMatch }
AttribateCertificate Assertion 1= SEQUENCE {
holder [0] CHOICE {
baseCertificatelD [0] IssuerSerial,
holderName [1] GeneralNames }OPTIONAL,
issuer [1] GeneralNames OPTIONAL,
attCertValidity [2] GeneralizedTime OPTIONAL,
attType [3] SET OF AttributeType OPTIONAL }

— ELLE—PFIAHF

holderlssuerMaich MATCHING-RULE = {
SYNTAX HolderIssuerAssertion
D id-mr-haolderIssuerMatch }
HolderIssuerAssertion ;:= SEQUENCE {
holder [0] Holder OPTIONAL,
issuer 1] AttCertIssuer OPTIONAL
}
delegationPathMatch MATCHING-RULE = {
SYNTAX DelMatchSyntax
ID id-mr-delegationPathMatch }
DelMatchSyntax .. = SEQUENCE !
firstIssuer AttCertlssuer,

lastHolder Holder }

sOAldentifier EXTENSION 2= A
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SYNTAX NULL
IDENTIFIED BY id-ce-sOAlIdentifier }

authorityAttributeldentifier EXTENSION 1=
{
SYNTAX AuthorityAttributeldentifierSyntax
IDENTIFIED BY {id-ce-authorityAttributeldentifier }}

AuthorityAttributeldentifierSyntax ;.= SEQUENCE SIZE (1., MAX) OF AuthAttiid

AuthAttld ::= IssperSerial

authAttldMatch MATCHING-RULE 1= |
SYNTAX AuthorityAttributeldentifierSyntax
ID id-mr-authAttIdMatch }

roleSpecCertldentifier EXTENSION .. =
{
SYNTAX RoleSpecCertldentifierSyntax
IDENTIFIED BY {id-ce-roleSpecCertIdentifier }}

RoleSpecCertIdentifierSyntax :: = SEQUENCE SIZE (1, , MAX) OF RoleSpecCertldentifier
RoleSpecCertldentifier :: = SEQUENCE {
roleName (o] GeneralName,
roleCertIssuer 1] GeneralName,
roleCertSerialNumber re] CertificateSerialNumber OPTIONAL,
roleCertLocator [3] GeneralNames OPTIONAL

}

roleSpecCertldMatch MATCHING-RULE
SYNTAX RoleSpecCertIdentifierSyntax
1D id-mr-roleSpecCertidMatch }

1
——

basicAttConstraints EXTENSION .. =
{
SYNTAX BasicAttConstraintsSyntax
IDENTIFIED BY {id-ce-basicAttConstraints }
}
BasicAttConstraintsSyntax ;: = SEQUENCE
{
authority BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0. . MAX} OPTIONAL
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—~—

basicAttConstraintsMatch MATCHING-RULE

SYNTAX BasicAttConstraintsSyntax

ID ‘ id-mr-basicAttConstraintsMatch }
delegatedNameConstraints EXTENSION ;.= {

SYNTAX NameConstraintsSyntax

IDENTIFIED BY id-ce-delegatedNameConstraints }

Il
—~—

delegatedNameConstraintsMatch MATCHING-RULE

SYNTAX NameConstraintsSyntax

1D id-mr-delegatedNameConstraintsMatch }
timeSpecification EXTENSION 1 = {

SYNTAX TimeSpecification

IDENTIFIED BY  id-ce-timeSpecification }

—~—

timeSpecificationMatch MATCHING-RULE

SYNTAX TimeSpecification

1D id-mr-timeSpecMatch }
acceptableCertPolicies EXTENSION ;.= {

SYNTAX AcceptahleCertPoliciesSyntax

IDENTIFIED BY id-ce-accepiableCertPolicies }

AcceptableCertPoliciesSyntax . ;: = SEQUENCE SIZE (1..MAX) OF CertPolicyld
CertPolicyld ;.= OBJECT IDENTIFIER
acceptableCertPoliciesMatch MATCHING-RULE = {
SYNTAX AcceptableCertPoliciesSyntax
ID id-mr-acceptableCertPoliciesMatch }
attributeDescriptor EXTENSION e =
SYNTAX AttributeDeseriptorSyntax
IDENTIFIED BY {id-ce-attributeDescriptor }}
AttributeDescriptorSyntax :: = SEQUENCE {
identifier Attributeldentifier,
attributeSyntax OCTET STRING (SIZE(1, . MAX)),
name Lod AttributeName OPTIONAL,
description [1] AttributeDescription OPTIONAL,
dominationRule PrivilegePolicyldentifier }
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Attributeldentifier :: = ATTRIBUTE, &id({AttributelDs }}

AttributelDs ATTRIBUTE

—~—
a
——

AttributeName ;. = UTF8String (SIZE (1,. MAX))

AttributeDescription ;. = UTF8String (SIZE(1.. MAX))

PrivilegePolicyldentifier .= SEQUENCE {
privilegePolicy PrivilegePolicy,
privPolSyntax InfoSyntax }

attDescriptor MATCHING-RULE : =
SYNTAX AttributeDescriptorSyntax
ID id-mr-attDescriptorMatch }

userNotice EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1., MAX) OF UserNotice
IDENTIFIED BY  id-ce-userNotice }

targetingInformation EXTENSION 1= |
SYNTAX SEQUENCE SIZE (1, . MAX) OF Targets
IDENTIFIED BY  id-ce-targetInformation }

Targets ::= SEQUENCE SIZE (1..MAX) OF Target

Target ..= CHOICE {
targetName [0] GeneralName.
targetGroup [1] GeneralName.
targetCert (2] TargetCert }

TargetCert ..= SEQUENCE |
targetCertificate IssuerSerial ,
targetName GeneralName OPTIONAL,
certDigestInfo ObjectDigestInfo OPTIONAL }

noRevAvail EXTENSION . . = {
SYNTAX NULL
IDENTIFIED BY  id-ce-noRevAvail }

acceptablePrivilegePolicies EXTENSION ;. = {

SYNTAX AcceptablePrivilegePoliciesSyntax
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IDENTIFIED BY id-ce-acceptablePrivilegePolicies }

AcceptablePrivilegePoliciesSyntax ::= SEQUENCE SIZE (1, . MAX) OF PrivilegePolicy

— SRR

— XRE

id-oc-pmiUser OBJECT IDENTIFIER .= {id-oc 24 }
id-oc-pmiAA OBJECT IDENTIFIER ;:= {id-oc 25}
id-oc-pmiSOA OBJECT IDENTIFIER ;.= {id-oc 26 }
id-oc-attCertCRLDistributionPts OBJECT IDENTIFIER ;.= {id-oc 27 }
id-oc-privilegePolicy OBJECT IDENTIFIER .. = {id-oc 32}
id-oc-pmiDelegationPath OBJECT IDENTIFIER ;.= {id-oc 33 }
—— HRBH

id-at-attributeCertificate OBJECT IDENTIFIER: . = {id-at 58 }
id-at-attributeCertificateRevocationList OBJECT IDENTIFIER .= {id-at 58 }
id-at-aACertificate OBJECT IDENTIFIER ;.= {id-at 61}
id-at-attributeDescriptorCertificate OBJECT IDENTIFIER ;.= {id-at 62}
id-at-attributeAuthorityRevocationList OBJECT IDENTIFIER .= {id-at 63}
id-at-privPolicy OBJECT IDENTIFIER ;.= {id-at71}
id-at-rele OBJECT IDENTIFIER ;.= {id-at 72}
id-at-delegationPath OBJECT IDENTIFIER ;.= {id-at 73}
—— WM

id-ce-authorityAttributeldentifier OBJECT IDENTIFIER . .= {id-ce 38 }
id-ce-roleSpecCertldentifier OBJECT IDENTIFIER . := {id-ce 39 }
id-ce-basicAttConstraints OBJECT IDENTIFIER ;.= {id-ce 41}
id-ce-delegatedNameConstraints OBJECT IDENTIFIER .= {id-ce 42 }
id-ce-timeSpecification OBJECT IDENTIFIER ;.= {id-ce 43}
id-ce-attributeDescriptor OBJECT IDENTIFIER .= {id-ce 48 }
id-ce-userNotice OBJECT IDENTIFIER .= {id-ce 49 }
id-ce-sOAldentifier OBJECT IDENTIFIER :.= {id-ce 50 }
id-ce-acceptableCertPolicies OBJECT IDENTIFIER .. = {id-ce 52}
id-ce-targetInformation OBJECT IDENTIFIER .= {id-ce 55 }
id-ce-noRevAvail OBJECT IDENTIFIER ::= {id-ce 56 }
id-ce-acceptablePrivilegePolicies OBJECT IDENTIFIER .= {id-ce 57 }
—— PMI VL ——

id-mr-attributeCertificateMatch OBJECT IDENTIFIER ;.= {id-mr 42 }
id-mr-attributeCertificateExactMatch OBJECT IDENTIFIER ..= {id-mr 45 }
id-mr-holderlssuerMatch OBJECT IDENTIFIER ;= {id-mr 46 }
id-mr-authAttldMatch OBJECT IDENTIFIER .= {id-mr 53}
id-mr-roleSpecCertldMatch OBJECT IDENTIFIER ..= ({id-mr 54 }
id-mr-basicAttConstraintsMatch OBJECT IDENTIFIER ;.= {id-mr 55}
id-mr-delegatedNameConstraintsMatch OBJECT IDENTIFIER ;.= {id-mr 56 }
id-mr-timeSpecMatch OBJECT IDENTIFIER .= {id-mr 57 }
id-mr-attDescriptorMatch OBJECT IDENTIFIER ..= {id-mr 58 }
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id-mr-acceptableCertPoliciesMatch OBJECT IDENTIFIER ::= ({id-mr 59}
id-mr-delegationPathMatch OBJECT IDENTIFIER ;.= {id-mr 61}
END
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PrivilegePolicySyntax :: = SEQUENCE {
version Version,
pre PrivPolicyExpression }
PrivPolicyExpression :: = CHOICE ¢
ppPredicate [0] PrivPolicyPredicate,
and T1] SET SIZE (2. .MAX) OF PrivPolicyExpression,
or [27] SET SIZE (2..MAX) OF PrivPolicyExpression,
not [3] PrivPolicyExpression,
ordered PPE [4] SEQUENCE OF PrivPolicyExpression }

B “Sequence”E ST ¥ Uk 4% A Fr e B M A

-privilege shall be examined

PrivPolicyPredicate :: = CHOICE {
present L0] Privilegeldentifier,
equality 1] PrivilegeComparison, —single/ set-valued priv,
greaterOrEqual (2] PrivilegeComparison,-- singie-valued priv.
lessOrEqual 3] PrivilegeComparison,-- single-valued priv.
subordinate [4] PrivilegeComparison,-- single-valued priv,
substrings [5] SEQUENCE { -~ single-valued priv,
type PrivilegeType,
initial [0] PrivilegeValue OPTIONAL,
any [1] SEQUENCE OF PrivilegeValue,

final [2] PrivilegeValue OPTIONAL },
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subsetOf "6 PrivilegeComparison, — set-valued priv,
supersetOf _7] PrivilegeComparison, -- set-valued priv.
nonNullSetinter 8] PrivilegeComparison, -- set-valued priv,
approxMaich [9] PrivilegeComparison,
- single/set-valued priv. (WHBFEX T HE)
extensibleMatch [10] SEQUENCE {
matchingRule OBJECT IDENTIFIER,
inputs PrivilegeComparison }}
PrivilegeComparisen :: = CHOICE {
explieit L0] Privilege,

— the value(s) of external pribilege identified by

— Privilege Privilegeld is(are) compured with the value(s)
- explicitly probided in Pribilege privilegeVaiueSet
byReference [1] PrivilegeldPair }

-- the value(s) of an external privilege identified by

-- PrivilegeIdPair firstPrivilege is(are)compared with

-- the value(s)of a second external privilege identified by

- PrivilegeldPair secondPrivilege

Privilege :: = SEQUENCE {
type PRIVILEGE. &id ({SupportedPrivileges }),
values SET SIZE (0., MAX) OF
PRIVILEGE., &Type ({SupportedPrivileges } {@type })
}
SupportedPrivileges ~ PRIVILEGE ;. = {... )
PRIVILEGE .= ATTRIBUTE

-- Privilege is analogous to Attribue

PrivilegeldPair :: = SEQUENCE ¢
firstPrivilege Privilegeldentifier.
secondPrivilege Privilegeldentifier }

Privilegeldentifier ..= CHOICE {
privilegeType (0] PRIVILEGE, &id ({SupportedPrivileges }},
xmiTag [ 12 OCTET STRING,
edifactField [2] OCTET STRING }

-= Privilegeldentifier extends the concept of AttributeType to other
-- (e. g,taggd) enbironments,such as XML and EDIFACT

Version :: = INTEGER {v1(0) }

ERAYH) T 8] LU B BB L8 PrivilegePolicy 25489 118 fr{E A .

ISR I T AT, Do R 0, (B T 5 i B9 B R AL SE (0T S N 5 1 A
REACHERE N %% HALREA AERROZ L A SR (A, FAE AT REMES R EBA RS fi A B HER B &
BT . . BeEd 6 MEFERCERPL= 0,"HHAR"= L,L"BHEERAR"= 2,"FF”
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=3, "BEER"= 4,“BEM"=5),

{2 5E 7 )8 P U 5 o B 4 3 9 8 P R B YRR Y B RT R AR IR OID-C, HEE B o T W p ¥ iE
FEILFPRIER MM BAEER CHURE D R RIF IR OID DXL P HETHN R
FRRA S . TAMRRZRRAO THEA MK B (FF PrivilegePolicy xR FRBHFEM) .
AND ( NOT { lessOrEqual ( value corresponding to OID-C, value corresponding to OID-D ) )

subsetOf ( valne corresponding to OID-C, {2, 3, 4,5 }))

X B0 BRI 4 T UR PR L M A 1) SR % 0 70T EE A o A (IR “NOT less-than-or-equal-to” AR HE R ) it
WEALHR{GRERAR,. . B2E)Z— DERARERLXTUREN TRUE, H—THERE
“BE BRI LS NEER rank”; F AR ECE R BAY . 80 B AR
“ERCHAEMUHBAEPIENE. BREXHEET SR E F B M WA W8 0 45t F g
HETRT, — T RESHEARTX. A S5HEMEARX. EANBE WEEREEBHIERN
{OID-C 3}, 3 B Bt ARt (R iF B S I R R POEA(OID-D 3}, IR ARIERR
HWREEEX MR DAEEEAREREMBHEE(EXTHFHE DFRT “lessOrEqual”
FAAWEIR . IEF—TTELRMEISF - MEEENIR, 5S—FE. MR EAREE
{OID-D 1}, EFE RGN EBEANENTE.

ek ERREANERBMUERNEERN. BWETLLRINE =4 ‘and” . & X 27T H”
AR, — MAHLET ¥ B SR IE N R AR IRER OIDE B9 B AT S, 2 i 8 (8] 72 4
£ F R AT B, X R E AR ) B R A AR IR OID F WEMHERENBHBMEE. 7
. 4 e BRI LA DR AR R, RN T .

D.2.2 @2

BREREANELREE -ERELERFOFE. X TURERN E2HEBEEFRRALALLE
SRS B T4, B 8 SUY AE R 3 07 R0 E A [0 6 Bt 1 e 8 L SREME R T ke . DA RIS S AL A0 20 < AT R A RN
A BIIE AR H0 A 2 WA AR DA TR TR M B AR

EERB{REWRHEGNFEE R ENER]. FREENELERGFEEHE2RBGE LM
(SPIF) #4715 1% .

SPIF BE— 82 SR I R EARBHR. SPIFAFRHTERBOSELSHEMNERBERLH M
D EHSEAE R . IE L4 R E LA IREE 18 B R M b 89 % 2 3B IR iR A0 25 R R B Y SE BLTE
HEREXMEX, SHELSRBHXNLHIELREE SPIF b,

IATE] % 4 5K 0 e B AR AR SPIF 153 B AU BURR 38 U2 2SR M B ) 1) S 1 s it R @ B e vl
FIEFAR A RFREN 2L RN, W] 375 F & B 2 L R 3Rk R 3 2 0m P i
s, RIBFHEBER, BIANTESR 2 F 08 0 b P~ AL U AR 48, S8 v Fy il 22 4 5 g 388 o 1590 i Y B 1B A
¥, SPIF ¥ RERAMS AGEL 2SN E RS AP WIRTE D . R, WA EER
A A EZ RN R R,

SPIF % AT M5

versionlnformation —ASN, 1 E R IAE .

updatelnformation —SPIF # 7% #Y1E % FiE AR A,

securityPolicyldData — SPIF E M E 2K EE.

privilegeld — 3% £ W [k B ¥ L 2 ¥k P R 1T k8 OID,

rbacld —#1 SPIF — &2 I Z 2#A1EER OID,

securityClassifications — 4% R RS WS BIE R B IEAY 2 2 IR BLE B .

securityCategoryTagSets —#E 2R E M E £ X BN BE R BEEN LT, FRIESN
i e

equivalentPolicies — L[ i H SPIF N RS R RS .
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defaultSecurityPolicyldData—3$RIR R H T A F 4 48 7T 42 i 088 O & 2 R o
extensions — {4t — R AL ) ) 62 4% Bir 0 1 A R 06 7 R M BRI P BE
LR BRI TS EX

SecurityPolicylnformationFile :; = SIGNED {SPIF }
SPIF ::= SEQUENCE {
versionInformation VersionInformationData DEFAULT v1,
updateInformation UpdateInformationData,
securityPolicyIdData ObjectldData,
privilegeld OBJECT IDENTIFIER,
rbacld OBJECT IDENTIFIER,
securityClassifications [0 SEQUENCE OF SecurityClassification OPTIONAL,
securityCategories [1] SEQUENCE OF SecurityCategory OPTIONAL,
equivalentPolicies [2] SEQUENCE OF EquivalentPolicy OPTIONAL,
defaultSecurityPolicyldData [3] ObjectidData OPTIONAL,
extensions [4] Extensions OPTIONAL }
VersionInformationData . : = INTEGER {v1(0) }
UpdateInfermationData :: = SEQUENCE /{
sPIFVersionNumber INTEGER,
creationDate GeneralizedTime,
originatorDistinguishedName Name,
keyldentifier OCTET STRING OPTIONAL )}
ObjectidData = SEQUENCE {
objectld OBJECT IDENTIFIER,
objectldName DirectoryString {ubObjectidNameLength } }
SecurityClassification .= SEQUENCE {
labetAndCertValue INTEGER.
classificationName DirectoryString {ubClassificationNameLength },
equivalentClassifications [0 SEQUENCE OF EquivalentClassification OPTIONAL,
hierarchyValue INTEGER,
markingData [1] SEQUENCE OF MarkingData OPTIONAL,
requiredCategory [2] SEQUENCE OF OptionalCategoryGroup OPTIONAL,
ohsolete BOOLEAN DEFAULT FALSE }
EquivalentClassification ; ; = SEQUENCE /{
securityPolicyld OBJECT IDENTIFIER,
labelAndCertValue INTEGER.
applied INTEGER {

encrypt (0},
decrypt (1),
both (2)}}
MarkingData ;. = SEQUENCE {
markingPhrase DirectoryString {ubMarkingPhraseLength }QPTIONAL,
markingCodes SEQUENCE OF MarkingCode OPTIONAL }
MarkingCode ;: = INTEGER {
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pageTop (1,
pageBottom 2y,
pageTopBottom (3,
documentEnd 4),
noNameDisplay 5,
noMarkingDisplay (6),
unused (7,
documentStart 8,
suppressClassName (9}
OptionalCategoryGroup : : = SEQUENCE {
operation INTEGER {
onlyOne 1,
oneOrMore (21,
all (3>},
categoryGroup SEQUENCE OF OptionalCategoryData }
OptionalCategoryData ; ; = SEQUENCE {
optCatDatald OC-DATA. &id({CatData }),
categorydata OC-DATA, & Type({CatData } { @optCatDatald }) }
OC-DATA .. = TYPE-IDENTIFIER
CatData OC-DATA ;.= {... }
EquivalentPolicy :: = SEQUENCE ({
securityPolicyld OBJECT IDENTIFIER,
securityPolicyName DirectoryString { ubObjectiDNameLength }
OPTIONAL }
Extensions ;. = SEQUENCE OF Extension
Extension . ;= SEQUENCE {
extensionld EXTENSION, &objId ({ExtensionSet }),
critical BOOLEAN DEFAULT FALSE,
extensionValue OCTET STRING }

B SPIF 3L 42 R IF BB i M s B X, 3 BLAATTREAE ITU-T Rec. X841 87 [SO/1EC 158186
K2F AR HRE TN ILE T LHE LML,

D.3 HHUEtEEH)

LA £ S BR A LAY JR P S (R D e Bl A 4R A1t . B3R ik AU & R P O AL VE A & 78 B a4
HFA/IEC 9594-2 | EEFRFHKE-T 89 Rec X. 501 #9 17. 5 RIP . HIFBRBIE L35 fy % FRMCH
ff, E155 DSA H {54 DUA,

HREEIEERMNUTE DUAs e &SRB REk.

clearance ATTRIBUTE ;: = {

WITH SYNTAX Clearance

§)] id-at-clearance }
Clearance == SEQUENCE {

policyld OBJECT IDENTIFIER,

classList ClassList DEFAULT {unclassified } ,
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securityCategories SET SIZE ( IMAX) OF SecurityCategory OPTIONAL }
ClassList 0= BIT STRING {
unmarked (Q),
unclassified (1,
restricted 2,
confidential (32,
secret 4y,
topSecret (5) }

A B ELE RS % SUROT AR AU TE R .
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M ® E
CHR 1 B 3O
NPREBFENER

RN EDEG T, BEH LN EX A ERNEAME SR, & B &R0 & BAHEF 8 & A RS
HE.

AL PERES S (PRCS), HHR R M, — P RATWNE. 5 THEREE. 50HEAXNR
MEFEH P XHEERR. Hb - &EA. BTN Xp) BATF A BEBEMA - AR EHE. &
NHAH MR XOmA P X WL MELE. (THR#ERR.D = Xs[Xp[D]D. AN AHE
SHEREHETHMEMTAE. XA EEN Xp MEFEFR XBFELERA X WLIRE.
B0 B P RE TR 09 A PR I B AT AR B 1. NI EL 1 PR,

@ e=Bplx] @ x=Bs[e]

@ x'=As[e'] @ e’ =Aplx']
ME! ERAAHEEAHZRHEAR
MR ABLH Ap AIEMEFA As, i BES—XHFHA Bp Ml Bs. AFMB “HEAERILH A
HEAMEN TN, Bk AFBWURATASRZRBFEB(WHEE 1 HER.
D ABEE-EREFGE xH B, B A BRNAANE . HHENESNFER « Rk B,
AIRRN:
e = Bp[x]
2) HREBEAFRAAECHRAA B BIEE x. TEBRBYH Bs MM - MIEH.FH . TR
AURASAH FEARERR BB HBATHEHEL x. BsWHEBAREBH S
. BERIERRN:
x = Bslel}, or x = Bs[Bp[x]]
3) HEBRHMER ANAH Ap, RE—HREHEL X4 A,
e = Ap[x']
1) AfRE e f3H X
x' = As[e'], or ' = As[Ap[x' 1]
B XM TR ANBESTHTHEGE < x'. WRMNOBAEFIEME.EEFSHARNB
LS T A TS .
RS BT YR 2 RAREER WU UATERIERFRESG., AR BEIHERS
As fil Bs Misp BIBHE S 7. EUF BEER A MBEGE PEF ARELS BHERFR x 85
FRAMLIIA BREGHERY Bs, XHEEF AL EEM Bs BEERE,BES FEEKIFTL
ik A B H.
Kb HE TG RE MM S RERF LK, 01 D=Xp[Xs[D]]. ZEHB X KR
B BBHEATHA Xp P RE. FEit, XA THEEREMAE HEAEFERNRE. WRD
AR TR ENRER,
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Mt & F
(HRFEHE M )
HENRFRAFHBEEX

FEWHEREME R E LT B EAER N Rk 2518 . WREA I, WLt T
TEEM. EEXH ASN. 1 #i —*AlgorithmObjectIdentifiers” f§ iR .
AlgorithmObjectldentifiers {joint-iso-itu-t-ds(3Ymodule(1)
algorithmObjectldentifiers(8) 4 }

DEFINITIONS ;=
BEGIN
— EXPORTS All—
—— EXFEEH BRI RE S AT FHRMAF @5 H ASN, 1 #5,
—— B H FHE AR, LURGE A F AR 705 e H Al R R R
— HRBF. R ERFIUSH B A8HTET] BEFAEHEA .
— P RAEHFELF A FLNBRIESH
IMPORTS
algorithm, authenticationFramework
FROM UsefulDefinitions {joint-iso~itu-t ds(5) module( 1) usefulDefinitions(0) 4 }
ALGORITHM

FROM AuthenticationFramework authenticationFramework ;

— MR HFIE —
encryptionAlgorithm OBJECT IDENTIFIER .= {algorithm 1}
hashAlgorithm OBJECT IDENTIFIER = {algorithm 2 }
signatureAlgorithm OBJECT IDENTIFIER :.= {algorithm 3}
RXE—— ‘
id-ea OBJECT IDENTIFIER .:= encryptionAlgorithm -
id-ha OBJECT IDENTIFIER .= hashAlgorithm
id-sa OBJECT IDENTIFIER .= signatureAlgorithm
S
rsa  ALGORITH = {
KeySize
IDENTIFIED BYid-ea-rsa }
KeySize = INTEGER
—— XTRER R
id-ea-rsa OBJECT IDENTIFIER pr = {id-ea 1}
— PO R IRAFEREE . X MREFE 52 WA s ET .
id-ha-sqMod-n OBJECT IDENTIFIER .= {id-ha 1}
id-sa~sqMod-nWithRSA OBJECT IDENTIFIER ;.= {idsal}
END
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M ® G
(G RHE MR
AEBR R A RAIER L5

G.1 Gl 1. BERARLER

BE—-TEGARARES Acme £ R PO CA HFTRXGAE, M AEMEGR AT REMHH
ol CA HES R AR EETIEUES ., M AP0 CA BriMEAH M CA FRERIES.
AR A WA G T LU AT XA EaRFR By ACME £H .40 CABELEFET
B B T 09 3 3 - '
HA YT A H -
{cA TRUE, pathLenConstraint 0 }

G.2 H2.ZRAXNER

R HEMARS A E S Acme RHAIM H L0 CA BE4722 IAE, T HEME R A A REER
Acme % 8 8 G 8 EEHE T FISRAERIES .
® L FHER Acme FIRA A B T RWHE FEH5, HAh - REERE AT £ 2 095
® i FikE N EuroAcme, R IR EuroAcme B EETEN EE R BRNGXBEEER
F RN AR T TRALR MK
® M THEK Acme GRAF B THE RADAABNVH FRUNA . FEMFTERRTRIHN
(REFAERT RED K,  BRAQETLET RED THREMARN D).
XEREMERAR A LES T FERRZRR, B ACME £RFK .0 CA ZEIEH,EiE
HEETHTRE:
A RY RAE
{ecA TRUE }
£ F R TR
{ permittedSubtrees {{base --Country=US, Org= Acme Inc--},
{base --Country = France, Org= EuroAcme--, maximum 1},
{base --Country = UK, Org= Acme Ltd--}},
excludedSubtrees {{base --Country= US, Org= Acme Inc, Org. Unit= Purchasing-},
{base —-Country = UK Org= Acme Ltd. , Org. Unit=R&D--, minimum 2 }}}

G.3 Hl3.REEMHEMERIROER

B B F 91138 SLIA R 76 B 7 0 K 38 E B 2 18] 54T -

a) YT Can/US Trade BIME KRB HRBE, ITE RBEFH CA HERANREHBUHERAN

b) EEENAH KW US/CanTrade, X RIMTERBUTBE /Y, 5 BRI H Can/US-Trade %
R AR 8

<) MERBIFFBELMN FESERE. FEEEIE-BAL MMM HEZRHL g E E
] 4 L A L SR RS B

— IR E CAFLUAEREBUFH CABRSFE FHY BAES.:

LR R M
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{ { policyIdentifier -- ohject identifier for Can/US-Trade —-}}

SR BB B

{ { issuerDomainPolicy -- object identifier for Can/US-Trade -- ,
subjectDomainPolicy — object identifier for US/Can-Trade -- }}

R T BLE

{{policySet {-- object identifier for Can/US-Trade -- } ., requireExplicitPolicy (0),
inhibitPolicyMapping (0} }}

134



GB/T 16264.8—2005/1SO/IEC 9594-8.2001

M ® H
(HEHPEMR)
HEREBEXFEHR

B H R T — M RE TR R TIEH A CRLABXME L AEHY R R FHER.

JRYEZERIANE AL H RAE A LEARRA R

RH1 FERREEXFHR

RMESTRT R

T | & #_
i 45 1 CRL #% 5%
JB HEE $5 48 =X 12.1
iEH# T F 7.3
2 BHUE 7
fE45 . CRLE& CRL Zik# B
TS M B HE YR 15.5.2.3
] )RR R W AT R 15, 1.2, 4
RS EY B 15.3.2.2
HERERIRTT R 15.5.2.4
NEEHATRET R 8.2.2.1
EEEHTE 8.6.2.5
BAEEART R 15.5. 2.1
EAHTY R 8.4.2.1
LBEAEY R 8.6.2.3
EA R R 8.2.2,6
CRL 547 547 & 8.6.2,1
CRL E4 /& 8.5.2.1
CRL #H{ & 8.5.2.5
CRL WARIRH T B 8.5.2.7
ARG ET B 15.5.2.2
Delta CRL #8739 & 8.6,2.4
Delta f§ B3R 8.5.2.9
I RES R R 8.2.2.4
% CRL #" R 8.6.2.5
BRI R B R 8.5.2.3
AR KRBT R 2.4,2,4
A BHE & 8.a.2.4
RTELBELT B 8.3.2.2

B 8.6.2.2
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F= H. 185

e * #
EHERAT R 8.2.2.1
BFARY R §.4.2.2
THEFRT R 15.2.2.2
M FRT R 8.5.2, 8
WERAHY R 8.4.2.3
RBMHTE 8.2.2.7
mEE R R 8.2.2.5
REABTRE 8.5.2,2
AANRIEHIRRTT R 15.4.2.1
SOA #RIRFFT B’ 15.3.2.1
REBHET R 8.5.2.6
g aRTE 8.3.2.1
FRAHERRANY R 8.2,2.2
FikERBHET R 8.3.2.3
AisfEET B 15,1,2,2
i} ) B R 15.1.2.1
AP EmT R 15.1.2.3
X B A4y B T 2
B+ CRL 247 (X R 17.1. 4
i 4 % 0 CPS X 5 38 11.1.5
CRL 4377 s R A0 5 Frde 2 11.1,3
Delta CRL 3t 11.1.4
PKICA Xy &3 11.1.2
PKI A E B 72 0t g 26 11.1.6
PK1 i P 5t $126 1. 1.1
PMI AA X ®R28 17.1.2
PMI LB 17.1. 5
FMI 30A %2 ##E 17.1.3
PMI FB P 3f S B 42 17. 1.1
FE BRI XY A28 17. 1,6
HE B
AAEH R E 17.2. 2
AAEBHBAREE 17.2.5
R R 17.2.1
REEHBHIRRE 17.2.4
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& H 1088

b % E= ¢
TR Y i LA A5 R 17.2.3
HEHHEAERE 11, 2.5
CA EH B 11.2.2
iE L RS B R 11.2.8
R 11.2.9
IEF a5 = m 11.2.4
3 XAE %8 11.2.3
FIERER A 17. 2.6
Delta ##H51F K 1. 2.5
PKI g4+ 18 11.2.10
Fr U B R 17.2.7
EFERRNE 11,2.7
FH P E A5 11.2.1
L 75 A 0
ARAﬁHﬁEm 15.5.2.4. 1
%@mm%%%@& 15.5.2.3.1
'ﬁmﬁmﬁ@m 11,3.7
Eﬁm%%%ﬁm 17.3.1
J& PR RE 5 L A 17.3.2
R P 488 LT T A 15.3.2.2.1
HEABEARILAE 15.5.2.1.1
if #5582 Pufl 11,2,1
EHFIRT2ILE 11.3.5
- F5 3] e I ) 11.3.6
TE 45 PL By} 11.3.2
TE A% 58 45 L AL 11.3.3
ik RS LB 11.3.4
A FRAWRMLA 15.5.2, 2.1
ﬁiﬁ%&ﬂm 17.3.4
fef & E A TLAC 17.3.3
PKI 7% L i 11.3.9
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