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FRER ZEER QPEMIRE
FERIEH RS

1 EE

AR E T —FREHRIEBHYH 2 (CRL BT X GRFEBRSHILHEERIEBRS
i OCSP). ZHLH aTA# CRL sR/E N A MMM E CRL M —f b3 7 R, UE RBHRBIE H#
HRENELEL. AREETERARATUTASR:

a) BE#MRTHEZIEPREDUHFRER;

by RE#HRTERKESREHLAWEPIER;

¢)  ArHT T AR AR 2R UF A5 IR A5 th I 0 K7 B T B S B &b R 1E I s

& HHATHAREBREHNEFEXAREHDLHATTPI MR A FR;

e) WEETRAHBIBELIDE: 1(ASN. DI#RKERITE RS,

FIREEHATERETFAFEHEMRENONARFHTERE.

2 MBS AXH

T3 S O SR SGE I AR E R R AT R A AR HE R k. LR E AT, KR A
R B A CR AT BRI W ) BB 1T R AR P T ACHR v SR T » BB AR 3 A0 b ot 3% A M B9 &8 7 B 38
RE M AX S EABERAE. LERE RS AXH, RBFHRAEATAFE.

ISO/IEC 8824-1:2002 MRIBEHICHE—(ASN. 1) 5 1 %4 HATIZAE

RFC 2459 R X. 509 247 %5 44 5 ol G F 15 FE H M #4  RAER

RFC 2616 MXALHHILHTTP 1. D

3 RiEMEX

THIRERE SGE R F AR,
3.1 .
EBH BRI extensions
EEBHENT  ZBEXTESH—EBT RES.
3.2

iEBMEFIS certificate serial number

R B MEHFEAME—BRE, £ CA FRWIEREEN, IWERE 5% CA Frai &1 IE 518X
——%t .
3.3

HRE requester

HIEERIESRSEARS M.
3.4
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CA IEHAIEYLE

CAs  ERNEYHBE G
CRL EH#EMIIE
HTTP #EXA&EHBIL
OCSP  ZELRIEFHRB K
OID Xt &IRIRF

PKI A4 &R

5 2

5.1

ik
OCSP 1F4 16 % 2 8 CRL MR RS T 07 ¥ R0 LRI HGHE B 8RS B A R E R A1

BT RBARALE.

OCSP 8445 57 AR 38 MR IRIE S I GRS, OCSP TR MER AR RRMLE

2 CRL ¥ K0T M 15 B RRIEE R, BT DUBRGKGBH 6 R R . OCSP Rk 1\ OCSP W K
BRU—DREER, LB EZAEWRIES , B30 A% R fto 5 b ik

5.2

WA 13

5.3

AT TREEBRSHEARFNEMIESREE DN RS B2 AT ELRHEE.
BR

OCSP #HREE T HIE:

a)  HHXARA

b) RFEHK;

¢)  BARIEBRIRA

d)  OCSP miR; 2 AT A A AT 3% 5 /B » B an . OCSP #R H % & BV E

it A~ R 09 [B1 R , OCSP Wi B 2% BE B E =

2 BIABAREFLEH

b) MEHETERTFERMBRSE

o) BWREGLIMMNBFENRL.

W FRER AR RF R, W OCSP W 2W & di— M5 RFE R BN, KK E— 1AM
el R

OCSP W7 7 LA A [F] 25 20, Lo Jof ey ) BOE 28 26 A o o7 SRR R B0 A LR . A5 AR v R T — M A

A OCSP 3R # 100 L 85 58 0 7 2 ¥ i) OCSP A AR,

A RN RN RNETRTESL. ATANSSMEHLAKETII&FZ—:

a) BRGFAEMIESH CA;

b)  FAEBEI N RS B R E LN B A 60

o) CA ¥5E im R 25 I ERA B W B2 88 , S0 RE B340 A — A CA BB AT A Frk iR ic v R
BOAE B AR AR IC T RS B 1% B 25 7T LAy CA & 47 OCSP MR

RE 1 B W B I B E T A R

a) WAL iE B R AR AR 5

b) TR EE BB R

o R AU BT AL 5

d) EIEENT R

e) ZBAHP:M OID;

D WEHREES.
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xof 155K A E S B WA BT 0T AR
a)  HIFEBRIRF
by IEBREME;
o) MIRLA AR
) AIEMTE.
AR AENHIE RS (A E T 40 BH 5 (9 e REAR LA
a) good(JF) . KM RAEEMME TWA . REFHEAEANABRSHSNERBBIED
TGRS, E 9w B R BB UL E 45 R A, (B 3R BB UL BT UE 45 B8R A 27 A WA AT Y ]
BEFEREHENEEREA, WY BAHATESWMEER QLA TFERRSEEOMINE
B, B0 & A0 B E B R R

b) revoked( LHIH) : TR AT 45 BB G A i B IE A ) BB .

¢ unknownCGRHI) . 2285 I B7 38 R AE % SR 1 IER A M IE 45 (48 OCSP Wi B #5iE 5 5#HRIER
BHIEBAEFR— CAEEHHELRL .

5.4 REWMR

o PRAE R, OCSP M RE 25K E A SRR . REHAREHES. ARTURTIILL.

a) malformedRequest(7/R 52 % 1 B 3 ) : OCSP 1 i #% (IR % %) B W DI W iF R | A M7 OCSP
B

b) internalError( P EB451R) : OCSP i i 4840 T3 £ 8 A9 TAEIR A5 » R 24 18 53 — 1 Wil 5L 3% - 1t

1Ti#E;

¢ tryLater(BLUSFR) : OCSP Wi 5 88 i Ab FiE 47 R4 . A BEE [ 57 i RAE H R A&, R A

AR RS, H R AN BRI T 5

d) sigRequired(FELEL) MM ERFREMNERES

¢) unauthorized GR#2H0) : %2 I 2 B R BLAUE R & (0 WAL 2542 eh /9.
5.5 thisUpdate,nextUpdate 1 producedAt fiF X

KU R AT 49 & = A ) F B, B thisUpdate, nextUpdate Hl producedAt, X 5 B {118 X 4
B

a) thisUpdate: Jit ¥k 58 %7 A 1] , 7 B3R 5 B ()R 75 R IE 9% BT B 16 5

b) nextUpdate: T ¥ 38 #7 i [6] , Fn iE B Mo F 22 87 RS R EH Y, F AT RMFR

HBERBREEFHREL;

¢) producedAt ;% % B E , OCSP Wi B £5 % B % W 7 H 5 18]

WRFBE nextUpdate, W B BRI T RS EFNMMER. T OCSP RENEHH
KA R, A SR AR T R B nextUpdate 5 £ 5 thisUpdate & X i CA & R il 45 R 1 B[] 5
producedAt 3 OCSP £ %K W 7 & ]

5.6 WF£mmA

91 B B — R 52 0 2 PN BE S0 E B AR 25, OCSP W AL 28 7] WA B Se Ak UL Le B A AL . IE HRBH
A B 45 B I 2R % 38 2 W B B thisUpdate $§yi?ﬁ§ﬁ7kiiﬁﬂﬁﬂﬂ§]r}iﬂﬂﬁﬂlﬁfﬁ¢%
nextUpdate 5Bt ; i 7 A& W i ) et /8] 137 52 B 76 W 17 o #) ProduceAt F B .

AGRAEE T OCSP EL RS, B TobtE, H O EHIEGH . BUTT AR AR~ LML, T
T R RE X 2 P i SR B 7 A A BEAL AR R
5.7 OCSP ZEZNMMHEIE

SEFBREEENEHILSEBEHHEHEMER ., EPFMEGEEL RN —TFF extend-
edKeyUsage Mi—1{B (3F 5, 345 OCSP i 7 48 92 & iE 35, R §E 45 Ik OCSP Wi 8 B AL, 1L
WERDFHINET A CA HEERAWHES.

3
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5.8 CAEHiittR
I OCSP W Ji 8 5038 — 488 CA WA EBOMIR, W E W LIEE B A | i CA R I IEH#E
EHERE.

6 HEER

6.1 EFEAE

1] OCSP & P 3 &R F 424t OCSP Wi 28 R I M A B, CA R ZAEH Y B R4 HTF OCSP
1 AuthorityInfoAccess B (PR3 ALIE B (BE L RFC2459 19 4. 2. 2. 1) ; 80 #& , OCSP Wi if 7% )
accessLocation ([} it ) Al 7E OCSP & F R AT A s BC & .

4t OCSP R %51 CA, RN RAEA b SL B A B by #5 2 49 OCSP W 7 88 SE 3, VL MAE AccessDe-
scription SEQUENCE #3148 % uniformResourcelndicator (URI) accessLocation {H #Xt 47 RAF id-ad-
ocsp.

FAIE A 38 accessLocation(i (Rl Ak) F BLAG (L 41583 T 115 OCSP b BL 88 i 17 B e i B 2
(n HTTP) , s 7] BA & HoAh 915 8. (3n— 4~ URL) .
6.2 BEMMEMNERER

a) fE OCSP MR WAEA B Z /I, OCSP & 1 i ML BR A 5

by i B i Rz e BT 0 RG TE 43 R A R A B B — B

o) WRL AL RE M
) MR BB A E B RRE R HE ERE R B
e) FHRHFECRBAXMPIHTES;
£ FEERIE BIR A RO BT A (thisUpdate) B7 2 24 3 B I B 5 8] ;
g MBFET nextUpdate B, it R B % B T % i 24 BT A ] .

o

7 REHY

7.1 A%

AR AWRFRITE LASN. DRER L E B AE, ASN. 1i5E5| A — & RFC 2459 E X
BIARIE, TR OCSP thiltsid WL % B. % HTTP i OCSP # 3K # = Fma i #% X B RFC2616 #1
BRME A, X TEETERE, EELMEEELA ASN. 1 W #5455 N (DER) R 4FHH .

IR AL, BRIAGE T ASN. 1 BUfRid.

8| F Y H M ARIF L A : Extensions, CertificateSerialNumber, SubjectPublicKeylnfo, Name, Algo-
rithmIdentifier, CRLReason,

7.2 AR

FEMETHREHRNY ASN. 1, RILH A RAEH I (HTTP.SMTP.LDAP %), kR
HERN TS REMBIHEL.
7.2.1 #RIEE

OCSPRequest = SEQUENCE ({

thsRequest TBSRequest,

optionalSignature fo] EXPLICIT Signature OPTIONAL }

TBSRequest P = SEQUENCE {

version fo] EXPLICIT Version DEFAULT v1,

requestorName [1] EXPLICIT GeneralName OPTIONAL,

requestList SEQUENCE OF Request,
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requestExtensions [2] EXPLICIT Extensions OPTIONAL }
Signature 1= SEQUENCE ¢{

signatureAlgorithi Algorithmldentifier,

signature BIT STRING,

certs fo] EXPLICIT SEQUENCE OF Certificate
OPTIONAL;}

Version g1 = INTEGER ¢ v1(0) }

Request gy = SEQUENCE ¢

reqCert CertlID,

singleRequestExtensions

[0] EXPLICIT Extensions OPTIONAL }

CertID = SEQUENCE ¢

hashAlgorithm Algorithmldentifier,

issuerNameHash OCTET STRING, BREBWESE
issuerKeyHash OCTET STRING, — A2 HF & AT HHNEFH

serialNumber

CertificateSerialNumber }

issuerNameHash B 2 A B — A FRM WS A E . ZEM IREIEH K K& L HRF B DER #Hi%
#AFHHE . issuerKeyHash REREAHAMNKFAE. REWEIMRAEZFERFHETELAFRCK
BARIC R B #ATIHE . hashAlgorithm FB R RIEHX LR FH i A EANMBERE. serialNum-
ber £FERILREWIEBRFFIS .

7.2.2 WRIBERER

BEf ] CA AFEHARMAHMHEXEA CA BHRNBFEERFRENRGENEERR, BB CA
AR AR R (B REHL R, BIEARED ., HE, B CAWAFEHARRTEMR
L REERESRERERS BT EFARERR,

LM RYT BB BENTET., AREXEY BEREIXEMEN. 7.5 RETHEZER
Wy R . ERAREPSEXEMYENT BE. SAZBREAEASNY BRGEEMNER
BENREFERBHER .

R EFTLIEEX OCSP FRFFEL . IMERT 45T thsRequest HHRRIEEHL . MR
EREE S R ERTE requestorName FIEE KL, R, FELLHWHR, FRETHE Signa-
ture 9 certs FE RS H BT OCSP MM RIEHRE S Z HWILIES.

7.3 MR

AEMET HE WP ASN. 1 M. RFITEMAEHILH (HTTP.SMTP.LDAP %), LhrHY
MR T 8BS R EMNNEL.

7.3.1 MRIFEZE

—A~ OCSP W R Z 70 i — M8 B Se BT R A L BOR S #Y responseStatus FEAM M . MR respons-
eStatus KB B IR &M, MR E responseBytes.,

OCSPResponse ;:: = SEQUENCE {

responseStatus OCSPResponseStatus,

responseBytes 0] EXPLICIT ResponseBytes OPTIONAL }
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OCSPResponseStatus ;;

successful
malformedReq
internalError
tryLater
sigRequired
unauthorized

}

responseBytes BEH—

Ay OID kiziA.

ResponseBytes ::=

responseType

response

= ENUMERATED {

), W] IO % R A
uest ), —AEEFHIAER

(2), — RWEHENBEIR

(3), — R EE R

“@, WA ERE R

(5), —HRAR PN

AN G R YA W RV s 4 A - 1K W B3 # i # B OCTECT STRING %

SEQUENCE {
OBJECT IDENTIFIER,
OCTET STRING }

Xt F &4 ) OCSP W4 B &8 , responseType i 4 id-pkix-ocsp-basic.

id-pkix-ocsp
id-pkix-ocsp-basic

OCSP W 7 28 BE 867 4 id-pkix-ocsp-basic 8B AW AL . +H B #b, OCSP % J 35 B0 A BB 1 8 5% M4k
R IE N
response [ {& I & BasicOCSPResponse ff) DER ##5 .
BasicOCSPResponse ::= SEQUENCE {
thsResponseData ResponseData,
signatureAlgorithm AlgorithmlIdentifier,
signature BIT STRING,
certs [0] EXPLICIT SEQUENCE OF Certificate OPTIONAL }
signature f{E B % # F DER %43 i ResponseData P4 7 AT B 15 5.
ResponseData ; ; = SEQUENCE {
version [0] EXPLICIT Version DEFAULT v1,
responderID ResponderID,
producedAt GeneralizedTime,
responses SEQUENCE OF SingleResponse,
responseExtensions [1] EXPLICIT Extensions OPTIONAL }
ResponderID ;. = CHOICE {
byName [1] Name,
byKey [2] KeyHash }
KeyHash ;:= OCTET STRING TR B B8 S TR 4R A0 SHA-1 My
(A f1$E tag 1 length F B
SingleResponse :: = SEQUENCE {
certlD CertID,
certStatus CertStatus,

OBJECT IDENTIFIER ::= { id-ad-ocsp }
OBJECT IDENTIFIER .= { id-pkix-ocsp 1 }
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thisUpdate GeneralizedTime,

nextUpdate [o] EXPLICIT GeneralizedTime OPTIONAL,

singleExtensions [1] EXPLICIT Extensions OPTIONAL }
CertStatus : : = CHOICE {

good [0]  IMPLICIT NULL,

revoked [1] IMPLICIT RevokedInfo,

unknown [2] IMPLICIT UnknownlInfo }
RevokedInfo :: = SEQUENCE {

revocationTime GeneralizedTime,

revocationReason [o] EXPLICIT CRLReason OPTIONAL }

UnknownlInfo ;: = NULL—— i 4 8] 2 B A
7.3.2 MREIFEMER
7.3.2.1 @
thisUpdate #1 nextUpdate B/~ B & X T 4 R A 8] A] B . 3 > A [8] (] B& & A1 CRLs H iy
{thisUpdate,nextUpdate} [&] [ 4§ % B . NextUpdate {& H; < #1 7 45 i 18] B (9 wa Bz B 4 A 0 3K
ThisUpdate {8 H, 2 b 28 4t B 15 B A 0 RF b 157 B D T3 R AR 4t nextUpdate A (M7 B MK AR it nex-
tUpdate {E# CRL & XAHA .
produced At B [E] 2 Wi S 42 4 42 A B E]
7.3.2.2 #AMMRRE
SHEHRSFBELWFEFREREBHEHRRLHER. ELFHETEERHTELWEERE
SN, BFE, ESRSEE EEN OCSP iR %4 , R B I8 IR B AVE B — 4 L3t OCSP 1
R4, CA @it OCSP Wi i #31F $ 9 extendedKeyUsage ¥ & 40 & id-kp-OCSPSigning 3£ #§ Ik
OCSP Wi 57 2§ Xt W R #1784 . OCSP RS BAMEHH CA 27, % CA R EH T HERIERSE
HIUE 4
id-kp-OQCSP Signing OBJECT IDENTIFIER ::= {id-kp 9}
ARHF OCSP Wi 37 f 7 96 5% B B 20 701 86 4% 6 W 3F % A £ 3R 84 id-ad-ocspSigning {8, B 1177 LA 4
— R EEFMAEE RS OCSP B4 R Lk U REE X SR L& CA, IR AR IERM
B F %2 BT E B B AR SR R LU AR AR A, W RS AR 4
a) AHEEAR OCSP 4B EL K FEET SHRBIERSHIEFHHELERIES;
b)) WESEFRIPRBIESH CAES;
¢) 7E extendedKeyUsage ¥ B &% id-ad-ocsp Signing f, ¥ A HE X FRIFRSBIEH K CA
B .
T 156 32 32 B30 48 B M WD LA S R R BT B 5 BRI TIE M R4S 48 E S .
7.3.2.2.1 EBUREROBERSE
B 4R — A AU OCSP MR #8 5] L h — sl &4 CA RELRS(E R OCSP & F g % B
RO 3248 25 BERURBR A O 38 O R B OB . CAWERUT =M 2 —RB R M.
a) CA T#5E OCSP % P it fE Wi 07 25 1 5 M B A A= FEH A5 B RLAS . CA S 70 R 43T
HHE id-pkix-ocsp-nocheck ¥ BRRBIEIE. XMER—TEXBENT B, U RE
R, BOMTFIEBKAERET S, A XML K CA R AR T i 5725 5 60 i %
FE% %K CRL 8 CA BN M B ERNER—FTE. CAWLRERA XYM

7
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HHHAEEHWIES, WREEENEARNIES.
id-pkix-ocsp-nocheck OBJECT IDENTIFIER ::= { id-pkix-ocsp 5 }

b) CA W EMMBE WS TEBET S HME. BWEHEA CRLs  CRL A7 ik E
I3 SRBE B CRL WA A SR 2, RN R A ki, RE AN ELERER

A (AuthorityInfoAccess " &), #& RFC2459 743X Wi Fh ALl A9 4058 FH .

©) CAMBREAEERENNBEEETCHBBENITIE, ERFLT KEIE OCSP & P i

BT LR RRERTHXTRETAE,
7.4 BHNEBIGEMALENELNE

3R OCSP IR % 09 % 5 35 7 45 40 71 £ 48 4 B Wi B, WA B BT DSA sig-alg-oid (RFC2459 # 7. 2, 2
) KR K DSA #9144 . OCSP W88 M X HEF Bk, EENNAN, NEAEREDER
FEWMIIERMAEGHLE L.

7.5 ¥R

AEEXT —EARRNT R, XET BET X. 509 A1 V3 AL H (WL RFC2459) P AN RE
K. MEAROEESATS , MFAY B IFHERTEN. XTFEIT R, EXHETEH OCSP i
R 2% b BRI A0 IE R DA BT T8 S EAH R R P TR
7.5.1 Nonce(HAT)

Nonce 3 33 5 % # fm 35 45 7 — N H R A — A0 57, BT IEEHBGE . Nonce ZEHFR PRI EFRE
rh §)—> requestExtensions T 45 15 7 75 3K o , 48 T 76 W B o, B2 15 o Wl i 42 P ) — 1 responseEx-
tensions I B, 7E 3% R 1w 57 7, Nonce 3 /iy % £ 47 R & id-pkix-ocsp-nonce $511 ,extnValue
A& T Nonce I{E.

id-pkix-ocsp-nonce OBJECT IDENTIFIER .= { id-pkix-ocsp 2 }

7.5.2 CRL$¥%

¥ OCSP W g8 % 3, 7E CRL FH i — M EMMWRERAMIES, THREFME. X—-RE
OCSP & R 7Rl FE R BT T WL (i AR BT JE % A Al CRL #T i th — 4~ URL(CRL ] B} Aix 4~ URL 4b 3%
), — 4 FFES(CRL BRI R— o RE GZAMB A CRL MR RSO HEE. XETREBEN
singleExtensions, %Y B HIFRIRME N id-pkix-ocsp-crl,{E 2}y CrlID,

id-pkix-ocsp-erl OBJECT IDENTIFIER .= { id-pkix-ocsp 3 }
CrlID :: = SEQUENCE {
crlUrl [o] EXPLICIT 1A5String OPTIONAL,
crlNum [1] EXPLICIT INTEGER OPTIONAL,
crlTime [2] EXPLICIT GeneralizedTime OPTIONAL }

HFEIN crlUrl 3 E3E T CRL 1 URL, &4 B2 TASString; S8 &R crlNum 5 E 5% CRL
CRL 5S4 B E, BHKME INTEGER; %85 crlTime $§5E &£ #i 8 1 CRL A IE K, B MR R
B GeneralizedTime,

7.5.3 TIHEFEROM AR

—AOCSPEFRAIUFBHEEREERAOSHMMET, HTHAHXFNEN, ENRES id
pkix-ocsp-response ¥ J& , f 2§ AcceptableResponses. %3 J& 1 i 5K ¥ i) — 41~ requestExtensions,
& 7E AcceptableResponses 1) OIDs %% /7 4% AE i 42 3% 19 45 Fh win 57 2 B (B 40 ; id-pkix-ocsp-bas-
ic) ¥ OIDs,

id-pkix-ocsp-response OBJECT IDENTIFIER .= { id-pkix-ocsp 4 }

AcceptableResponses : : = SEQUENCE OF OBJECT IDENTIFIER

0 7.3.1 iR, OCSP Wi 7 8504 8B 45 7= 4 id-pkix-ocsp-basic 25 B W K7 . #5249, OCSP & P 4%
o4 BB Ui F kb FH id-pkix-ocsp-basic FE B #Y R Y .

8
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7.5.4 fFREIE

OCSP Wi 5 #8 FJ LA ¥ BE7EAE 5 33 )5 03 % B AR A WUBE A5 8 . MAWR R 9 produced At B (8] 98 2 8
RO H (A T A5 B A B 9] S8 SO0 UE 45 B “ PR B R B 1)

B 2 P E R A 8 & WiE B RA BT 8 T, BUE B OCSP jif i h BB F§ OCSP AR B ik
B fE], SRR PFE R R EH RN .

REFEBE IR OCSP REBUZEMNN CEHOBEFEBRILYT E. DREEFHBRLY
JB WX MEAE 28 OCSP 1 singleExtensions 3 &, 3 H id-pkix-ocsp-archive-cutoff ] Generalized-
Time B HERIRT.

id-pkix-ocsp-archive-cutoff OBJECT IDENTIFIER ;.= { id-pkix-ocsp 6 }

ArchiveCutoff ::= GeneralizedTime

241, ﬁﬂ%’ﬁﬂﬁ%%ﬁ%ﬁf’ﬁﬂﬁ%m 7R BRI, B produceAt {Eﬁ t1, AR A WA RE ' Archive
Cutoff R (1, —7 %),
7.5.5 CRLAA¥ REE

FrE#ER CRL AOY BIY BR— N RFC2459 ) 5.3,
7.5.6 PRHBEME

— & OCSP MR 8t if DL HE— R =0E 1R IR 5 28 B — MR, R R R B BB BI R R
JEE AR OCSP FR%& 25 b, R E X T serviceLocator R B, XY BN —1 singleRequest-
Extensions {13 7EHERF .

id-pkix-ocsp-service-locator OBJECT IDENTIFIER ::= { id-pkix-ocsp 7 }
ServiceLocator :: = SEQUENCE {
issuer Name,

locator AuthorityInfoAccessSyntax OPTIONAL }
3 o B A {EL RT3 4 OE B AR L B RS

8 ReER

AEREFREHHARELAGESRERSRUEHER. GARMB L ERN EHEHA
REFLAAT— CRL M2 H# 1Eh— MG F L ETR.

— IR S BEERABEH TR BN AREANTIEY. ENELNHTEEEWTNE>
A i A A BT S AR T X — 18T . (R, R A 4% B4 S 3R 0 R T DG 3 5 S — B 4 R I
& BB R KRR B IR A

W= W R A B R R RS TS, — UM OFR NS EIE S E SRz FEXAE
EAPZHBERSSBERAE. BE OLSP W ST A5 5 48 s o 351 7 A W T R B 2 AR T
ot & A BT BB 2 ] DA R B BT R DD BRTT U T L 47 2 R0 T B 2 e e A BV £ 2 % 2 T8 4R i
g,

TR PR EIE B AR AR B X B4 By #4578 K B R 3% 8 2 1 7T BE A9 OCSP i Bz 2%
#’E TR,

MRBAHEREER PREMSES AEFEELE B9 HTTP REZFHER RSB —&
FAMOLER. 7E8E OCSP OVER HTTP I, Afr#E # W K i H 48 HTTP Z7 04 MW R %8
k.
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M R A
CEFHEM R
HTTP L& OCSP

A RHART X HTTP & OCSP sk #% =N OCSP W& .

A1 WK

#F HTTP i OCSP #R 7] U6E A GET B POST Fisk#zs. N T 78 HTTP BIF4E B/
MR (S HEF AT 255 FIOAUM GET HEKk4ER. R HTTP ZFFAEREE, LEHFHK
AFRET 255 FW, WA B RMZA POST b kiEX., EREER-NEEFROEHE. ET
HTTP # OCSP &1 XA TLS/SSL sk Kb K B M iSRRI & 2.

—ME A GET #ik#y OCSP R # I T H A ST .

GET {url}/{url-encoding of base-64 encoding of the DER encoding of the OCSPRequest}

Hd {url} T XM AuthorityInfoAccess FM{ERLH OCSP F RN A MBI BIKE.

—AM#EH POST k9 OCSP iR T A R #ATH 1 -

Content-Type 3k A% {f : “application/ocsp-request”, T iH B & & OCSPRequest #) DER 455 —
HHAE .

AARAERIN, L E R POST ik, A POST J iR o] i & HTTP 28 72t K A BE BT
%P R ETEE .

A2 TR

—A%F HTTP 8 OCSP Wt A F e XL .
Content-Type 3k B #{f : “application/ocsp-response” , Content-Length 3k i} 1% 1§ % WF K7 89 1 B , 0
4 Bk OCSPResponse f§ DER iR k. HAMAEHE M wmiRAM HTTP XA BEFAT
R R ¥R, 7T DA
T, B & EK, A R A UIE Z M A8 OCSP & KR, THA XL LMEN I BAR D, BTH
BEB FEBESPNE RS EEH KeylD, X REAEMM IS H CAFEETREEHORABIECH R
iEH.
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M ® B
GRIEEH S
K ASN. 1 E X 9 OCSP

OCSP DEFINITIONS EXPLICIT TAGS::=

BEGIN

IMPORTS

Directory Authentication Framework (X, 509)
Certificate, Algorithmldentifier, CRLReason

FROM AuthenticationFramework { joint-iso-itu-t ds(5)

module(1) authenticationFramework(7) 3 }

—PKIX Certificate Extensions

AuthorityInfoAccessSyntax

FROM PKIX1Implicit88 {iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisms(5) pkix(7)
id-mod(0) id-pkixl-implicit-88(2) }

Name, GeneralName, CertificateSerialNumber, Extensions,
id-kp, id-ad-ocsp

FROM PKIX1Explicit88 {iso(1) identiﬁed—organizatioh(3)
dod(6) internet(1) security(5) mechanisms(5) pkix(7)
id-mod(0) id-pkixl-explicit-88(1)}

Cryptographic Message Syntax (CMS)

Issuer AndSerialNumber

FROM { iso(1) member-body(2) us(840) rsadsi(113549)
pkes(1) pkes-9(9) smime(16) modules(0) cms-2001(14)}
OCSPRequest = SEQUENCE {

tbsRequest TBSRequest,
optionalSignature [o] EXPLICIT Signature OPTIONAL }
TBSRequest = SEQUENCE ¢

version [o] EXPLICIT Version DEFAULT v1,
requestorName [1] EXPLICIT GeneralName OPTIONAL,
requestList SEQUENCE OF Request,
requestExtensions  [2] EXPLICIT Extensions OPTIONAL }
Signature 1= SEQUENCE {

signatureAlgorithm  Algorithmldentifier,

signature BIT STRING,

certs [o] EXPLICIT Certificates OPTIONAL }
Version ;:= INTEGER { v1(0), v2(1) }

Request ::= SEQUENCE {

reqCert . ReqCert,
singleRequestExtensions [0] EXPLICIT Extensions OPTIONAL }
Certificates = SEQUENCE SIZE(1.. MAX) of Certificate
ReqCert ..= CHOICE {
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certlD CertID,

fullCert [0] FullCertificate,
certldWithSignature {17 CertldWithSignature }

CertID ;: = SEQUENCE {

hashAlgorithm Algorithmldentifier,
issuerNameHash OCTET STRING,—— Hash of Issuers DN
issuerKeyHash QCTET STRING,—— Hash of Issuers public key
serialNumber CertificateSerialNumber }

FullCertificate : : = CHOICE {

certificate [0] Certificate,

attributeCert [1] AttributeCertificate }

CertldWithSignature :: = SEQUENCE {

issuerandSerialNumber IssuerandSerialNumber,

tbsCertificateHash BIT STRING,

certsignature CertSignature

}

CertSignature : : = SEQUENCE {

signatureAlgorithm AlgorithmlIdentifier,

signatureValue BIT STRING

}

OCSPResponse ;: = SEQUENCE {

responseStatus OCSPResponseStatus,

responseBytes [0] EXPLICIT ResponseBytes OPTIONAL }

OCSPResponseStatus : : = ENUMERATED {

successful 0, Response has valid confirmations
malformedRequest (1), —Illegal confirmation request
internalError (2), —Internal error in issuer
tryLater (3), ——Try again later

4, is not used
sigRequired (5), ——Must sign the request
unauthorized 6), Request unauthorized
badCRL 8, Error in CRL processing
}
ResponseBytes ;.= SEQUENCE ¢
responseType OBJECT IDENTIFIER,
response OCTET STRING }
BasicOCSPResponse .= SEQUENCE {
tbsResponseData ResponseData,
signatureAlgorithm Algorithmldentifier,
signature BIT STRING,
certs [0] EXPLICIT Certificates OPTIONAL }
ResponseData ; : = SEQUENCE ¢
version [0] EXPLICIT Version DEFAULT vi,
responderID ResponderID,

12
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producedAt Generalized Time,

responses SEQUENCE OF SingleResponse,
responseExtensions  [1] EXPLICIT Extensions OPTIONAL }
ResponderID ; ;= CHOICE {

byName [1] Name,
byKey [2] KeyHash }
KeyHash ::= OCTET STRING ——SHA-1 hash of responders public key

(excluding the tag, length and number of unused

—— bits fields)

SingleResponse :: = SEQUENCE {

reqCert ReqCert,

—— MUST be identical to the same field from the request

certStatus CertStatus,

thisUpdate Generalized Time,

nextUpdate [0] EXPLICIT GeneralizedTime OPTIONAL,
singleExtensions [1] EXPLICIT Extensions OPTIONAL }
CertStatus ; : = CHOICE {

good [0] IMPLICIT NULL,

revoked [1] IMPLICIT RevokedInfo,

unknown [2] IMPLICIT Unknownlnfo }

RevokedInfo ::= SEQUENCE {

revocationTime Generalized Time,

revocationReason [0] EXPLICIT CRLReason OPTIONAL }
Unknownlnfo ;: = NULL —— this can be replaced with an enumeration

ArchiveCutoff ::= GeneralizedTime

AcceptableResponses : : = SEQUENCE OF OBJECT IDENTIFIER
ServiceLocator :: = SEQUENCE ¢

issuer Name,

locator AuthoritylnfoAccessSyntax }

CrlLocator :: = CRLDistributionPoints

Object Identifiers

id-kp-OCSPSigning OBJECT IDENTIFIER ::= { id-kp 9 }
id-pkix-ocsp OBRJECT IDENTIFIER ::= { id-ad-ocsp }
id-pkix-ocsp-basic OBJECT IDENTIFIER ;.= { id-pkix-ocsp 1 }
id-pkix-ocsp-nonce OBJECT IDENTIFIER ::= { id-pkix-ocsp 2 }
id-pkix-ocsp-crl OBJECT IDENTIFIER : .= { id-pkix-ocsp 3 }
id-pkix-ocsp-response OBJECT IDENTIFIER . .= { id-pkix-ocsp 4 }
id-pkix-ocsp-nocheck OBJECT IDENTIFIER ::= { id-pkix-ocsp 5 }
id-pkix-ocsp-archive-cutoff OBJECT IDENTIFIER :.= { id-pkix-ocsp 6 }
id-pkix-ocsp-service-locator OBJECT IDENTIFIER ;.= { id-pkix-ocsp 7 }
id-pkix-ocsp-crl-locator OBJECT IDENTIFIER ::= { id-pkix-ocsp X }

END



