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EREAR RE&BA 2EMERE
iEH HEHWY

1 3EH

AARAER R T 241 BB HE (PKD 5 (0 E 6 48 S 80 8 X T S 457 A S B AR X8 & 07 | Br
FENHIEE XN B ETEQF S FIES LS FHER FHIRE ZOUAE%.

FERFIEEZHTERSRARE LB F LA PKI A4 LHEE M, 7 {E% PKIZEEHLH . PKI
HHHRENSHIEHN.

2 RMEMSIAXH

TR &R AN TR SRR LK. LREBBNSIAXHE . HEEHRE
B 4 B B R A9 B R 9 P4 25 BUB T SRS R & A T AR AR M, SR T » Sk B A48 A 4 i sk AR B B & T TP 5
BEETHAZ S HMRFIEA. LEAE B BHME G REHRAER TERE.

GB/T 16264.8—2005 {SEHA FRAEALEZE HBHFE $8¥I - AHMBHIEHELLAJSO/
IEC 9594-8,2001,IDT) ‘

RFC2511 F45F X. 509 2 T B4 SRt BRI 45 1 B =

3 REMEX

THARBRECERTAGE.
3.1
Hi$i5%I25E —(ASN. 1) Abstract Syntax Notation 1(ASN, 1)
FRAAERBENRHERE.
3.2
A4JiEHE public key certificate
F P A5 E R AR E R L 3F B R A B B AAE B IAE VL B R H ST I 6 HOR Wl dhit
3.3
EHIFHHE certificate holder
EoE M) E RSP NS
3.4
iEB A certificate user
FERIBAES —LHRMATFEANE LK.
3.5
HEBINEMHMI(CA)  Certificate Authority(CA)
R EIES A A EERENN . BPT RS EREd.
3.6
i BIAEREEE  certification path
—A~ DIT X RiF BHAFF BB %A R REEEM RO AATURBZBRRZHR
St R AH.
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3.7
KL SBEHI(CPS)  Certification Practice Statement (CPS)
UE 5 A TEWLAY & BCHE 45 B S48 A Lk 4515688
3.8
FXIEH  cross-certificate
B4 CA AR NETEHE R WRFEIES.
3.9
CRL #7i/8 CRL distribution peint
—/ CRL B &M H A CRL 4+ &% ; i CRL 4+ % R 4r % 9 CRL 71 LLRFE L3 3 CA Bt R iE+
LEEANTEAMBEE . RETURLEAS CARMBKE.
3.10
IEH#M$HF(CRL) Certificate Revocation List(CRL)
— A ERRNAR. ERET —EEBRAE AN LHIES. BT HEE CRLAEEXT —&
¥ B CRL BB A THE B RESEM CRL,
3. 1
RiE certify
Mk —MEBHITH.
3. 12 .
MBI BMM (DER) Distinguished Encoding Rules(DER)
% ASN. 1 % S #E4T 40 55 R LI
% AHRAE ] DER %t ASN. 1 3f S 1T H5.
3.13
HWF®EL digital signature
i BERERIFLE S AR SRRBERZRENEIERIT.
3.14
BERBRE(DS) Directory Service(DS)
AAEF G AR ARRFBREN S ANPEERS .
3.15
ST end entity
R BIESHE M TTEALRANIESERRERKBGE T .
3.16
#FUEH hash function
W 7 R
W1 — K i CRT REAR R 8 SO B B 3 — /MBI B () . IR0 BT R IE R
PR B B B SR 3 T 1 (R B8 B 4 ST LS 7 (RO BEPL D B i e X VE B |
3.17
#5188 Hash code
B R B R
3.18
M BIAEAS (MAC) Message Authentication Code(MAC)
ErE AR SR A EREE.
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3.18
HEFSE message digest
B — A RS B E KRR .
3.20
A AR LI (PSE)  Personal Security Environment (PSE)
ERBRAANERERRNESSTMTTE.
3.21
#BIERA (POP) Proof of Possession (POP)
Kascth A LUIEW B A (I aes i FD 5 2 Z Bk i B i A SIS R A B8 .
3.22
#BEBRST  policy mapping
BEANBAPH— CA ES — M — CA B, S MR R EIE BRI TR B —
A F PRI B INEILR I N S0 (E R DA S T B RD FE— MR AT 08 EIE B,
3.23
FEMPMI(RA)  Registration Authority(RA)
BAFHBEELHIE SOFZ B TR IESES EHEHURFAKRESEFLFHHEN
Wl 52 A,
3.24
HHRFE repository
FAEIEHR M CRL S5 {2 K, A R XLERILHE B R E RS HEIEE.
3.25
BMiKRIER self-issued certificate
HEA B E AT A& AR CAES.

4 HERRIE

T 5045 B8 E T T AR -
CA EHAIEHE

CRL ER#ENFE
PKCS AHEBRRE
PKI A¢EMIRNE

POP A IEH

PSE MARLEFE

RA HMWHH

TCP &4l il

5 PKI 2R

5.1 PKIEEER

FER AR E N B HBAMBEZA, HAEEX~T PKIEETHBRANTAURENZ
B 932 B AT 0 (R4 PKIEEAF NI . RGBS EHTIHR, LaE T URENARKR
2 mik
5.2 PKILEMEX

PKI & 28 o BT 3 B B B0 3 0 404 40 35 SE AR FE F5 A GEALM . HEMHOLM LT DI B IE ZE I
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5.2.1 EhfILBEE

2038 SRR R L2 B AE 43 00 B RO T4 P L AL SR O AE B MR B R AR GE 4D 07

“ TR R R TSRS — RAEE B E AR A B R A TR R EE. YERS
T P A TR/ A B N — A T B A D L (R TEC RO B R
BRI AR R A7, B L S T BT B A R AR

B R 48 ST TE I b R O 4 P KA B P B L 0 L SR A B (I TPSec Y
B, X—EEEWE PKI S EREFE R i, 54 A8 PO B KRB A T e )
T AT A P A R, PRI A5 B B FE y— A R ES I, B 2 B AR AR AR E
BEELED AR EATERL FRFHIEE. WEBHREY, RIE QWL B RSB R
a4 PRI A,

A AR T AR EER TR — A BE e, oA . TEACHAFHRE, BEE
REBEEEN CA NEAZREASEAPKL MBETLEN RGN I REBAESHIED . KIFx
BT LA e A WA AL TR RS R E S AR T BB 5 B (B E T LLEAE 2 B S IE S
R RS RS A . TR R AT LR A0 A A R S BN R R
LA MEEIEX BB W AREAN N AR .

R % PSE R MM A DAL AR EOHE(SEEARRAGEHEL HEXER LT —HE
F # PSE B 2 —— AEMININY &

5.2.2 iEBEIAEHNE(CA) .

ESAEHLAN R £ 7 QU8 FI 4 BESE 45, 2 0 P S AU LA . FH P O LU B pL M o 8
#H. .
NAEST A SR CATUR GTURE— I FLLEENB=F"., EAZHHAT,
CA SEITIRS MM TR TR0,

R B ME R ARTECA™ERIE B % % & GissueD) TR ENL k., YEES CA FrmHmM
W T B R 4 a, AT AARIECA WM.

CA Bii— R EEBREEATEREY, R4 CA MRS LA CA WA, RYLTXH
5 CA R W% EXBOE TRIFEME.

HATEFARE MR CA”RIGRB AW LA EEFEMN CA; PR SMETR CA AT E— 15
SNEE., X—RIEHERERER CA BN T CARRRRNTR, &R K CA RBRRE
REEEEN, )

“F4E CA”(F CAYREABEKIR CA, 8%, TR CA FREEMETIHER CA,HBHFLR
HE.

5.2.3 EMHNERA)

VE AL S AN ERE 5 0 L S W GE B TR B T 5 8 B S I S S bR
F WAL 5 2 F IR RRE B M F R A

BT A STARR CA 22 4h 1R 2 RY B 1 55 2 R 308 1 A HLA ME 45 A TE LM A 37 1 e . (RA 7745
B EE S MR AORA BFEE T8 BN ARG F AR, T HaEN A SHEH .4 I K,
FEBRE SRR B RN SS.

AFRAER RA M50 70 35 A4 EE 4 . 24 RA RFFAERT 85 CA AT LASEHL RA RUDIBE. ML
W E B TR A R ) PRI TR

Rk, MEEK 4 RA FI RA B T A6, fA“RA RHE"X AR,

R E RA &SR — AR, MBI T MR, TR ACHAARTRTES
FOBPUATE. CA SHE 107 55 528 83 S MAIA G200 RA TR — 1S5 30 1 A C A B o 7 B B 8 MY RAIA
TR . RIS RA S0 LB S R EBME M CA FHAE R —1 RA o LR BOAME— %K, 5%
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A~ CAthRIIE .

EERIFR T, B RAZOR LR BB AT EM CA HIZEME. B, 7 RA #TRICHE
TZHP,MEES CA BEREHIES.

5.3 PKIEBER

PKI BEENHERWTF

5.4

a)
b
c)
d)
e)

9

g)

hy

k)

m)

PKI &M LF 44 GB/T 16264. 8—2005 FH X BITHE FEELEY B ;

PKI 305 % & PRI RS E R 00 KA bRHE

DA E AR AN ATR T e EH TR

KT AR R 54T E PKIEEEMSP BLR AT B 09 I

PKI &M A Z AR R B TR s, XEkE, RN E, £MAEK CA,
RA SRR, 7] LA S & A s g1 xt i Bk s

PKI &8 il — & N HER B AX ML ML LR RA X CA 4. BHFEETUA
HoAth st )7 52 4 F PKISHEMEHHE, RMTUASBEHERREETHE KB T
KK RA 5 CA;

PKI 538 iS00 A1 B 6 S F R R 0 S0 ik 3l RA(CA BETIEB R AT . BN L H AR [ #2F
BT I RCRA LB — 8

PKI & 3 W S0 70 A P8 A TE f 26 0 SR AW R VR BRAE 6, A8 & CRL. X — I Aifed
RV BB B 1L 48 46 R 55 Bt s
PKI % 38 tr 130 4 21 86 98 (8 0 & # R B B9 12 S L%, 45 50 B R R A2 0 $h i . HT TP, TCP/IP
F1 FTP;
ZERIFBHBAIENET CA, RA AT ERFRERE CA ZRHRNIEBHFLEMNH
LIWBER, CA TTUMRIEHIEERE, BUE —MEBFRMME. SE TN MG BEE B R
W, BAYIE D BTA B PKT SO S0i RA CA) #5247 B 5 4b 32 B 26 15 B35 SRR — 3y
IE PR (BN . CA ATRES A MIE BRSO . CA RS REME LA E  EEHEREREH
B2 HE & WIS 20, CA PUH A fE &4 850 K KIE B GE % FHE BHIAH B SR —1)
fi£)s

PRI BB LIRS SRR E R CA BHMNWEF W CAFERAEN) . WA CA REE
MR, B4 CA TN SR LEBLAERHH T RLREAE. £ CAEHEHLUS,PSE
FRE CAFAHMERIE, BT PRAEGRIEEAAN CA AYEERIENIES. Hi
fEARIHAY CA 2540 p 20 5 S , B B RE S 4T 49 CA BB & RIMIE 5
RS ESL T JRA HWIIRETTfES i CA &, PKIEHEB A RIT. LTHETHE
B A& RRSE AR E S CA B RS RA E{EH0R% 6 A AR R 69 Bh i

LRI IR R IEBEREA A6, ARG A MRS . TR T AL
ARRFE AERAB—HBRFMNEFEROER, XTESETRDEEPEXBHA
FHEFERU E THEMERAERE. 3,

PKI E gk
B 1R T PKIEHEBENE LS TRAIMXR, AT EFERH MR L% PKIHA.



GB/T 19714—2005

R A j
“ \
. W WA RER
A
WIRACER / RE
2 b EEREE
R EH
T EH
fEBER
PKI“Ff1”
A
B/ PKIE B LA a b s b
CRLE
g < d
RA
EHRA <
. £ CA i
h W RA
EHRA
R IAE
CRLZAG e
B SE 5 E
CA-2

B 1 PKIz#&

TE L2, &Fh PKI #AERT LUE F 51 44 -
a) CARMEY., YBT - MHHCAH  FETR—ELENRIEGIN. RHMEH CRL, B H

CARE).

b AMEEMBRL . BESFAR CA A4, Y RKS PKI B LA RN HRIER.
© A FRREA S R B FWIES .

1) WEREMAAE  SOREATE CA B EERIERZHE kM CAR RAZHACH S
fir. X BRI HBRAERE CA NRIRLIEOAHE RIEH, R ZIEFR B4
KRR/ B REBRARALOBELES., X—ABEFCESN LR, &
RO FEA ARG AR, Bl FIRTRRELFEEL LT A CA L,
LR BIEIE B2, WA KmLHRETETFERAGCHEH.

2) HWHNEN AMEHNEREEEHESFHAFVESAERENESHD EHFES
B—NHFHIES.

3) FBER . TR BT R A5 R E AL A8 AVE BT LA R

4 CA HHXEH . FANLH -, CAERANOHECHEN HREERRBILHE.
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5) ZHXAEHR . — P CAHRB— P CAZR—ITRAXES, “BXEH"MEAR CA L
K EE CAELARF, F A 4915 B (SubjectPublicKeyInfo) 5 B 40 & % W 1L # 45 (A X
EHRIEE CANSLZ2EHENEEN) ., INEBERMR S EATEHRE. B
1) 28 SLAE A5 MEXXERMER CAMELRE CARTARNERE KK
AR B M BRAE“ R E R, .
1. FEFTE YR IE B X, 509 fE LH“CAERTRIENIM. TRABERZTES"F X. 509 &
#“cACertificate” BEMBE , EIZEBRAHKR.
M 2. BRARRERIEEE, T — A ARIE S E B MR B ER.
B3, B2 500 % & T LR A 9 CE I SR TR R0 s TS B, BT CA ATRE RO R F B R R UEH .
6) RAXNEHEF  SHEFEBEHLM ARZLRETF ERENRZES.
d) iEH/CRL B EERE & PKI GBS RBOLHAIEHE CRL,
D ERER.EEFEZE REEET BT SRR LR, PKIX A1 € LB 77 BT L
£ 7.3.13~7.3.16 FHEM I, K E L RFC2559. RFC2585(PKIX ¥ HL 7 & “ 3 1F
B 7 3 it # HoAth 7 2k (Bl 40 - LDAP)
2) CRL &fi: SiEHRAEM.
e) PREHEME. M —4 PKILIK“ELR”EZH PSE if, FE @I F & PKI #/E Rk E TE.
B E A T e AR, P B R (B P R E S SD T LIl CARA 55 CA
RA MXMBHERZEHTEN. IR LEFEREECL4HHEARBNE
RTRARPEBRELRTHEAZE D . AFTE- M IREHARENHUHER.
£ e ERE. 5 PKIREEEEQRIN CRL £ BR#H 1 CRL.
PR . — AR ERMAE CA RERHHEREEHFERBEIES.
g) PSE 4k .PSE #E (W% H PSE.E R A4S ME VB THARENTEE, X ERITER
F X T —4 PKI 4 B.(CertRepMessage) , & A AYE N % IR E R 2B .
o EEWIGHER T A R —R R, XM — MR ARG, BRI T LS B R R KRR, AR
R AERDW, P S AE S RS RAREI BN RAEERTR.
SRR E L —HEZFHF U FREORENR .. XTERFEFE R XEHBNERBIETX
P89 EZR JE-mail Ml WWW)HIE X, B S H T 4007 e 7 L # 70 H At SO o B gl 3

6 RRSRE

6.1 #WMELEKYIMBL

X TFE—PREEE, S PKIFESRBTLTZH. B CEFERB - LEFE, GRS PKI
REMIFFNINGE ZE2RBHAXB CANLY.
6.2 ¥IEM/NE

LIFLHROMABLEMFNEERER TR, BT CAPITHRISE SR, 3 B4 m LAk
Rt AF AR, B — M BREE M TR RS,

WG E AT, B3R kS PRI E B A LMK R, YRELEELMEIMES OB, R
AT LU AT LB e AR T R

VIR XA ARHE A0 IR L EEM AN IE S R#T . FRF—HH FBEMEM, —~FH AT
By, BRI REGESIASRALENA, TR REERLARBEHONE, X&, %
FEMREEMAELHNEE LHFTTHE,
6.2.1 FTEAMAN
6.2.1.1 SEM/AEMIES

B PKI ST & - BHER A TATE B 5 30 & A A2 72 A 38 — A 5 40 i SE AR AR C i PRI TR
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fIsbE . TR AT RIEAS LA, RA ¥ CA,
6.2.1.2 HMETEHBHBINAL

SO SRR A 1 TR RO ZE 4R B AT 5B A O, B ERO B AR L R 4 PKICCA/RA)
9 4161 9 B HEAT I«

TEAKRAEF , PKICCA/RA)E 13 45 46 97 2% 1 40 38 58 16 8 OB B 5038 VIR A IE 5 40) W15 % B3R
CHFRBIBEDRZI . RSV A TS5 AT R %8 PRIKAT .,

R, S A 0 T P R0 R 5 2 W0 A e B TR A S TE M /A VE 7 3R AT 402K .

1 FAFHEARTHEN PKI ERRAKBELEMBBNIAE, BAEREBRT . LRI HRBRBLER CAYLA

HRE TR INEE P E A L IX —AE.

H2MREARETEEZMNEEESHSAFABELER IEAT LA LA EM NERBREREN.
6.2.1.3 BHFEMHS

EHFRAED IR A A RS (B R AP RRED S — T PKI A & H I
Fo R AR HERRA — A 0 IR S , E  T LATE B P AR M — A (A R R
FATAER) B 6 7 A T SR/ WL DR B D LS 7 A AT AT R TE B 2 D R A B R B KL RA B
CA 1,

B4R A P M SR AT B L R SC R RA B CA.
6.2.1.4 BIAERBIA

0 — A SR AR A VE 3 LR i RSO S B AR AR Y B E) T A B (R
ERE AR WISE AT LSBT ERAE. 2448, 5545 A I B A6 3 B4R 9 GBS W0 B A E 2 49
RELBHL),

BT FOA T B BA B E R BTIAN .

6.2.2 BHNHE

RIS EE T KSR AT R, ERE A SRR CA BHERA HHERLH
FRRHELAZRFTHNS —FHHE., NWREE (A SAETU LSRN E.
6.2.2.1 EhHR

150 T 4 2 PR L R AT AR B T A ¢

—— RBEREESTINER CA;

— RERERWBMINE;

—— EHHTFNER CA AR 6.2, 1. 3)5
RERFANL.

AIEETR RS, AFEERE BRI h CA REMKMTHANE, X PHALFE
SR 2R PSE {58 . %0 B 6 FIINE 4 8 A A0 7 20 4 B S 1k (o e T B B
BRI T4 R R R AGE S R B R E O &,
6.2.2.2 BRINESE

&R B RS ARE, AT RINF

— E AR R

— ERHATH B

— FHHRW LA 6.2.1.3);

—— ERBIAME.

AEERMAERE BAMEFREAAE 2
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WHH RS RO HINEHY JAK M % %E (RA/CA > EE)

LTS
A BIAE# KR
FH TAK Rk
3> D AR R >
BIEHR
A EER
A R TATE I
Lo R W <<
b 3R
ERBABR
> > BRI B> >
BiERANE
o100
<< Bk ack (T <<
b B

B2 WEAESR/ AEESSR

TER UEUE H A A B R B E R T AR ERNIEBC 2R M RE 7Tl HAas 77 HkE B4
CA/RA BIHZIE S,

6.3 FAAWMFIEHN

BT CA Rl RA BB S0 50 TF 4 9 STHR MBI ] 0 805 B8 A 3% X B2 X —Ff PKT B3
P R TARTT LGEN X AR EEV ACHA I BEA SR HEB N LAAAM R, —1 CA/
RA FENIER BB AT LA B B S B 047 5K 38 POP(BI NI SL F R W20 . BRTHR B3 PKIX Wk
et LB 20145 o s, R AE B30 , 37 B 0 20 T 40 S SE A RO A 91 (6 BRI 65 5 5 L L TSRk CA/RA AU I
FEAHALW POP, ERIESHE(EE . MEMTHHREES D WRE DU EHFEZN FEHR
UESREB RA/CA 8L, Hik, B4 # RA/CA BiESSE #) PKUEH B 2B B AL AR XL k.

e BGEF B P R RM AR POP MBI AR T RNER. WRE—ITEHFABHE
1,364 AE B — R X AT A ET DA (B, R — NI LU T A LRGSR IR AR
BE¥ EXF CA/RA RBiE POP).

BARAE VKGR L A RA REHZIEY, B RA W CARMIZZENIEHD 2R R OFRID.
Bt~ EEGFER RN AGEARE RAXXEAER . RAMGER CA RRMLECLBHET
FORAER . MR, 3500 5w 7T BB R AR VR XM (B, CA T 8 B AE L 72 P ot — P] DA POP 89
L.

6.3.1 EREH

*F T4 44 WA M E DL AR A E X — D BB B & RIEFI H A A
6.3.2 mMEEH

X FEEAMBER, LRTER LGRS CA/RA, RE B M % — BHERIEIX A4
HHEA L 7.2.8), MESETURER G UZRE K.

BHHEFRE RA/CA SRS K 35— AL B0 Dk R, ) et 22 SR 2035 S 44 3 BV B WA i

FR e 7 2K 4 24 4 5 AR TEE 85 B OE 5 LR S 7R B TA U B P IE R B BB AR TS MIE ) . X
BAATMNZRERAEER CABRNIES.

AORER AR R BT RATERRGSMGEE (AL AE R = TH R,
e B B A D SRAE )
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6.3.3 WEEH
X F O EE SRR TIER KR T R4 A0 E M PRI LR (RA F CALAIR
— M EEHES.

HE, XM EFNTERX CA W LOALE M # 41T 4 B% —— % F Diffie Hellman & 47, £ i
EERAUEHEFRCHERSE — RECAEFENTUMARE YN SHAERERE KK
4.

6.4 MCAMERN

3% B PR S M R I S R R AR CA MBS .

REFH#ARBOERE CARAERARRTHAY AN FAFBARPERS. Eik, % CA
EHEEME, MR HEAE X 500 BRBS B LA, WL P4 BB cACertificate JEHEE (X
FEFLAH A 0ldWithOld, oldWithNew ,newWithOld 2 5 newWithNew) ,

LA CA EREGIX e 8, AL O 28 o #50 r X AEH % CA 1HA 4 00 43 £ 42 B &
BR, RELRFEFEEHRGEBRARF N CAFLHA. KM, EARE-THFROHEFETEX
— B (EBEEAWI T RNEBF G CA LD, R, X LRBREAMIESE P05, X AR
EEHRT .

FRBRIHIE CA AHNBEEMARFNEESH, R ENIEB SR (BWREEYT RIU.

BT X v EAES, BRTR 7 REEH LM X 509v3 WIEHT BRI, B HH5IR (Keyldentifien) i B

HIERATRAME.
2 MR —F RATHS BN CAEENE—KRERESHAERPE AL KEF ACHEHMNWHE A
RS RPRAEFANE, REXHETULERE CA BHMNERPL AL BN EHERNTE
IEH A BHEHK.
B3 AFRRBLFTERBBREET WA W CAIBAEERMET —MEB SN 358 CAFAHELH
SFEY. REERGREDESA/REFEFREF RERX — K GXRMFAREARTM .
6.4.1 CABRERNITH

BEEH CARNEY . CARERRZMUT R

a) PEAFEHI,

by FE—AAFRENEAYEARIER (“old with new”IEH);

o) FEE—AHIBREIFAHARZELNIES (“new with old”iEHH);

D FEAE-MNHHREIFAHEELENIER (“new with new”iE$);

e) EMBECEREMARRAZLHIES FIEHEA CAKeyUpdAnn IR 5

D Bl CAFAY, LRI AERT URSHIFRKEE MERFENE.

BCARGEREMHEA., HIECALAPTEERER—BEHE. 4 CARBNAREEARCEER
2HERT CAFHAFANE. BAHRAEER T G .

“old with new” i 5 B9 BB IH 47 4 MR BB FF 26 B IH A S RIS R BHR R

“new with old”iE 45 94 R HA06 2 M 57 55 47 0of 2 i i B 18] FF 35, B 2 LARAE BT 7 48 35 Sk A R 45 B
T #A CA AHRER (BB EIHAH B KR .

“new with new”iE 33 f F BCH FUA T B X A A Bt FF 46, B) CA T —REH &I st CA
T-REFHERAZMENR.

6.4.2 WiFER

EHERESZNEE REEERTELASLAEAMNEN. AWM, -BAF CAEFRESA

SHBMBEHOTREME, E 1 iR
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F1 BIEEZTHEER
EHEGE THOMENLH EHEAQTHAA G EERT
PSE W& H A4 PSE @& IBAH PSEG&H LAY PSE@FIHAH
EHEMIES | B 1 XE—MRHE | EFRLS: XFERTH [HRS: CARFRE | HR7: EXHNEL
B AHX | WEL REEATE | EXLAVAMECE | AEFUECE. AR | ZTCARKRAREE
3 VRMECE, TUE | UREHLH EETUEERIEES | FRECE, BHRE
B UFE (5HE—FMERHFAD | dBERRK
BREWUES | B 2. EXENHL | HE 4. EXHOELR | B 6. RIEFANX | HL 8. CARMEAR
WIBAHAX | T REXBRLFN | T REXEFFEWR | MHAMERL2RE—8 | FEFRELE.BR
BRip FABFEERRBAS | BB CE, TUEE | 0. 2PREELE. B | EETUERRE,5
Bik RBAES R K w4 48R

6.4.2.1 EIERI1.EHR 46K S MER 8 FTHRIE

EXRNER T, BIEHEE CA AN —BABE I A MR EERIFTES. xHFERS5RE
FHEHHE L.

FHMBEASE CAREREEERTHEAMFTEATARGZAWAHRE . 240k [ B
M CA#ERCAEMTELEMBIEE WIEFHRE, B 5 SHNCARERERRR T XY
.
6.4.2.2 TEBR 2 FTHEIE

TEWHER 2 T, RIFF LB CAMIBAY . RIEHFHTTHIEME.

a) FEBEGERER caCertificate B #2158 OldWithNew iiF 1 (B T4 B k20 B B £ 4%

MEREFBALBILE) ;

b) FF CA HFEPRIEEFHIAAE KD RIEZELRTIEH;

¢) HWRIEH.FIFA CA HEARIEELENIES.

YCARERANELGESETES . EHF CAEYR W RIEXESELZERN, SR EXBHELR,
B b X — AR R R L
6.4.2.3 #E1EAR 3 HBIE

ERIHELT, RIEELHETE CA NFHLAH, RIEEBUT T FI844 .

a) TEHEBEAHEPER caCertificate B, K18 NewWithOld i 45 B T/ 2 e Kby E & &

MEREFBMHLHD ;s

b FA CA IBHH(BIER & IH KD BIEZIE B R E EH

o) MWMBIEH.FH CAHEHRITELE WIS,

L CARERENRITESELZTIES EH CAEYHE XHNELESRIEB, SREXFHER,
TR 1M 3t e — P AR B R R B UL
6.4.2.4 ZfER 6 FTHRRBIELK

EXHBERAT CAELARIEEE R TREHEYN PSEEM KR EREECEPHRE. X&
HERIEELESRMEHN CA WHES, FUBRIERK.

IR MR B CA #4E R B IRE K.
6.4.2.5 ER7 FTHRIEXK

EXHBER T . CAEZAFFANSAESRTENENREFZECEPHRE. XBKE
iF & T B AT SN CA BES . RUBIERK.

R MR H CA BERPHERERNY.
6.4.3 {EFE — CAFHNNE

WERR, —BAFER CAER BAEENRIEFEEEIRR. HTFEESEMFEREN

11
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[FIRE, B % CA AT RE RS RAAT AR A P PSE HELFEMMHIL L CRL.
Xt & FEIE B 07 S AE B R AR .

7 BiRgH

7.1 PKI¥B&R
FiFEFFA T PKIERAHSHRA T HKEH:
PKIMessage :: = SEQUENCE {
header PKIHeader,
body PKIBody,
protection [0] PKIProtection OPTIONAL,
extraCerts [1] SEQUENCE SIZE (1.. MAX) OF Certificate OPTIONAL
}
PKIMessages : : = SEQUENCE SIZE (1.. MAX) OF PKIMessage
PKIHeader @ &% PKIBEAFHGELS.
PKIBody & 5 B AHBHEXKER.
PKIProtection B R A[# 49, € &%t PKI I B AT RIFHI LA .
extraCerts F B LA G X B W E RIZTREHMIES. AW, CAH RAWMUMAX —FBREL
WEERGTRIE S CHFIERRFEENIES BN, MREREREEIELH CANERRFE—
MR CA). BEE XN TFEA—FEE—MERBHE — A THAES, Bl E TR EX X iE 45 #
o R EMmAE.
7.1.1 PKI&Bsk
AR PKIBEAHERFANELNERFEASTIEMNZEFIR. RERAEGFEAHAES
EHAENER S, RERAEH S, RE PKIHAZARP . XuEERSFAEZBED.
THHBRESHATREXLEER:
PKIHeader :: = SEQUENCE {
pvno INTEGER { cmp1999(1), cmp2000(2) },
sender GeneralName,
- IR E
recipient GeneralName,
- FRIRTU R EWCE
messageTime [0] GeneralizedTime OPTIONAL,
- PEAR XN T B BT (] (24 R 2% A i B M A E
- P gl BRI B AT XA B R B SO

protectionAlg [1] Algorithmldentifier OPTIONAL,

— FFit# protection HL ¥R HIE

senderKID [2] Keyldentifier OPTIONAL,
recipKID [3] Keyldentifier OPTIONAL,

-~ HRA TR EES

transaction]D  [4] OCTET STRING OPTIONAL,

— FRIRAC 5 EPAEAE DL TR L RL R AT B R F B M
senderNonce [5] OCTET STRING OPTIONAL,
recipNonce [6] OCTET STRING OPTIONAL,

— FATF B 1 B B s A BEALE senderNonce H I B 49 8 22 & RE

12
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— recipNonce & i3 7= 1§ 5 R BUST #4038 SE BT HE A B 48 2 15 8 B REALSL

freeText [7] PKIFreeText OPTIONAL,

—HUATERLTXHXHEE(EFREEEHALEMD

generallnfo [8] SEQUENCE SIZE (1..MAX) OF
InfoTypeAndValue OPTIONAL

- AP FRR EFSCHEXA R (R FBRARMEATHEAK

}
PKIFreeText ::= SEQUENCE SIZE (1.. MAX) OF UTF8String

-- # UTF-8[RFC2279 ] 4B 3 A (GE & : 88— UTF8String # 0l A4 &
- —A RFC 1766/RFC 3066 B R i34, A TRAAETXEARTH -MES
- ¥ 5 R RFC2482
Xt F A pyno FEUREEME 2.
sender F B0 & PKIMessage K% E W ZF. X485 (5 senderKID — 2, 401 5 2 4E 9 15) fi 24
EBMALIRE—HENEPENTRENFTENFEY . WRERFEEXABRACRTMERMW
0B TEREE P AWML R EE B C K DN BT EREE . IP bt %), T4 “sender” F B MM
& —“NULL™E ; B—/ B0 0 89 SEQUENCE OF, EXF#1§I T »senderKID F B MR &—
AMFIRFEI =N BEHO,, XA RSB EEZVRIERB AN EEARGR.
recipient F B0 & PKIMessage ERERN B F . X% F (5 recipKID —i2, IR R M) Y
H LA FRAEN KR .
protectionAlg FEH PR HAHANE R, MREH BRI LA GEE PKIProtection £
AR, AR A DR BEX N FE R R T L6, B4 R XA F B
senderKID # recipKID Bl FHRiE M T B F 81 R 17 1 B (recipKID i ¥ {7 i A Diffie-Hell-
man BHEPHEEHAER ., WRERE-RR - M EHRLHERAREFEG M. MRE - EE
HFHETEE TP BN A X T B,
transactionID FE A T B M BREEXMHEE FUMSRERMXE., X F RA, trans-
actionID A A KM B 5H—NZIRZHBX 43Ik, )
senderNonce il recipNonce TR PKIMessage . 3F T ik .
messageTime FRAF X HVNBXMELHEE. TUHELRLAATRE/REACHER
B 18] LA 5 P R RGO RS R AR FE B
freeText FEALUATEXR —MATEMHELABRKE AEEEMIES . XNFEFHHE—F
BEEHWAHEMEENES.
generalInfo S Bt B] LU T a1 #2407 R & ALE5 vT LM AR SN O 4038 . AT DASC3% F 11 8 LY generalln-
fo ¥ R .
7.1.2 PKLHEH®
PKIBody ::= CHOICE { — 5B RHMXMNHEBEMBS L EHE

ir [o] CertReqMessages, —WHALERC7. 3. 1)

ip [13 CertRepMessage, — W18 4L R (7. 3. 2)

cr [2] CertReqMessages, —AIE#R (7. 3. 3)

cp [3] CertRepMessage, —IATEM B (7. 3. 4)

pl0cr [4] CertificationRequest, --PKCS # 10 (A EFER[PKCS10]

popdecc  [5] POPODecKeyChallContent  -—-POP Bk (7. 2. 8)
popdecr [6] POPODecKeyRespContent, --POP Wi (7. 2. 8)
13
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kur [7] CertReqMessages, —HABEHERT. 3.5
kup [8] CertRepMessage, - E R ML (7. 3. 6)
krr [9] CertReqMessages, - FHKE RT3, D
krp [10] KeyRecRepContent, — IR E R (7. 3. 8)
T [11] RevReqContent, —{EEERT.3.9)

p " [12] RevRepContent, ~—VEBE M JuZ (7. 3. 10)

cer [13] CertReqMessages, -2 SUATE R (7. 3. 11)
cep [14] CertRepMessage, --ZF SUAEM R (7. 3.12)
ckuann  [15] CAKeyUpdAnnContent, -~ --CA BHEFHAE(7.3.13)
cann [16]1 CertAnnContent, —EHAE7.3.14)

rann [17] RevAnnContent, —VEIE N (7.3.15)
crlann [18] CRLAnnContent, —CRL A4%(7.3.16)
pkiconf [19] PKIConfirmContent, —HIA(7.3.17)

nested [20] NestedMessageContent, -HEHEET.1.3)

genm [21] GenMsgContent, —-EANB7.3.19

genp [22] GenRepContent, -5 AR RE (7. 3. 20)

error [23] ErrorMsgContent, —HBHR(7.3.2D
certConf [24] CertConfirmContent, . ~{EFHHINT.3.18)
pollReq [25] PoliReqContent, —iRER (7. 3. 22)
pollRep [26]  PollRepContent — W R (7. 3. 22)

}

H-MAEEAE 7.3 PHIR.
.3 PKIH BRI

HEPKIBERERPREE. B WRGEHENHEERPEEFEMHEAHABIEEK
E AT B 4R WA T A IER . B — 771, J SR A4 3B 4 RO E , BB 4 TH Bk R 6B B Sh#HE
B, {EA] DA3E T A A OAE D

protection FIEEM AT ;

PKIProtection :: = BIT STRING

8 PKIProtection At i A B2 F B 45 ¥ #9 DER 4.

ProtectedPart ;.= SEQUENCE {

header PKIHeader,

body PKIBody

}

FEHBHER T, RA PKIX UMY AR 5 85 R 37H & T AR H] PKIProtection b4 8 (F) 4 B
EATMHEHTE). AGEALTFEEXMTE. IRIITBEF O FRESEH PKCS #7 [PKCS7TIR
Security Multiparts [RFC1847] %t PKIMessage $J2 (2§ PKIHeader {5 B B #M ML &2 2 09 M3 6 , X
%14 W CHOICE #R%& iy PKIBody #1741%) . RAMBEEEENR , F S XM S AL H B RE w3k
B2y — 1 AHIERR/R— I~ DN H/S Kt 5 RMEMHXHER. B, XBFENTF
PHRER FEREREMEA DRI SR EOSIBERERREGE, WX EHR, THELHAEH
PKIProtection. # 3, Y& ¥R A 4N AL HI AT LUE A F B8 “H18 51 2”4 ¥ #0355 R ), PK1Protection
BT RRIRRERTFER.

REIFEA M, PKIProtection Al B EF — M HBAMEB (MAORHTEH/. RETHHIL
BN .

14
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HEFARL
EXFHER T, ZRFTAERFEEGEL W/ F RN — 1 PKIEEBERTRN) BHE
PKIProtection # 3 & —/> MAC {fi , protectionAlg i1 T (Z WM F B) ;
id-PasswordBasedMac OBJECT IDENTIFIER .= {1 2 840 113533 7 66 13}
PBMParameter :; = SEQUENCE {
salt OCTET STRING,
owf AlgorithmlIdentifier,
— P BB AR IR
iterationCount INTEGER,
- OWF i R F i
mac AlgorithmIdentifier
—~ MAC B #:47iR
}
TE L A9 protectionAlg W, FEZHEAA S K8 0 E salt . RIS B F iterationCount )R
OWF Ho, Ko 8T salt EMFGAERE - KERPEA . NEENE - KER, LRA
HRAA—KEARMHE. BE - RERWBE 8T HES| AKREBASEKEY”, KK EH
“DHAFERMKRER. R MACEERER - K-EHHEHTE K <= H,BaEH
BE BASEKEY MR K h#. R K > H,#4 BASEKEY 2% H LK ERFH KT
H H4%,0WF (“1” | | BASEKEY) i 8 & REENFHAMH T — H i, OWF2” ||
BASEKEY) i8R HEATHANET — H LR KA E, EABRFRERN K A LE.
GX B, “N"RBRHF N i ASCIL FH &\, “| |"REBHK.)

% B PBMParameter FRE—NRH M FTE BB £ (B ir/ip/certConf/ pkiCond) R # R 45 , X B 7]

LA A% 1+ PasswordBasedMac 1A %7 .

ElPogin2-iboy
£ PR B AN AT H B AR TE LA DH BB B
LEREMEREFEHEEN DH 2 HH DHIEHH, A THRPHEE AREELAETAH
2 #) DH FhHE F1 PKI 4 B W7 9 DH A5 EF 4 — 5t %4 . PKIProtection #§#&
XA X FR 2 4R i 9 MAC {8, protectionAlg J°F
id-DHBasedMac OBJECT IDENTIFIER ..= {1 2 840 113533 7 66 30}
DHBMParameter ;:: = SEQUENCE {
owf Algorithmldentifier,
- B RBE B ID
mac AlgorithmIdentifier
- MAC®5ID
}
TE_LH A protectionAlg #1, % D-H it BRI R A OWF. OWF ffiiih Ch T 7 851 Rpk
“BASEKEY”, KK EN“H) A FHBMHREH. NR MACERER - K- M EHMm
A K <<= H,I4 %4 BASEKEY AI8T K . R K > H,# 4 BASEKEY {425
H H SRR #4T893T H HLH, OWE(“1” || BASEKEY) i 8 85 RGN EHEN T —H Ik
F#,OWF(“2” || BASEKEY) iS5 RN EFMET — H LR, KL%, HEB BN
A K eI, GXE,“N"REHF N KM ASCI Z 485, | "RERBHK.)
T

MXFRERT , REHHAE — N EZEHX, 3 PKI R #TE LA, PKIProtection 1&@,
15
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EEB LA, protectionAlg H—F AT RFELKH .
) ZERF
WARPRSIR K% — MR PKIEEF RA,RA TTRLE N A C MR (TR MAC 54,
BT RA M CAZRAXENFRFIED FHHEBH LD CA, XMRPELIHAREERR
FEHEEENMREN MM PRKINE PSR, FANSEHINT:
NestedMessageContent :; = PKIMessages
7.2 HBIESEM
7E5E X PKIBody H I #FE BB Z AT, RITEE X — LA E AN BIREN.
7.2.1 HBANIERAE
M PKIEHHEABERBENWARERVIEREFRAOELFTRME. CertTemplate £5H &
{45 EE 804 RA (AR AR B ENTRA LR BRMIEBEHANE ., CertTemplate iR SiEH
HAATE—BLERENFRERTEN.
e BEEENREERE T EREHNIESWRE R, CA JLH MR LA b 23h TR EBWIESRFRE.
WMREHFERBREZHBUENIES AR EE L RMEH— 4 certConf HE , HPRERLEZES (B
—4 CertHash) , s # 0 & % iE+ GEE — CertHash) R B R & Wy “rejected”. CertHash I certConf 1§ 8
WEXARBERBR7.3.18,
CertTemplate &4 M7 D & RFC2511,
7.2.2 MEE
£ PKI B R E M EEFERFH P B ER TR REIES) AR M EncryptedValue HUB S
iz
EncryptedValue #JiE#: § RFC2511,
EAZERESHERQIBRE MPHBNERE S PG ITMENRERE, RAEAT X
RERZEEMBERERS, RERE A THRBEES.
R PKiMessage KW EELH I TFRE KRS, W encSymmKey F R LI & AEUEH
A ME K255 % H (session key).
7.2.3 PKIHBAREHRBMEKER
FRA R R B A RERERFE. THEXTHRNHE:

PKIStatus ;: = INTEGER {
accepted 0,
- BT REREE

grantedWithMods 1,
~ BRI MEESRERYEY . HDEERERIHEETEES

rejection 2,
- BEAEHRIE EZHAN i A EESHER
waiting 3,

~ TR B A G R AL, B S R I R (R B BRSO W A, 18 M i B 05
— ATLAR A 3. 3. 22 thiE LM IER /WAL PKIMessages; i IR JZ 0 4 2 R W HLH

- WRE— AT R T D)

revocationWarning “4),

- FHBAT-THBEEENEERR

revocationNotification (5),

- BHEZER

16



7.2,

7.2.

keyUpdateWarning  (6)

~- EEHEHHRYAF oldCertld R M BHCLEH

}

Wiy R T LABE B R SN EE R AR A R R MR AW ELFER.

PKIFailurelnfo :: = BIT STRING {

- BNEHFERTESBRK, FUATEMRTAWMAEELHAD
badAlg ), .

- RAR B E R R B R A

badMessageCheck 1),

— ERERERBW (PN, ELBIERRID

badRequest 2),

=~ RAGBAXFHZS

badTime 3),

- AR A B, R B I messageTime 5 R G M WA BEIE
badCertld 4,

~ BERB SRR KRG LK IES
badDataFormat 5),

- R RAEHE R

wrongAuthority 6),

— TR oh 5 B A AR ALY 5 A i i A B B E R
incorrectData 7,

- HiEEAREER (ATAERS
missingTimeStamp 8,

~ EERFEMNBIRRE R OGRERBER
badPOP 9),

~ WAEEHREK

}

PKIStatuslnfo :: = SEQUENCE {

status PKIStatus,

statusString PK1FreeText OPTIONAL,
faillnfo PKIFailurelnfo OPTIONAL

}

4 AEBHRIR

Certld BB WA TENRENIES.

Certld KB AL RFC2511,

5 “HSIRIEBLH

GB/T 19714—2005

BAHR CA RAAEEED B WA FRREFERNETLHE. BRXBHTERERXHERN
TEEZ A, RATE LT XHXM BB
— BT AR AT R % CA WU BB R AT B M B84 1E 45, 308 T LUE S B R % 4 (K
R FROHERASLIES, BN CARTASZENNRFEAT(AERBHEFERCAEDZ
BT RS,

OOBCert :: = Certificate
B o (A 40T BR A

17
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—— B NIR A5 5 0 (HD, 842 W BLA SubjectPublicKeylnfo A ERBIE) 5
— FRFBMEREFROELHZLEE;
—— WMRERFERRS MERTERENERETERLT BIL AR EE FHRAT S

AHEH1E 5

— FERMT BUNELANGASATEBHER (LN, FEMERENEHFRTLHE
2R .

OOBCertHash ::= SEQUENCE { R

hashAlg 0]  Algorithmldentifier OPTIONAL,

certld [1] Certld OPTIONAL,

hashVal BIT STRING

— hashVal £t cert]D BRI iR A S HIEHHTBEEBHHE

}

BH e A M EHIET AN GES# AT R R RRABFGEF)EM AP HERIEXR CA
M BESEIES.
7.2.6 A#ER

#R # T LA A PKIArchiveOptions %5 #3388 & 114 88 PKIHRE R,

PKIArchiveOptions BiE8: W RFC2511,
7.2.7 RTER

3Rk & 7 LB PKIPublicationInfo &5 ¥k 18 B v 1% & PKI AL 4.

PKIPublicationInfo fi&#: W RFC2511,
7.2.8 HAIEALHE

IR R 4 A X o E S (B R — S B HEE ) , MU AT LA B POPOSigningKey %514 4 5€ IiE
BT &2 RS R .

POPOSigningKey KJiE#: WM 5 D & RFC2511,{H i & A 45 # + POPOSigningKeylnput £ T
T8 LT

PQOPQOSigningKeylnput : : = SEQUENCE {

authInfo CHOICE {

sender [0] GeneralName,

— B PKIHeader ({4 REH S 44 C B EM TR QUREA K. L84 FAHRRER
- EH PR DNOEY ZEEAD

publicKeyMAC PKMACValue

- R E LFTRA C KR8 8938 A 4 (GeneralName) #7 7E ¢ 4 1 s publicKeyMAC A & — 4>

— B F 04 4t x A48 89 DER i85 89 MAC {8 (ff |l PKIHeader 1 protectionAlg BIEIRIR)

N

publicKey SubjectPublicKeyInfo

— BLH CertTemplate

)

B —J7 H» 405 S 0 5 B 4 R B 5 (B R T — A IS , U RT LA R R B = RO S — R

X RERG A .

a) W EIEHER P RS MEE KR (FE PKIArchiveOptions 3 HI 25 F)

b)  CA REHE BHE S, T K FN % G 60 45 B, 38 18 A E 5 — 1 BEAL™ A4 o0 fR 3 91 m
& TN B A S AEBERFESHAHRME — X£6.3.2 FRAMEE"F X,

18
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242 3 S A A P R 1 3% X BR B 1 0 %5 8131 B PKIConfirm 1§ B 8 MAC {8, 5k i CA #LHWIE
P EMERERS. (Y4 PKIMessage B PHE A Ik —4 CertReqMsg iE $37#K, 3 A&
CertReqMsg  Fi AR Rl 5 R A8, MAC SHE M B & B REM B EHN - EH.O T
B MAC BEMF A 7.1 8 L §) PasswordBasedMac Algld,

¢) it EE 7£ CertRegMessages 1 CertRepMessage 2 {82 5 8k i% — W B F5 i (it POPODecK-
eyChall 1 POPODecKeyResp I B2 BT 0O— X £ 6. 3. 2 FRAAMWEE IR, (X™
F MRS 57 AR R RA BiF POP ARBERERL R Tk m CA BB INEFR, EXFHHEL
TF,CA M5 RA ERAMLAP FIERZWMELEHMBIE T POP.) ZEM BT R
QEE reqR—EEH req HENHREHL:

EE RA CA

---- req >

< chall —

---- resp ~——>>
- req —>
<(— rep ——
-— conf ——->>
<--- ack ———— :

<(---rep —-

--— conf —->>

< ack ——

XL BARERARFR 2 PAEN 3 KXBER, HEARFS B EMIELRA A, FFE
% POP R @ 1 Z B A H IEA BIES .

05 S 4 U B A G X (KAK) 51 BE 5, W POP (9 56 1F 77 EA {8 A 5 i 45 48 3 e AE A9 = Bk o X
o 4T —Fb BB T FIAEAL: (D) REHRAE MR P HES P AR (B, IEFhRE
CA i) KAK FAHIMIAEER PR A G E RO X FREHME) ;s (2) T Challenge £5#4#R H ) chal-
lenge FER B — 55 T I XA MR : (f# 4 PreferredSymmAlg( M, 7. 3. 18) #1— X #R#& 40 , i HH
HEF CA B KAK RRAFHAEBR P AHATIA) . 4t 1R CACERAE M AR METEHRMM
D-H iE$, POP # LI A RFC2511 5 & ¥ % POPOSigningKey 45 # & (H i, alg F B BUE % DH-
BasedMAC, % 4 ¥ BB f  MAC){E HiEBH POP Ry%E IR 77 .

FATFHmERG POP Wk — IR 8 & LT, E&E, SR — W B35 #i# iF PKIHeader #iy
transactionID L & % PKIMessage 833 (MAC 3% &) 55 5 1 A A TE TR 1 B (U KR 22 M A SIE W L
FHG A B A KK

POPODecKeyChallContent : : = SEQUENCE OF Challenge

- FAIE B HIAEER Y B — 1> Challenge (R F 15 7K H BU7E CertReqMessages H1 I YT R EF

- —%0

Challenge ::= SEQUENCE {

owf AlgorithmIdentifier OPTIONAL,

- E% —4 Challenge ¥ & AETE ; i 7E POPODecKeyChallContent FifS # Challenge 5 7] L) 45 8%

-~ (Hn R B A9, W F B RT— 1 Challenge /Y owf FE.)

witness OCTET STRING,

- R BEALE A R A B B (owD 5 2R . IR Challenge B U8 A A Y %K
19
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challenge OCTET STRING

~ JEJG B Rand (BEFIAETER 481N #) . Rand £ X 40°F

- Rand ::= SEQUENCE {

-- int INTEGER,

- FERBMEEIENBR A

-- sender GeneralName

- REFHHAFR(ST PKIHeader H 94 R

-}

}

POPODecKeyRespContent :: = SEQUENCE OF INTEGER

- BAMEHR AL ERI N — DY CXEREBMITT 5FR H A CertReqMessages 1 1

- FA#H—-B0 . WEINEE(EEEFIN A SR EL N Challenge R &% H
7.3 SREEXHBESN
7.3.1 FIRHER

— A EIER LR 1 B 1 PKIBody f9, 4 (¥ — 1 CertReqMessages ¥ 55 1 1 4 H 4 3 40 5L
BT B R EE S . EE TR E 4 8T AU B R T S AR B SubjectPublicKeyInfo, Keyld
M Validity GEHE B S M B). WHER TXE&E PKIERPHEIMHL.

CertReqMessages HITBEHERHME D & RF'CZSII o
7.3.2 ¥B/LIME

— NI R AL BT B ) PKIBody 0% B9 2 — 1~ CertRepMessage $UHE 45 #4 14 , 3% A 55 #y & 34 )i &
ME R R EFE—4 PKiStatusInfo FE . — DN EMIEBRTRHREFEN —TRAEITBABTHES
EH YN WL EE P A B protocolEncrKey R IN#E) .

CertRepMessage ME¥%N. 7.3. 4. IR PKIHEMREPHFXRJHEREFIL "R 7.1.3), ] ca-
Pubs FERAMAEMIEHHE L BE B REEENR CAUEBRERERE.

7.3.3 EM/ANEER

— M/ AR R B A H PKIBody 42 & B2 — CertReqMessages 3R &, X 25 A 3%
R T FFERMOES. YEFAET PKIGR P LEERBEIMIESHEHLHEL .

CertReqMessages fiE ¥ W 5% D & RFC2511,

Y& X8 i% #, PKIBody 41 7] U 44 & — 4~ CertificationRequest &5 ¥ & (. 45 # ik 42 [PKCS10] 8
ASN. 1 #5# CertificationRequest {4 H T L HAM U . HBESRPRAEHT L T HRIERH,
HESAFHEROFRPITUEAXEHE BRARENDENER T EUAFEHILEHE.

7.3.4  EM/AEN AL

— AN AEM L3 B A9 PKIBody & By — 1 CertRepMessage MB LMK, XM EHE ST S
FMEBF RSB RSE, B REFLETREESS T CARAH . AUER .~ EEEHH—
NG B .

CertRepMessage : : = SEQUENCE {

caPubs [1] SEQUENCE SIZE (1.. MAX) OF Certificate OPTIONAL,

response SEQUENCE OF CertResponse

}

CertResponse :: = SEQUENCE {

certReqld INTEGER,

= {5 MM IS W 7 5 SRS B G R X R BB OR R 45 B certReqld U W IR 3K-1)

status PKIStatusInfo,

20
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certifiedKeyPair CertifiedKeyPair OPTIONAL,

rspInfo OCTET STRING OPTIONAL

— ¥ F RFC2511 ¥ CertReqMsg 57 reginfo & L ) id-reglnfo-utf8Pairs FHRE
}

CertifiedKeyPair : : = SEQUENCE {
certOrEncCert CertOrEncCert,
privateKey {0] EncryptedValue OPTIONAL,

— %I, RFC2511 4315 #4 B

publicationInfo (1] PKIPublicationInfo OPTIONAL

}

CertOrEncCert ; ;= CHOICE {

certificate 01 Certificate,
encryptedCert  [1] EncryptedValue

}

fe45 /> CertResponse § faillnfo(#E PKIStatusInfo #) fil certificate (#£ CertifiedKeyPair #) B4
FEABHAE - REFRD) . EEEREME B waiting) WIFR T . WEHF2HHR,

#58 T EncryptedCert FIAE 2 iR FA S SR AT LIRS E 45 . X P 7 A B B R CA RENESH
18,48 24 A S S A BB R B LR RIE . XF TR E T CA R KBIEHHRELEN
M RA G B 0 it S A U R O T AR T LAGR [EIE 5 GE %« LB CA 1R [l 9 PKIConfirm B JE A
BEiERD) . B, 7E POP Wil 4 8t CA H AR R LHEE RIS .

7.3.5 EHEFRERAR

W EFHRAE A CertReqMessages iBHLW . W% TUNG- M EEHOEHRE T IER
B . SubjectPublicKeyInfo, Keyld % Validity, X 8HTEREHFCHFAEWIES CRIEEEBERY
B, FREEREFEEBERRE. FEEHFERRETAFOLARURT AARIEH SR
BAEMIES.

CertReqMessages 135 WH 7 D & RFC2511,

7.3.6 EHHEFWMAENE
B4 A B A CertRepMessage iS4 . B MR 59146 L wa m #
CertRepMessage BB 7.3. 4,

7.3.7 EHHREHERAE

BB ER BRSSP AR FH9 CertReqMessages Rl B HE . W UA—-MEZAHPF
SiF 35 B 4Rt T 3 K AR 2 B2  SubjectPublicKeyInfo #1 Keyld GHt— 2§ f5 B LI % B) .

CertReqMessages [f1iE B LM % D & RFC2511, B . MRFEEHAH £ HRELTAEFRHE
BmAmnEE.

7.3.8 EHKEMERE
BRI T 5B . X F R R A {E (J0 - waiting) , BT A B AT A & 3L,

KeyRecRepContent ;: = SEQUENCE {

status PKIStatusInfo,

newSigCert fo] Certificate OPTIONAL,

caCerts [1] SEQUENCE SIZE (1.. MAX) OF Certificate OPTIONAL,

keyPairHist [2] SEQUENCE SIZE (1.. MAX) OF
CertifiedKeyPair OPTIONAL

}
21
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7.3.9 WHHRKE

LEFRMH—MEREEM 0, EATIIRESH. EREHE T HITE PKIHeader 451
e,

RevReqContent :: = SEQUENCE OF RevDetails

RevDetails :: = SEQUENCE {

certDetails CertTemplate,

7.3.

— FVEIE R R AE £ A IR AT TR BB A E B 10 TR

- (Bl EXERBFISHERLT)

crlEntryDetails Extensions OPTIONAL

- FrER Y crlEntryExtensions

}

10 MHWMERE

4 i R X b R T B MR . A R R R SRR E . (TR ERERIEBHHE

FEEE-TRHAEHB.

7.3

RevRepContent :: = SEQUENCE {

status SEQUENCE SIZE (1.. MAX) OF PKIStatusInfo,

-- & RevReqContent ¥ & 1% B ¢ 4 R

revCerts [o] SEQUENCE SIZE (1.. MAX) OF Certld OPTIONAL,

- WBIERE IDs (5 status BB FHERD

crls [1] SEQUENCE SIZE (1.. MAX) OF Certificatel.ist OPTIONAL

-~ #55% CRL (AR E—)

}

11 TAERRAE

R XANE R 5 — A E 5K 8 F B35 5: 4 7 (CertReqMessages) , {6 28 T 51 FR &1 . 8 &1 %F 2525

HFER CAFEHRH —ERRBEERAW CA. XMERUALUATF CAERL CABHELRHN
HEH.

7.3.

CertReqMessages R 15 ¥ It % D & RFC2511,
12 FXNEMEAE
A& XA EN B 55 — 8% A 1IE ) 5L {8 F 50 38 35 A A (CertRepMessage) , KA R EF & R B MFH

M.

7.3.

7.3.

22

CertRepMessage BB 7. 3. 4,

13 CAZHAEFRLENE

LCAEH T HCHEYE, T A TIRESHEAX —F 4,
CAKeyUpdAnnContent ::= SEQUENCE {

oldWithNew Certificate, — AL LZRIBIES
newWithOld Certificate, - FIBRAZS L WFITH
newWithNew Certificate,— AL L WHIES

}

14 SEBRE

BAEGWETU AT ASERNFE.

CertAnnContent ::= Certificate

M EGE A T B HAIE S A A T RS TR X 500 BERBFEFELSRAREUEAULKE.



GB/T 19714—2005

7.3.15 WHELE
%4 CA B RS — M IE B, 7T RLA S X — B (SO ORI H ) .

RevAnnContent :: = SEQUENCE {

status PKIStatus,

certld Certld,
willBeRevokedAt Generalized Time,
badSinceDate Generalized Time,
crlDetails Extensions OPTIONAL

— B CRL % (W corl BFHAIS MEERERE MBS

)

CARLUEAX M HBREE (BB —MERFEEENIESEE@ES) B, XFEH
FHERKE FEIEVHEENBELR.

willBeRevoked At 52 B {5, iy B — 1 B A9 4 H ¥ i A B4 5 CRLs i E]
7.3.16 CRL &%

LU CABRT —MEFH CRL(E—#t CRLYB, ATLME AU FRIESHEA X84,

CRLAnnContent ; ; = SEQUENCE OF CertificateList
7.3.17 PKI#ARE

XA 1 87 UM A e AR R B 19 PKIMessage, 1T PKIHeader F1E @& T A 457 8504
BB EMARRE.

PKIConfirmContent ;.= NULL
7.3.18 PKIBEAHEEHNE
InfoTypeAndValue ::= SEQUENCE {
infoType OBJECT IDENTIFIER,
infoValue ANY DEFINED BY infoType OPTIONAL

}
~ InfoTypeAndValue A G FHAM T FIHE(EER P RELEE,
- EHEWMRRHRE P .

-- { CAProtEncCert = {id-it 1}, Certificate }
-- { SignKeyPairTypes = {id-it 2} , SEQUENCE OF AlgorithmIdentifier }
- { EncKeyPairTypes = {id-it 3}, SEQUENCE OF AlgorithmIdentifier }
-- { PreferredSymmAlg = {id-it 4}, Algorithmldentifier H
— { CAKeyUpdatelnfo = {id-it 5}, CAKeyUpdAnnContent }
-- { CurrentCRL = {id-it 6}, CertificateList }

-~ Hh, {id-it) = {id-pkix 4} = (1361557 4}, XMHWEBAHFEN

- B A PKIX E BB R fuAE RO E B BB A B B (Bl &)

- DA B R R BURE R SR IR MR

GenMsgContent :: = SEQUENCE OF InfoTypeAndValue

— EE,RA, 8i# CAAIUERZERBMETHENAR . M T LEKMA HIEEHT, GenMsg
- 1 InfoTypeAndValue i) 7] 53K infoValue 3 %28 & 8% (BIE L5 A TH 2 GenRep H R
— 5. BRFTAERZBEARREHIN N RF AR, MEAHE W EE & CA, HHEANEAEH

- R CAMUREEBDERNERRTARGES
23
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7.3.19 PKIiEBWAHS
GenRepContent ;:: = SEQUENCE OF InfoTypeAndValue
- BTl LB R s8R IR S OID

7.3.20 HEHBAR

ErrorMsgContent : ;= SEQUENCE {

pKIStatusInfo PKIStatuslnfo,

errorCode INTEGER OPTIONAL,
- B RM IR

errorDetails PKIFreeText OPTIONAL
- SR RWERE R

}
8 %M PKI HIETh4E

8.1 R CA ¥k

HEIHRCAZERERTEACHESBIED X MEREHN SR CA BHEHF LA new-
WithNew” L 45 M H [ ,

HT{# CA ACHIEBXH HELZIFEBBERE T HHFERRE X MEBHLRLIEAEA,
CAEXNEMAHATE—T 8., RRTEEIHAHFERLBFB XN RERTLURIE CA
BOTE 45 A R E 45 B A A R

e ig MBI 4 2 OOBCertHash,

8.2 MCABYES

CAFHI(SRMHFTEBH A MG REGRN, BRFEHTRASRENER. CA X% ne
wWithNew, newWithOld, 1 oldWithNew IEH (R 6. 4. DU B AAN LR LERBEHARAE S
CA i # (oldWithOld) T4 #5245 R 5 i Bl & & CA i B (newWithNew) , [5 B 43 25 By %7 % B % 3K 75
newWithNew T {5 #) & 35 55 1 2 £ 4 UG oldWithOld UF 455 BAE BUFF 9 40 4%

8.3 T4 CA Wi

MNPKIEEDWUMAERE, TH CA HMHB L SEREHOMBURE—FEN, E—HWXAET

T CA LAFEI P-4 ¥ K M % .
8.4 CRL™4%

FEIMN CACEREAR CROEEHIEHZATLHE X4 = # CRL,
8.5 PKIfZE#&ER

% PKI52{A(CA.RA, Bk EE)FB#H B X TF CA HppRENGE BN, BRI E CA XXX {EE
HiER. CALFMEREBEZVEREEZRMWFTAERNGEE . WRELEEREELE, Wom
BERERMEIR.

B PKI BB R fu 4t PKI MR 015 8, B4 R 0 B A GenMsg 1 B, 1 57 8 A
GenRep H B, 4R/ Error 1R HE . XEWAHFAETLERERE LM MAC: Password-
BasedMAC) 5 HAtt A TE 77 B (AN SR R SL AR A BE 35O R 4T R4,

TEIEHHMHERPEALERFEENL20HS AR E.

8.6 L XALE

HRHE CAENZTIEHH 2, Tw R H CAERZERHRAE .

HRkE CAEERZUAEREZ MM CET FEEBETF.

FIGAES BEA L E A EARAE AR BB, MBI, XM RES BB — T F O GE S 1™
4, MBFBEFACRE RIS BLE—1 CABELRE AN CAEREGEEER S M

24
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2.

AT RES T FEBMER P CA BSRIEHNFHER (EFE RN ETO, REEY
NEFRERATH IR, HHHR.

25 AIE /R MR 9 CA B2, fENWIRIE R CA B R % 51T 48X XAAEA CA, FIEf &1
B CARAP ARG, MAEW CAEBRFWFETEBERAHREN CABRR. #
REW CAERMAEFRRE CA LB ARNERERBERZH.

BB T AT B ORIE, BRI . F ARRE A RES RS AR
B FTA B B T BOAERS (MAC), (I3 CA W LLE S R EF R RMBIEFRN &
&R, BR A TAE B0 7T LUE 2 48 B 45 4 kU MAC.)

FRE CA Fl— 5 U BEHLE GER F MALEO P AT R Ccor) IR R # . RS, HRHE
CA WM CA K% cor B . WHEFEHARETINERN MAC KRB LB M.

W cor HEZIS WM CA RAT M B M MAC, R HRF LY, 3 EH>= 4 A CHEEILE O
MEFENLE0 ., REFEWREERE ~MFHRQETHRE CA A4 HHFREWES, 7 &
CAZAMARITES . WHE CA FIIUIAIEN B (cep) 1 B HTEAL . HE T M TFEREMRETIME
B MAC By 1B ‘

BB cop B2, R E CA BN A CEFEKIMBEHLEO M MAC, #RK%E CA Al certConf 1§
BHEATWIN . RSB AR TFIAERA MAC KB LB, HRE CABEREHZZIA
IDEBEAEBENSEHTHBENERMFELY.

WeH| certConf 4 B2 /5 , MR E CA BiEM A MAC, R atH# A PKIConfirm ¥ B & [H— A,
THSAMEREN G NDIEBNS BB ENERMAFE.

cor BB FRE —A“TEHINEFR, WRE U, HRE CA BAREFRT FASHHTAH
F B (403 4t ; BasicConstraints § B) . cop HE M KA EWR & CA WIRIEE B — W R, ER
% CA B EXMHE (P, @l 5 LD

WA — R E N A AR R AR SCAE R EX MR PR G E CA MEBEPREE
HCA WA, FRSHANEBTRE. AETEMATILERTATEXR CAKEE, £RS
FREE AR R R A A AT R B O B RN B P B S e BT AT AR R R A A AR ) T
ZH.

ZXINEMHEERRI R C.

8.7 #mLakimi

HCA —B:, AWML BENSRL. BELZENMRUEELER LR

— HB PKIER;

— R CA AW RAE.

(ATREE LA WS B, BEREEELAHE BN BN CA AHBWIRIE.)

8.7.1 ZKA/PKIER

TERBHEL:

— 4R CA WA

—— (B HHAE CA R CAVBIEE YAy MMFI R MR CA BIIME CA DI RE LM WMH IR
P AE B A2

— AIE CA ZFH B M HMEEMEREER.

BT BERE A — A R D A E R BT SRR — e I B 15 B (N SIS Y R B CA R fE 8D
R N T RAARINABHLHLEEL PKIBEREXEES,. BANERETHESH— AL
TR I R I B, U0 S R R SRR R AR H S I BIE R CA R A

FEAE B TLUEE 8.5 FTRRIHRRE.
25
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8.7.2 1R CAEHAMHIIBIE

BWMEELAELHBER CAMLAH. NTHRILELS, TIEN S E SO W Tk GRS
TiRREE CA BIERIRE. XRARTERTULZLWE CAWIES. H#RS8. 1.
8.8 EHMR

2 33 W7 i Ak B 23 S 4K BT LA AE A AT BB C T AL 4T B D TR — N BRAMIE 45 . X AR M T IAE
HR(OBE . MEARLHDLWE W ELFACFHMPHRIEES HLAXD o HEREH
LR FES L KR . CA B CertRepMessage i 8 # 503E 45 B HER B .
8.9 HYIEHN

LB X P RRTERSHREFEF — R £ LIER CA AFHEAXE
AHWIES(HE, EREER T . {ERNEHN— ML . X MEREAEAEFIFR kuD 1§
B(5% EREERTRCEREF BRE— ., NRLRLURCEWE TEL2BHCFERENE
T B2 AR E LB FE L RA . CA B9 S EH R (kup) 1 88 BB Y IE 45
CRFER R X REEBEME LS CertRepMessage —#,

9 &8

FE#EE SRS EERAs LR CAs £ Bf1ZA{£% PKIE A . R PKIH B #FTE Y
B4R CEP 30 SR 48 — N B R 40 2 1 T W1 #% 9 PKIProtection) , B8 A TE3X — /2 L, R E R i IR %k
W2k .

9.1 ETFTXHMHIL

£8 PKI I B B9 2 AU 85 — 4 PKI{H B 4 DER 453, Bl U o A RER HUSM LR B H
RIER. XHMCHR LR &% PKIHE, M A FTP Bl
9.2 HEET TCP BHEMIN

FRERMERMAZET TCP AR T LR F£% PKIHE., X—WIGER T EER RABZI—1
transaction 3£ A LU i B 1 R RS 45 R WAL .

MR B 48 d PKI Sk (RA R CABEILIFA EE BAL AR~ AR BAabm BT
B4t— RS HH U AN BN PKI EEIBALLKS PKIHE.

AR RAK CA EH - YUIW#BRAER LR O 829 LMi0F PKIWE. BHHAT . E3
EHE DRI DI H A TN transactionID WHIAK PRI S, WREFERITEE -4 PKIKE
/B~ SERATEE R WUREBEEN PKIMREIHE.

MFRXT T 44 5 B KoM 75 4 A PKY ma B 71 5 (BRI R 00 35 S0 3843 HO 3 A 9 40 AR B2 i 40 L R 4
HE E - H RS ER.

L — PRI R E ARG, M SR REFORASEH.

HELBEHBHERERERE—NEERT TCP# PKIER” ., SR E—EBIMEL.

—MEBRETF TCPH PKIBE"H TSI AR

length (32-bits), flag (8-bits), value (defined below)

length —— 408 %14 B 50 IR 4 49 57 57 8 CBF “value” B E W4 1D, A A H 32-bit
EERARERF.

B4 ARk i

pkiMsg 00H DER-encoded PKI message
- PKIHE

pollRep 01'H polling reference (32 bits),

time-to-check-back (32 bits)

- T80 PKI B AHE B8 poll ma i ; ff FHE ) polling
26
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— reference {8 (FEfS 3 & 18] B BB 5 ) K &)
pollReq 02H polling reference (32 bits)
— WoR 3¢ &4 &9 PKI 1 8 iy ma R
negPollRep 03H 00H
- FEA polling M i (BJ , transaction SE&8)
partialMsgRep 04'H next polling reference (32 bits),
time-to-check-back (32 bits),
DER-encoded PKI message
Xt EA 80 PKI 38 L0340 57, B0 5 T A8 B — 408 0 57
— polling reference (R i+ BB 8] (8] FR (&)

finalMsgRep 05H DER-encoded PKI message
— Xt &R PKI B B4 (7T BB 2 M — ) IR i
errorMsgRep 06 H human readable error message

- W B R A X —HE (L BRI AFERRE RS R
-- ff polling reference)
YFE 4y PKIConfirm B (B EMNFR T L X BIWBLF), X —4 pkiMsg 1 8 3 & B — 4
negPollRep {H &, .
BEEREMHEFII N
a) EE %% pkiMsg ¥ 8, W B A9 1 B & pollRep. negPollRep . partialMsgRep B finalMsgRep
o — B
b) EE %i% pollReq 14 & , 81 B W B X negPollRep, partialMsgRep. finalMsgRep B errorMs-
gRep HFH—Ff.
£ % “time-to-check-back” & —4~ 32-bit WEER,EXHM 1970 4F 1 A 1 BF K 12 ST BETH
¥ . X2 EE B % %Z%ET—1 pollReq Hfliit WA,
9.3 XF E-mail Y5 iYL
A &PET —F il E-mail 355 7 TP HRAMNTHICHMA ASN. 1 HIENERIN L.
— MR MIME S %58 KT
Content-Type: application/pkixemp
Content-Transfer-Encoding: base64
<< ASN. 1 DER %@ % PKIX-CMP {4 &, base64 Hig>>
X4~ MIME %f 8 7] DA{F ) % 38 &9 MIME £t B H G #T RBREW, BT —-HAH E
mail &% PKIX-CMP 3§ 8 # ik, B &sc o al fE % B8 i 5 3+ 4 [ “application/x-pkixemp” MIME 2
Y (A SCHS  B R A P AR ) AR R IR A
MIME Xf & BB 2 WK % G.
9.4 #HTF HITP RIEEHHN
REWE T —Fi@id HTTP il {£% L EE X8 # DER R .
— A MIME S48 LT
Content-Type: application/pkixcmp
<< ASN.1 DER 485 PKIX-CMP HE >>>
X4 MIME 3§ $07] DGE ST WWW g8 S @ HTTP ZBENH (I8 #17 R B M, #4t
TR AN WSR3 A G4 PKIX-CMP W8 M7k, BRI 88 % BIR 5 34 il “applica-
tion/ x-pkixemp”MIME 2% L) % f [ J5 B3 2tk .
MIME X £ f#iR 5 W3R G,

.
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B R A
(F PR T
RAHFENRE

RAGFZEMREEARAMALFHIE. ERERGETRILE.

— WRGEREGS R, IAH TR RHE HEIR LA S MET G ANRE RA R
£ R0 A6 45 4 RE B0 3 B X — 1 SR W R RED) 5

— FELRIAERBEAIES, R RA 7RI B LR 2 jE

— HHREARERAEROMEFEFRMRELERT HHAXD M, RA RAR G H XML

RAFEMHAREMNT

— BT E RA REPHHITEHRMLERUIBESJGE FH 2T EAIRKRY
SRR AR ;

— EHLAREY RATUELD CA WHE XEFEHELTREBREEN;

— RATILEFBESANMN BT AT Y CAEYE LRELHILAEHHTLT

— M FHREMAERBLENNBCEFET EBEN, FRBAES L RA AB(XTEAER
F CA),

28
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B % B
(RTEHEH R
ikl PKI EREHBEN

AW SRS T RIE AR HE R SR B TR PRI B R MR (B B 8 5D,
© TEBAT PKI & HE# 4k ) PKIMessage RIZEHINT

—— VHAREIE M/ INIE 5

— ERRNEFTE;

— EHEK;

— EHEH.

=

a)

b)
c)
d)

e)

D

3

h)

KREHREERRN

WA A B A HE R A AT 36 (OPTIONAL) 5t 4 (DEFAULT) Z Bint , M X BT B +F
WARRER (B ERETT D ESEERIEREFEIXETEROER) . MRLAEMF
BR&— SR B0E, AP BASEIEE G AEIRES pyno BRK 2.

LgEH PR Ik — 0 B 4 B AT

PKIMessage £ algorithmldentifiers ¥4 B34 .

HEHE—FEE"H X, 500 DN ##H N “NULL-DN”; X %8 DN &5 K& 0 #) SEQUENCE
OF RelativeDistinguishedNames (‘& # DER 4g# % ‘3000”H) ,

LHFETE GeneralName, [HEXBHSENEN (A . AMEEEREECHEF I~
H T —A 3R, GeneralName 3t % X. 500 NULL-DN (] #fi: CHOICE ¥ Name ¥R &%
NULL-DN) . iX #4855k 89 {8 R “NULL-GeneralName”,

SR B K B 45 GeneralName $LEH B , #12€ PKIMessage F B M {ER A NULL-Gener-
alName, 35008 % 24 E 340 B 8 PKI Header A sender F .

FEFBR S R 2R, R L FRERA”S (I “certTemplate. subject” R sub-
ject FETE certTemplate FBH),

%4 “SEQUENCE OF types”fE 14 800 — 8B4, RATH LA 0 W E B0 A 5k #58 SE-
QUENCE OF =B, (i .crm[0]. certReq. certTemplate. subject B ERE L F5H—
> certReqMsg M7 FB.)

7E%5 B.4~B. 6 EHHTE M PRIM R XMBEd RETHER certCont W R, T dh i i7 3¢
fk & i% PKIConfirm §§ 8., ZEFERR XN, i Ty NULL, MELBMAESRETX
4B B ER T A B H .55 PKIConfirm, H A BN NULL, k AEZE ETXHRERE. X F
protectionAlg B LAE AR AEF B (B RN BEREWRESCETULHETOSLH
MAC, HEZH).

B.2 HEERBE

FB. 1% T PRIEEBIHERNFEEE L.
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% B.1 PKI =AW E

Name: 1§ B & H &R KRS Use : 33 5 7 9 J5 B 0 34 77
MSG_SIG_ALG AEa /Y PKIHE
MSG_MAC_ALG I MAC %" PKINE
SYM_PENC_ALG B R A 2R A % BR A X AR R R S AR AL
PROT_ENC_ALG FAF i PKIMessages P E# 1 CE FMELHX BREA DO RABESHRE R
PROT_SYM_ALG z;zizﬁwb&ﬁm (PSSR % 9 PROT_ENC_ALG 3t 17 4 9 %¢

B.3 FTHEMUEHXNEH

METIE AP A H RIS PS5 RIEA SR B4 & A, POP 5B (# ProofOfPosse-
ssion 25 ) pop FE P signature FB) .

FB & i

algorithmIdentifier MSG_SIG_ALG XAE R A RBE LR

signature present {8 F MSG_SIG_ALG % K81

IE B 48 3 SR RYE 35 B 5 I A TR BL A AR B AL I S X R 45 4 5 W0 R certCont 1 B #
CertHash FE %,

EFRIAEFERB P, ARE 4 CA/RAMBENAREN (BEL2FH, BEFHREF —R
A, (AUAT5#AT POP HA B —ANERE B8, | — 1> CA #8LE/A T 80 Policy OID F1 Certification
Practice Statement FERIFHE) . R, FAFMER CA/RA Lkt POPGE N £ 8605 ¥ 4E M AE i
B —B5. TR RN SR ER LT RE S R POP(AI 4N . PKIX-CMP HH 48 # L T H5) .

B.4 #IMAREMR/NEEFNEFR)

CRYMR RO LMLk CAERE—MIER. HCARAGEHIEFHHEN,  ARELES
EHEFHIN. CA FHEE PKIConfirm, XS . HiE HH ST TIAE.

A7 RAGRIR LRI R AN INE LRI A FHD . SIRSTAR G DR FR
3t HAES — M E X LBy g D .

FERMNERBAT AR ER LA TFEZHAH , FEMAMLH PKIMessage) .

000 S AR A ST K X 5 A 7 0 A R TR B A B B B AGIE B

.

— SHSERT LUK TN TR CA £ 4

—— SRR CA HEXFR MACing 4.

HER
BR KREE ’ PKI

1 format ir
2 - ir ->
3 handle ir
4 format ip
5 <~ ip <<~
6 handle ip
7 format certConi
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8 -> certConf ->>
9 handle certConf
10 format PKIConf
11 <(- PKIConf <-

12 handle PKIConf

A KA P, RATER L LKA — 4 PKIMessage PEEFH BN — P~ HEFHA) Cer-
tReqMsg, [F&f PKICCA) i1 =4 — 3 & 58 # 1 i PKIMessage (40 - 73R & £ 3847 TR H K,
HAXBEPEHFLEFRANHRT AW LIEAE 1 PKIMessage  F B/ OPTIONAL AT # ()
WEZXMEHXD ., BT L, BITERX LN BLAREF B AEH waiting” REHE) .

BT CA/RABFHARENAA., XNXHBLTHBZRE referenceNumber £ % S
FIE AR A sender F subject name #7] & B (OPTIONALLY) distinguished name AR )4 #&% DN,
BUXTEREFEZELEK 12 MFF.

Ir:

FE& &

recipient CA name

~ BERFEAERK CA AT

protectionAlg MSG_MAC_ALG
- XAMER LA MAC #47, £F

~ W HIAE SRS

senderKID referenceNum

- #35,.h CABkES

-~ #eo KK (R B MACing B4

transactionID present

- HERATHE, HARLEERX
- LRz fEE CA FELMA MAERE M CA P EMELANE]

senderNonce present

- 128 (BBEDLILER

freeText any valid value

body ir (CertRegMessages)

—~ LS F— BB CertReqMsg
— WRERELZNIES, B4 ERRERBITOAEMT ) PKIMessages
CertReqMsg one or two present
- EA AR AT, EE: om[0]RRE N GXRLFAE KD
- erm[ 1JRFH A CXRAEM, IF AHTHREFFEHWETD
crm[0]. certReq. certReqld fixed value of zero
—- HEPERART
crm[0]. certReq. certTemplate  present
— BT MRAGE, FURAZERS . Ha (B RZRE
crm{ 07. pop. POPOSigningKey optionally present if public key
from crm[0]. certReq. certTemplate is
a signing key
- TER BT A REE R A AUER POP (W58 B. 3 )
crm[ 0]. certReq. controls. archiveOptions optionally present
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- SR ST PR T DL OR 48 A P A U A B RA R

crm[0]. certReq. controls. publicationInfo optionally present
— RIBIARTT P FER A TGS RIES

crm{ 1]. certReq. certReqgld fixed value of one

- HB PR RS

crmf{1]. certReq. certTemplate  present

crm[1]. certReq. controls. protocolEncrKey present

— [object identifier MUST be PROT_ENC_ALG]

— W CA RRHEDTEHER, CAMRAXAER A IERT BRI % H

— (RAMTRT4) e (B FRESRME CA A& W ELAE NS
- RELWLERNE FITRNEHMHREFD CAFEMTIHA

crm{ 17]. certReq. controls. archiveOptions optionally present
crm[ 1], certReq. controls. publicationinio optionally present
protection present

- {i ] MSG_MAC_ALG 8 H 41

ip:

£33 it

sender CA name

- PEHER CANET

messageTime present

— CA =418 B #y B ]

protectionAlg MS_MAC_ALG
- XA A i MAC R4

senderKID referenceNum

- &3 8, CAHIkLES
— &Sk (FAet iR MACing 41

transactionlD present

— BN ir S HE

senderNonce present

- 128 (P RN e

recipNonce present

— ¥R ir 1§ B senderNonce H{H

freeText any valid value

body ip (CertRepMessage)

contains exactly one response
for each request

~ PKI (CA) i& % yxf — B B 16K B9 1

— cre[0] BRE—N(—HEFE) serc[1IRR

- B AMFETF r HEREFEMERITE

- CA XFHBETREAME)

crc[0], certReqld fixed value of zero

— WA E R AERE ir B 85— R



cre[ 0], status. status present, positive values allowed.
status "accepted", "grantedWithMods"
negative values allowed:
"rejection”
cre[0]. status. faillnfo present if and only if
cre[0]. status. status is "rejection”
crcl0]. certifiedKeyPair present if and only if
cre[ 0]. status. status is
"accepted” or "grantedWithMods"
certificate present unless end entitys public
key is an encryption key and POP
is done in this in-band exchange
encryptedCert present if and only if end entity’s
public key is an encryption key and

POP done in this in-band exchange

publicationlnfo optionally present

- RUHEHRE2%4 (B CA RS EHFLE

cre[1]. certReqld fixed value of one

R ARPRIR i 15 B T R AL

cre[1]. status. status present, positive values allowed:

“accepted", "grantedWithMods"
negative values allowed:
"rejection”
crc[ 1], status, faillnfo present if and only if
crc[0]. status. status is "rejection”
cre[1]. certifiedKeyPair present if and only if
cre[07]. status. status is "accepted"
or "grantedWithMods"

certificate present

privateKey present (see Appendix D)
publicationInfo optionally present

- RPE BT EE A (d CA PE BT

protection present

- f# i MSG_MAC_ALG & H

extraCerts optionally present

— CA T LA 24 ¢ 35 5 4 32 (A1 51 B i At B LE 43

certConf

E32 &
sender present
~ 5 ir AR

GB/T 19714—2005
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recipient CA name

- HERFAEUERN CAHWEF

transactionID present

- MR ir # ip B P HE

senderNonce present

- 128 () FBEHL ELAR

recipNonce present

— MR ip W B senderNonce #I{E

protectionAlg MSG_MAC_ALG

- X HEE R AT MAC #F. MACE
— #F EE f1 CA #£FE KR K authn F4H

senderKID referenceNum
— &35, i1 CABIEES

— &Lk (R ZEH MACing B4

body certConf

- 0 7.1. 2 § certConf FEAE

—HE: BRERTMEMELWIES, KA
— BEM CertStatus 45H

protection present

— i F MSG_MAC_ALG & b4 (i

PKIConf:

FB’ &

sender present

— 5 ip hEHRE

recipient present

— certConf PEXEFHNET

transactionID present

— M certConf B 8 2I{&

senderNonce present

— 128 (BDBEYL HHE

recipNonce present

— certConf ¥ 8 % senderNonce {8
protectionAlg MSG_MAC_ALG
- XAHEB R AE MAC R

senderKID referenceNum
body PKIConf
protection present

- f#F MSG_MAC_ALG & iz

B.5 EHEX

(BEEMBELH EMEEHTEMERD @ CAFRIES. 4 CAREQTHFIERLHNBMH, &L
Wik e REIEBHIA, CA F%RE PKIConfirm, XM H . Fif KN SERHEAT TINE.
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ARMNPHHEEXTERBESE B AEPHREA—H, BREUTAR:

— RBEEBFNBEHE;

—— #E request, response, certConfirm F1 PKIConfirm ¥ & " 4 % 3 # MSG_SIG_ALG #} pro-
tectionAlg(H B 3 #F MSG_MAC_ALG);

senderKID I recipKID {X££#53K 14 B 31k i) 4 F7E 5

body 4 cr B cps

body 7] {0 & —FhER MR CertReqMsg &4 ;

—— BRI AR IR protectionAlg FEBORITE .

B.6 EHEMER

(B AVBILADRILER CABERIES(BTEN T A/RELAFWAMIES). 4 CA
BEAEHIEBHHEBN,  ZRLESERIERRIA. CAFAEH PKIConfirm, XX 5. A MM
BT TWGE,

ARRFHHELXERBESE BAEPHREAS—H  HEFUT AR :

—— RIEE LTI EFEAE

—— FE request,response, certConfirm # PKIConfirm # & &M % 1% MSG_SIG_ALG ¥ pro-
tectionAlg( T X # MSG_MAC_ALG);
senderKID Fil recipKID {¥ 7£ 5K 4 B K iE B A 77785
body & kur & kup;
body W] BB 40, & — FbEL i #F CertReqMsg 254 ;

—— RIS protectionAlg FERITHE .
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W ® C
(RIEHEM R
iR PKI RN B &1

AR R A T AR AT 0 SE AT A 5 H PRI B A AR OB MBI WA — B 8
BEHHE B,

7EQLF PKI G R B{E {5 #) PKIMessage MR AWT «

—— iR CA BYIEH

— R R/

—— ZEIATEFER /0 R 5

—— R SRR S E S I ISR s

— BHER;

— EHEA;

— CRL &7

C1 EHREHERAN
(5% B.1 ®AMR.D

C.2 WkERSH

(5% B.2 #EHiFE.D
C.3 BERIEH

BELIEBERATHER"CANAYS. RAUTZ/MFRFN 2. 4 PHEXEERKHE
i 90

Yo pri)- 13

newWithNew HEEWASLILE: U ASLHEATRIE

B4 OREX RBE T BN, ERFEMAIE
oldWithNew FIFRIRAXT LIRTROAR CA NHE R
newWithOld FUBTHRAAXT AR CA AHES

C.4 RCAEYES

B CAEHSEMAN, TR EHFEGEN ZRMERILGD XL REAREREN CABHENS
HIEE, FETTEALMEEAERMAAER .

ckuann message:

FE i back

sender CA name CA £
body ckuann(CAKeyUpd AnnContent)
oldWithNew D 1E RECIHE
newWithOld I FELE REC3HE
new WithNew 4 5% 78 REC.38E

extraCerts A BT & ATE 5 B 40 68 PR RA A B % M IEF5)
36
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C.5 PKI {& 2 i#%3K /0 &

RIMILIR K % general BB 4 PKIL, LIERBEE# PKI BHRE IR EMNMAT. RA/CAR
general 3 FEH BRI BORMIR . G0 RA A NE IR TR EmE N CA BRI BEER
BifE 5 %, T LIE &7 PKIMessage H Y extraCerts FE P LIEH. AEEAREEMN LML F4b K

BERAHEE.
HRH:
BB AWKk PKI
1 format genm
2 ->  genm  ->
3 handle genm
4 produce genp
5 <- genp <~
6 handle genp
genM,
FB izt
recipient CA name
- i{E B P issuerAltName §" B2 issuer FERAFH CA HEF
protectionAlg MSG_MAC_ALG or MSG_SIG_ALG
~ EA—FENRF R
SenderKID present if required
—~ ERERIENERPIIFRT BAFLE
freeText any valid value
body genr (GenReqContent)
GenMsgContent empty SEQUENCE
— EERIMRESR
protection present

- f#i f§ MSG_MAC_ALG 5 MSG_SIG_ALG % kb & fr

genP,

FEB &

sender CA name

- FENHEH CARAT

protectionAlg MSG_MAC_ALG or MSG_SIG_ALG
- B — R R %

senderKID present if required

- EFEERIEHBRPHBR T LAFE

body genp (GenRepContent)
CAProtEncCert present (object identifier one

of PROT_ENC_ALG), with relevant value
- TSR CA MES SN AWM, ATRERKSD
SignKeyPairTypes present, with relevant value
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-~ CAFMRAYRIENEZRBEEFARES

EncKeyPairTypes present, with relevant value
~ CAANRAHRIENME/ FA—BERTRARES
PreferredSymmAlg present(object identifier one

of PROT_SYM_ALG) , with relevant value
—- CAFBERSH PKIFB CHT M) ERAMIHRER
CAKeyUpdatelnfo optionally present, with relevant value
~ CAHERARITFREBHEXTHXMR CABHMHES
— (BEEXFARRWML CA NFFTHRMER CA
CurrentCRL optionally present, with relevant value
~ CA &4t CRL W5 RN (B, BT HTE)
protection present
— f# MSG_MAC_ALG &, MSG_SIG_ALG i1 B thig{r
extraCerts optionally present
-~ MATAE R ERREIES
- RA A RUEE KIS e X B

C.6 3% RIAE WK /W ()

BAZTERM=E B R EL R = E/ARFAM LR, FR CATRLEL M PKI-

PublicationInfo # #i e $64% d R S R AW CA FEMRIES,

ﬁ‘“‘ﬁ:

— R CA ZEALFR TR 2 T BB 1 1E R A9 R I8 O BRI R R WA H ) 5

— Fok CA 75 &b SR 0 B 22 B 7T LA % 51wy 57 U5 49 B SE 4 (T BB TSR BER WA F 8 .

PKIHeader ## generallnfo FBREREHAME BB AMAMORF[/HAR 3. LD, BIF

HBRERZRBEA—HHIL.

38

HEW:
B HREECA R CA
1 format ecr
2 > ccr ->
3 handle cer
4 produce ccp
5 <- ccp <~
6 handle ccp
cer:
FB &
sender Requesting CA name #§3k CA
- EAEBKM CANEE
recipient Responding CA name Wi CA
- BERFEIESH CAWEF
messageTime time of production of message =4 ¥4 & i B+ 8]
- 3R CA B HRTATE]

protectionAlg MSG_SIG_ALG



— EMERAARFEERT

senderKID present if required
- WIRTEBOR B SR AT RIEN & E NS E
recipKID present if required
— AR AEE SR I B R P HTRIEN T E N LREE
transactionID present

- BATHEE SR B RHE, MIFR CAHRAX
— (MR E &M CA PR, IAMWM CA = £~ EAE R

senderNonce present

- 128 iy (DD BEYL HAREL

freeText AEfa 4 A

body ccr (CertReqMessages)

R 21— 4 CertReqMsg
— RER LB S, I8 AR B AT GEA R K PKIMessage

certTemplate present

- EERATOT

version vl or v3

B v3

signingAlg present

- R CA SHHELMEAMNARERIHERESR

subject present

— AR E S subjectAltNames P BIAGH ] L5 NULL-DN
validity present

— BT L E (BIFHAF REFLE)

issuer present

— AR PE ] issuerAltNames § B I At 6] Ly NULL-DN
publicKey present

- BEEFNENES (ATLAR—MELBEENES
extensions optionally present

- HR CARFAERYBEXNIERFERWHFAY BEINRE
POPOSigningKey present

- A% B3 &

protection present

— {#i F§ MSG_SIG_ALG 3 8 H ¥ fir

extraCerts optionally present

-~ WS ERE R EQRE I BOMESR

cep:

FB . &

sender w R CA 85

- FEHEH CARNAT

recipient KEWHR CAMETF

—~ GERPEESH CAREF

GB/T 19714—2005
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messageTime 7= I B fE

-~ MR CA K ZRiet A

protectionAlg MSG_SIG_ALG

~ XPMHBRAFERRET

senderKID present if required
—RAERM HERPHTRIENENTREENLAFE
recipKID present if required
transactionlD present

- AHRL cer I B A

senderNonce present

- 128 AR (PO BELE LH

recipNonce present

-~ M cer 1§ 8 HEY senderNonce

freeText 1R BUE

body cep (CertRepMessage)

R fiF—1 CertResponse
— MRFERE XS, B 2R ERLFAITEEAR B PKIMessage

response present
status present
PKIStatusInfo. status present

-- 08 PKIStatusInfo. status g T [ % #1506 2 —

- accepted, B grantedWithMods

- 4 certifiedKeyPair b FF1E » FHF faillnfo B4

faillnfo present depending cn
PKIStatusInfo. status

— fn R PKIStatusInfo. status 3}

-- rejection

-- #B4 certifiedKeyPair 45 , R faillnfo 44 45 77 7E

- T BB T AR Y H R

certifiedKeyPair present depending on
PKIStatusInfo. status

certificate present depending on
certifiedKeyPair

~ EEHZAHER CA B MR ENKFFERNAE

protection present

— f§i F§ MSG_SIG_ALG 8 ) L4

extraCerts optionally present

- LA A e B E AR B A S R AT SMIE B
C.7 ERASMBEPIERHITHEANBL

CGRY BRI L LA F BRI CA/PKI K — R . ATEHNGH, EEARR T 2%
BB — UMD CA,CAX BB ERHSFMEH. £ CAIMCAXZHABRELBIFERE, X
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BE CA-1 A BB WIE EE i CAX B2 WEHEM. B EEE B AZ A FE(PSE) R RS
—BEHLE, U AR ST S BIRIR U CA-1 %48 1) PKIMessage(§401, PSE BEHRNCAL L
RS RRIES X MESBLRERFERNS -1 CA EHAMEEREN LEE  XHEERL
EHSHAE R ARER £ .

ST R R PG ER KB B 5. X CA-1 I & HRE 15 9 75 B VA S AT , % 4 3K 44 I8 [E1 3 43
#ik. CA-1 %3% PKiConfirm REHH. FiH AN AHETE 4 (EEHBEN 5585 HiEH T
H AR R RS & 4 sCA-1 JEEA 5 EE Iy PSE SRR R — M EBAHME BN RHARE
LN

HEXERESE B4 PH—& BEREEUTAR.

—— EE fl CA-1 RILEIFHR MACing e (FEX e E k2 M ENRERER)
ir B3 E sender & T FAETE GF B S EBH GHEF HH R subject HF—F);

—— A B protectionAlg 4 {8 MSG_SIG_ALG i) protectionAlg;
—— 7E ir #9 extraCerts FE A MBS IR G BIES

—— R{f F senderKID FiI recipKID;

——— body B ir H, ips

—— 5 A BORYE protectionAlg FBORIHE .

41
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W ® D
(ERHEH R
WRHBITAHBRE

7 X5 RFC2511 i —# .

T RIE SRS RFC2511, FERENTHXMHRELEPRTAERERY; 550, FiAMEERN

CertRequest : ; = SEQUENCE {
certReqld INTEGER,
certTemplate CertTemplate,
controls Controls OPTIONAL }
AltCertTemplate AttributeTypeAndValue
POPOSigningKey :: = SEQUENCE {
poposkInput (0] POPOSigningKeyInput OPTIONAL,
algorithmlIdentifier Algorithmldentifier,
signature

BIT STRING }

POPOPrivKey ;= CHOICE {
thisMessage [0] BIT STRING,
subsequentMessage [ 1] SubsequentMessage,
dhMAC

{2] BIT STRING }
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W R E
(R R
ERA“O<EIE"

MRS HE I RARENZULE  GFEHR LW B U, A T80 18408 5 B0k & A4 BT 9 AT R
., WIHEROBEFEL RREPEXHFHAERIER TOAX ) EEHERIEER, HREL Y
BATEEAESRNH G, RPCEREYN,(HRLRTRFEERFTNES — N EHM Z A0 #H
SR . A THEXEER, EARRED, MR STHRRMEERF AETERWH ZATFRE RGN EZ
BT L gk Sy SR (S B, IR 4 B R LG5 ER M PasswordBasedMAC(LLFF A B EHRE A
L) .

“Revocation Passphrase” 5 0 £ 75 3 S2 3538 P AR i — AL ZE X FhobL ik o, — D R B E 9 M {E
(1 4m, M Xt < B passphrase i A2 % W password) FE# 44 Z AT 8L 76 B AL FE 34K A1 CA/RA Z 3k,
F AL T RIEREEER.

rEARGET, BT ZHTHIATELHZERHE B (B0, revocation passphrase) BT AR R M.
£ CMP SRS AT .

—— OID KL RTE 7. 3. 19 F 45218 OID LA R & o] ZE{E /T i (Bl 7 GenMsg I§ B £ BF WA LA

7E 4T fo] B (6] 4 fa] — 4 PKIMessage k9 PKIHeader #9 generallnfo F B K%, (33,
EncryptedValue] PAZE certConf #§ &, 3k # %k 1% EncryptedValue,certConf % & B F A
EAEZTEVHBALFRMIEBIEREE P HERBGIE . X FHYHER revocation
passphrase f &3 Stk (FI WP encValue ZBMB B G M F ) EHF L N XK CA/RA %
#E ) revocation passphrase; 5 8, £& 4 0 {31 F & 24 89 0 85 W11 3k 52 AL 8 A AT e (B
3 passphrase {# il CA/RA B protocolEncryptionKey %) .

—— f58 CA/RA 7 GenMsg P #EUKF| revocation passphrase(OID P R 7. 3. 19 FHE K OID
IRAE) , B %E K% GenRep HE X MHBRE T 7.3.19 h#E OIDUENRZ).
ME CA/RA £ £ — 4 PKIMessage #) PKIHeader B generallnfo 5% Bt I 2 revoca-
tion passphrase, 05610 & TE MBI B PKIMessage # PKIHeader [ generallnfo F B ¥ i
B8 OIDUANZ) . I CA/RA B FRFFEFER IR ELE XA 5 H &, 34 E L8068
[EDR A 2 “rejection” 45 R B » [ A AT L4438 A9 — 4 faillnfo R reason set.,

—— EncryptedValue #] valueHint ZE I U AT T -4 B4R AR (ML EE FANEHE

passphrase 4% 8) il T# By LAS K18 %3 IEH Y passphrase R 2 (10, X4 U4 8 R i 3Lk Hy
A CA/RA #UYD.

—— MRS R 1 B I PasswordBasedMAC {47, A revocation passphrase fE %4, MEEE
#)i% , PK1Header i senderKID F B A] L4 & valueHint FHIME .

i F LL_E 3 AR, revocation passphrase ] DAZEAE I R E R B R BB AR EF I ZEHBAT
BAMBREIHNEDR, MAERFIIEBRFILE, A0 MM EREESFCGELER revoca-
tion passphrase £ 3 #4319 MAC R4 ¥ # 8 iE , i Fl revocation passphrase i 5 % 41) 7 L& PKI-
Header 40 & — %7 #) revocation passphrase UL FRIE UG X LA M HMIE B BB ER. £X
LSRR, XL T HA TSR ERE R P BRE R passphrase WHLH, HAXTHES
S A VPR 4E IR 45 ik, BT DAAE X B L T B8 B FE M) passphrase KB AR BN B =F AT RIEXN X
RN IE S R TER . R, B T ARG E PRA 8RR passphrase, I AN SR 77 4 W8 &
KB 1% 52 B 37 passphrase (L RE 2 U, 76 A [ BX B 45 et R TRJHIE 5 A 480 5 5K 0 3 F 77 DA A ) — A
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passphrase) ,

S UL BERTUETERELNER TRATEMHFRBERIURNFRT. TEER
B R IR revocation passphrase B M R A H AR ERH L o0 F BB IR (F R FK
W~ MEBHFHRTRSERBRAE =T R, MERMH XL ER A —MEHD .
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B R F
(RTE MR
“ATHRIE”HY ASN. 1 84k

PKIXCMP {iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) id-mod(0) id-mod-cmp2000(16)}

DEFINITIONS EXPLICIT TAGS ;.=
BEGIN

EXPORTS ALL

IMPORTS

Certificate, CertificateList, Extensions, Algorithmldentifier,
UTF8String
FROM PKIX1Explicit88 {iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisms(5) pkix(7)
id-mod(0) id-pkixl-explicit-88(1)}

GeneralName, Keyldentifier
FROM PKIX1Implicit88 {iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisms(5) pkix(7)
id-mod(0) éd-pkixl-implicit—88(2))

CertTemplate, PKIPublicationInfo, EncryptedValue, Certld,

CertReqMessages
FROM PKIXCRMF {iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisms(5) pkix(7)
id-mod(0) id-mod-crm{(5)}

- ZRIFE D TR S

CertificationRequest
FROM PKCS-10 {iso(1) member-body(2) us(840) rsadsi(113549)
pkes(1) pkes-10(10) modules(1) pkes-10(1)}

- (f£ RFC 2986 |35, f# A} 1993 ASN. 1 i&#: A IMPLICIT #7ig)

- fEhkEE, BATEZBE W AR MR R D HEQH PKCS10 &

- XA R T HAMBE A 4 E X OID M

CMPCertificate : ;= CHOICE {
45
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x509v3PKCert Certificate
}

— ML S X, 509 FRENE SRR LA, X MERATERIEREEH T E AR
— WAEH B (Kin X, 509 BYEEH, WAP WTLSiE-Buis BIMIE )  MER &7=& T3 Atk
—- XRBHER., MTEARLAEE XN IEBLBORTER, MR ENFREOIE, TUERN
- XA ASN. 1 SRS S 2 AR L S BN R UUT 4

—(EE SEAFTEERENRT LN EREEERAZ X UENEE.)

-- CMPCertificate : : = Certificate
PKIMessage : : = SEQUENCE ¢
header PKIHeader,
body PKIBody,

protection [0] PKIProtection OPTIONAL,
extraCerts [1] SEQUENCE SIZE (1.. MAX) OF CMPCertificate OPTIONAL

PKIMessages :: = SEQUENCE SIZE (1.. MAX) OF PKIMessage

PKIHeader ; ;= SEQUENCE {
pvno INTEGER { emp1999(1), cmp2000(2) },
sender GeneralName,
~ RRREE
recipient GeneralName,
— FRIR B A B

messageTime [0] GeneralizedTime OPTIONAL,
— PR T B R R ]
- (4 %k A S T I A 4% B A B G 5 B, I TR S RO A RO
protectionAlg [[1] Algorithmldentifier OPTIONAL,
- AFIEAR LRI NEE
senderKID [2] Keyldentifier OPTIONAL,
recipKID [3] Keyldentifier OPTIONAL,
-~ RIATRIPBBERH
transaction]D [4] OCTET STRING OPTIONAL,
— FRIRZE 5 s BIEE A R AR L BL A B A B IR T BRE AR
senderNonce [5] OCTET STRING OPTIONAL,
recipNonce [6] OCTET STRING OPTIONAL,

— BT Bh 1 B B s A BB HLE » senderNonce g B 1 €1 2 & W
— recipNonce £ HI 2 T £ 59 T 857 82 Wi & G B4 A BIAHSCIH B, P s RE AL ST
freeText [ 7] PKIFreeText OPTIONAL,
- AUBATER ETFTXAXMREGFRFEEHATER
generallnfo [8] SEQUENCE SIZE (1..MAX) OF
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InfoTypeAndValue OPTIONAL
- MATHRR LT XAXK A EFRAREATEALD

PKIFreeText :; = SEQUENCE SIZE (1.. MAX) OF UTF8String
- # UTF-8[RFC2279 )4 4 X A& (B : — UTF8String # W LIS &
-- —/4~ RFC 1766/RFC 3066 &5 #7% , H T RA A& XA B TH—Mig
— & — PS5 N RFC2482)

PKIBody ::= CHOICE { -- message-specific body elements
ir [0] CertReqMessages, - WRALTE SR
ip [1] CertRepMessage, — VIR Ak W R
cr [2] CertReqMessages, - AR R
cp [3] CertRepMessage, - AR W K
plOcr [4] CertificationRequest, - W[PKCS10]8 A
popdecc  [5] POPODecKeyChallContent, - pop Bk
popdecr [6] POPODecKeyRespContent, -- pop WA RL
kur [7] CertReqMessages, - BT HER
kup [8] CertRepMessage, - B W T A
krr [9] CertRegMessages, - R EER
krp [10] KeyRecRepContent, — 5T VR B B
rr [11] RevReqContent, — fREER
rp [12] RevRepContent, — 4 B I Jr
cer [13] CertReqMessages, - R ER
ccp [14] CertRepMessage, — 38 SUIAE WA R
ckuann [15] CAKeyUpdAnnContent, - CAEHEHNE
cann [16] CertAnnContent, —{EHAE
rann [17] RevAnnContent, — EERAE
crlann [18] CRLAnnContent, - CRL %
pkiconf [19] PKIConfirmContent, - Bk
nested [20] NestedMessageContent, - REMHA
genm [21] GenMsgContent, —ERAHES
genp [22] GenRepContent, -~ 368 Wi JE
error [23] ErrorMsgContent, - IR A
certConf [24] CertConfirmContent, — EBHIA
pollReq [25] PollRegContent, — BiER
pollRep [26] PollRepContent - B8R B

}

PKIProtection :: = BIT STRING

ProtectedPart ;:: = SEQUENCE {
header PKIHeader,
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body PKIBody
}
id-PasswordBasedMac OBJECT IDENTIFIER ::= {1 2 840 113533 7 66 13}
PBMParameter :: = SEQUENCE {

salt OCTET STRING,

- R T R4 AR S B BT RE M BT LB R RE S PR

- XARMTEZHNRHKEURS A C R HBRE

— IXREA] LA HE 4 R % il

owf AlgorithmlIdentifier,

— BH B E S 1D

iterationCount INTEGER,

-~ OWF gy 3 Fl ¥ 3

— T WS TR 4 R T Y W BB, SERL AT T BRI

- XAERA TR HBRRE AN UFE HE IR ARE

— XEERT LA AR 4 AR 4 B

mac AlgorithmlIdentifier

- M EE ID (#, DES-MAC, Triple-DES-MAC [PKCS11]
} - % HMAC [RFC2104, RFC2202])

id-DHBasedMac OBJECT IDENTIFIER ::= {1 2 840 113533 7 66 30}
DHBMParameter :: = SEQUENCE {
owf Algorithmldentifier,

- BIIREFE L ID

mac AlgorithmlIdentifier
-~ MAC 8 ID (411, DES-MAC, Triple-DES-MAC [PKCS11]
b — :®F HMAC [RFC2104, RFC2202])

NestedMessageContent :; = PKIMessages

PKIStatus ;: ;= INTEGER {

accepted o,

—~ RABB T HTER RS

grantedWithMods 1,

- BRMEIESFERNEL, B FE s REREFTEEN
rejection 2,

- REAARE . ERHENEA T EELZHER

waiting 3,

—- ERA AR AR, BRI B R
revocationWarning (4,

- AEBS—TIREEENEESER
revocationNotification %),
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- BHERER
keyUpdateWarning (6)
- FEFAE FER B oldCertld T RN HHE L FH

PKIFailurelnfo ;;= BIT STRING {
— ER LML TSR, FFUEFERTUMAEZHAH
badAlg 0,
- RS E AR X RHHERFRR
badMessageCheck D,
- ERERE RN FlW, 8L RIERRID
badRequest 2y,
~ ARFBFXHHXS
badTime 3,
— R A NG, TR B8 messageTime 5 RGN R AR
badCertld 4,
— BB SR A & LB I IE
badDataFormat 5,
— BARMBE SRR
wrongAuthority 6,
— R g B AU P 5 A o R B R TR
incorrectData N,
— HEEMEEER (ATAERS
missing TimeStamp 8,
- AEREENBROEBREAREOHERBER
badPOP ),
~ FHIER %K
certRevoked (10),
- EREAEWIER
certConfirmed (1D,
~ HEHE S
wrongIntegrity 12,
- BRSNS ARTFOAFRERATELE TARRZ
badRecipientNonce (13),
— RR B B, B A 424 RecipientNonce SRBLESH IR
timeNotAvailable (14,
- TSA 4 B985 IR K48 5
unacceptedPolicy (15),
— &R B9 TSA KM TSA RS ¥
unacceptedExtension (16>,
— ERNY RIMAY TSA RE L
addInfoNotAvailable an,

— JCE TR LR i N 15 S B E M (R B Tk Bl
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badSenderNonce (18,

— TR HBAEEE R R SenderNonce BB R
badCertTemplate a9,

— RRCAIE B RE BB E R
signerNot Trusted Q)

- HEBHERERTHNREREEE
transactionldInUse (21),

- ZBFRFELER
unsupportedVersion 22),

-~ HEBES AR

notAuthorized 23>,
- KIK A B FEAR R HH i T B R K R TT B B Ay MR E
systemUnavail (24),
— REAAH, FUER TS gL R
systemFailure (25),
- RYGRMG FTLLER B R Biab
duplicateCertReq (26)
- B TR ERFE, T DHE B A AR

PKIStatusInfo :: = SEQUENCE {
status PKIStatus,
statusString PKIFreeText OPTIONAL,
faillnfo PKIFailurelInfo OPTIONAL

OOBCert ::= CMPCertificate

0OOBCertHash :: = SEQUENCE {
hashAlg (0] AlgorithmIdentifier OPTIONAL,
certld [1] Certld OPTIONAL,
hashVal BIT STRING

— hashVal ZEFERIE 1 subjectPublicKey Bt DER &2z Lt E

POPODecKeyChallContent :: = SEQUENCE OF Challenge
— I FESHIGE KR X B — > Challenge(

Challenge :: = SEQUENCE {
owf AlgorithmIdentifier OPTIONAL,
— fE§— Challenge B b4 FE7E ; i £ POPODecKeyChallContent
- BfiJ5 B Challenge 8] 445 B (Hn 552 45 W 035 , M4 A B — 1
— Challenge F Y owf F£&.)
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witness OCTET STRING,
Xt BEHL=E AR A R R 1 R CowD Y5 R
challenge OCTET STRING

~ IS B Rand (I FIAEH R 9 A %), Rand E LT
-- Rand : : = SEQUENCE {

-- int INTEGER,

- EEEANEIERBR A

-- sender GeneralName

— R E A (5 PKIHeader Y HRE)

-}

POPODecKeyRespContent ;; = SEQUENCE OF INTEGER
— A I O BT T R B — R B
— BeRlA R EER I A BHR FIS AL Challenge B RIEH

CertRepMessage : : = SEQUENCE {
caPubs [1] SEQUENCE SIZE (1..MAX) OF CMPCertificate OPTIONAL,
response SEQUENCE OF CertResponse
}
CertResponse ; ;= SEQUENCE {
certReqld INTEGER,
- {5 O 45 0 7 S SR X R (AR R B3 R P R A8 B certReqld , W BEIR BT -1
status PKIStatusInfo,
certifiedKeyPair CertifiedKeyPair OPTIONAL,
rsplnfo OCTET STRING OPTIONAL

-- 25l F RFC2511 F CertReqMsg 454 ¥ 2 reglnfo & X i id-regInfo-utf8Pairs F&F &

CertifiedKeyPair : : = SEQUENCE {
certOrEncCert CertOrEncCert,
privateKey [0] EncryptedValue OPTIONAL,

— £%& RFC2511 H 4B A% A
publicationInfo[ 1] PKIPublicationlnfo OPTIONAL

CertOrEncCert ;: ;= CHOICE {
certificate [0] CMPCertificate,
encryptedCert [1] EncryptedValue

KeyRecRepContent :: = SEQUENCE {
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status PKIStatusInfo,
newSigCert  [0] CMPCertificate OPTIONAL,
caCerts [1] SEQUENCE SIZE (1..MAX) OF
CMPCertificate OPTIONAL,
keyPairHist [2] SEQUENCE SIZE (1.. MAX) OF
CertifiedKeyPair OPTIONAL
}
RevReqContent ;:: = SEQUENCE OF RevDetails

RevDetails ::= SEQUENCE {
certDetails CertTemplate,
- TR A AT RE 2 RO UL EA T SR A B A0 IE 45 A AR 6 VDR
— (Bl AEXRREBFISHELT)
crlEntryDetails  Extensions OPTIONAL
- R W crlEntryExtensions

RevRepContent :: = SEQUENCE {
status SEQUENCE SIZE (1.. MAX) OF PKIStatusInfo,
-- 5 RevReqContent §1 % % i1 J5UF 0 [F
revCerts {07 SEQUENCE SIZE (1.. MAX) OF Certld OPTIONAL,
— fEBE R IDs (5 status §IFFH R
crls [1] SEQUENCE SIZE (1..MAX) OF CertificateList OPTIONAL
- &% CRL (AEARIE—1)

CAKeyUpdAnnContent :: = SEQUENCE {
oldWithNew CMPCertificate,
- AFRASZNHIES
new WithOld CMPCertificate,
- BIBR & £ B HTES
newWithNew CMPCertificate
~ FFRAZ AL

}

CertAnnContent :: = CMPCertificate

RevAnnContent ::= SEQUENCE {
status PKIStatus,
certld Certld,
willBeRevoked At GeneralizedTime,
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GeneralizedTime,

Extensions OPTIONAL

— 4 CRL M4 (. crl BEFIE EREE M B

CRLAnnContent ::

CertConfirmContent ;;

CertStatus ::
certHash

= SEQUENCE {
OCTET STRING,

= SEQUENCE OF CertificateList

= SEQUENCE OF CertStatus

— EHK HASH, RE % 50 RBIFEHE L WERMER

certReqld INTEGER,
- (B A 45 A8 L Y 1 3K / v i U AR
statusInfo PKIStatusInfo OPTIONAL
}
PKIConfirmContent ::= NULL
InfoTypeAndValue :: = SEQUENCE {
infoType ORJECT IDENTIFIER,
infoValue ANY DEFINED BY infoType OPTIONAL

H

— 24 InfoTypeAndValue N AGFEUT HH BA BRH EX T &, InfoTypeAndValue
- MAAESERRT TIECGHAZHIREE, A ASN. | BB X EIHA MMM AD
— CR%+ ASN. 1 BB HEAT HE B, R B 3F 45 2 RO SR B E 4T 1 IR D

-- id-it-caProtEncCert

- CAProtEncCertValue

-~ id-it-signKeyPairTypes
- SignKeyPairTypesValue
— id-it-encKeyPairTypes
— EncKeyPairTypesValue
-~ id-it-preferredSymmAlg
— PreferredSymmAlgValue
- id-it-caKeyUpdatelnfo
-- CAKeyUpdateInfoValue
— td-it-currentCRL

-- CurrentCRLValue

- id-it-unsupportedOIDs
-- UnsupportedOIDsValue
- id-it-keyPairParamReq
— KeyPairParamReqValue
— id-it-keyPairParamRep

OBJECT IDENTIFIER ::= {id-it 1}
:: = CMPCertificate
OBJECT IDENTIFIER ::= {id-it 2}

::= SEQUENCE OF AlgorithmIdentifier
OBJECT IDENTIFIER .= {id-it 3}

.:= SEQUENCE OF AlgorithmIdentifier
OBJECT IDENTIFIER ::= {id-it 4}

:: = AlgorithmIdentifier

OBJECT IDENTIFIER ;.= {id-it 5}
:: = CAKeyUpdAnnContent

OBJECT IDENTIFIER ::= {id-it 6}
:: = CertificateList

OBJECT IDENTIFIER ::= {id-it 7}

::= SEQUENCE OF OBJECT IDENTIFIER
OBJECT IDENTIFIER :: = {id-it 10}

;.= OBJECT IDENTIFIER
OBJECT IDENTIFIER ::= {id-it 11}
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-- KeyPairParamRepValue :: = Algorithmldentifer

— id-it-revPassphrase OBJECT IDENTIFIER ;;= {id-it 12}
— RevPassphraseValue ::= EncryptedValue

-- id-it-implicitConfirm OBJECT IDENTIFIER ;.= {id-it 13}
-- ImplicitConfirmValue ::= NULL

- id-it-confirmWaitTime OBJECT IDENTIFIER ::= {id-it 14}
-- ConfirmWaitTimeValue :: = GeneralizedTime

-- id-it-origPKIMessage OBJECT IDENTIFIER ..== {id-it 15}
— OrigPkiMessageValue :: = PKIMessages

— id-it-suppLangTags OBJECT IDENTIFIER ;.= {id-it 16}
— SuppLangTagsValue :: = SEQUENCE OF UTF8String
— where ’

- id-pkix OBJECT IDENTIFIER ::= {iso(1) identified-organization(3)
- dod(6) internet(1) security(5) mechanisms(5) pkix(7)}

-- and

— id-it OBJECT IDENTIFIER ;= {id-pkix 4}

- B 2 A BT T OB PKIXGE 45 8 SR SR A B B B AT H B B (i~ )
- DAVE R AR B R FR AR M ZOR

GenMsgContent : ;= SEQUENCE OF InfoTypeAndValue

—EE,RA, & CABAUREZHE (BUETHEMNAE) . X F LEAEMHEESHTF,GenMsg
-- 1 InfoTypeAndValue HI T 3 B infoValue FH S8 & W (BRI E RN A TAHXK GenRep HE
- H), BRFAENZEEREIRINXMRIRIARF. MABEH EE 4% CA,HEMARTRE,
- MRECATURBEHEFEREXNWIEBRRFTARFL

GenRepContent ;:= SEQUENCE OF InfoTypeAndValue
- U AT B A RE BN RBIR 9 OID

ErrorMsgContent ; : = SEQUENCE {

pKIStatusInfo PKIStatuslnfo,

errorCode INTEGER OPTIONAL,
- SRR EIRD

errorDetails PKIFreeText OPTIONAL
- B R AR R
}
PollReqContent ;: = SEQUENCE OF SEQUENCE {

certReqld INTEGER

PollRepContent :: = SEQUENCE OF SEQUENCE {
certReqld INTEGER,
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checkAfter INTEGER,
— ARy B f it )
reason PKIFreeText OPTIONAL

END
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W R G
(3 R B )
FAF E-MAIL 5 ¥ HTTP 9 MIME %%

MIME £ 8
MIME &2 ) & ¥ . application
MIME Bl#5F % 8% F : pkixemp

HOEEHEN.
HESASEEN/AMNTEHE (3 PKI B & ASN. 1 DER %™, 51 IETF PKIX Working

Group specifications 1 E L —FE). R MIME e-mail B 52 basetd ; % HTTP H AT E
BiG,

BEEEER.
A MIME 2% 8 /] F 78 PKI 52 {& &% Public-Key Infrastructure(PKD) {8 . #HE H IETF PKIX

THEARE X ATRS MNP HEBER X. 509 PKI, 3R PKI ¥ EARSFBR T PKIX #E T g XK
By I AEX—BIFPRERRAEEN LS,

8 P A 5 S 2 0 17 P

o7 R 56 PR 5 2 3R R 53 4 B A L (TETF PKIX TR %2 L), 2 E-Mail 8% HTTP
k%% PKI B 85 A .
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